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AHHOTAIIUSA

Lenpto paboThl sBiIsIETCS pa3paboTka YHU(PUIUPOBAHHOTO MPOTrPAMMHOTO
obecrieuenuss  (manee —[10) nmnsg  pa3nIMYHBIX  THIIOB ~ MapuIpyTH3aTOPOB
(poyTepoB).

3ajauu, peniaemMbie B JaHHOM paboTe clieAyIolue:

WH)XEHEPHOE U SKOHOMHUYECKOE OO0OCHOBaHUE TpaHCc]epa TEXHOJOTHH
Ipa)XJaHCKOTO CEKTOpa YKOHOMHUKHU B BOEHHYIO chepy AesATeIbHOCTH;

yHuQuKanus (YHKIUA YHOpaBlIeHHS MapIIpyTU3aTOPaMH pPa3IMYHBIX
MPOU3BOJUTEIIEH;

ompezaeseHue TpeOOBaHUN K amnmapaTHbIM CpeAcTBaM M 00IIemMy
NpOrpaMMHOMY OO€CIIEUEHHUIO;

pa3paboTKka CrennaIbHOr0 NPOrpaMMHOr0 00ecreYeHusl poyTepoB,;

CO3/IaHUe MPOTOTHNA Pab0UYeH CHCTEMBI;

MpPOBEJICHUE TECTUPOBAHUA U allpoOaIus.

AKTyanbHOCTh paboOThl 0OYCJIOBIEHA MOTPEOHOCTSMH TPaXKIaHCKOTO
CEKTOpa HSKOHOMHUKHM ¥ BOEHHOW cdepsl IesITeIbHOCTH B pa3paboTke
YHU(PUIUPOBAHHBIX DJIEMEHTOB JIOKAJIbHBIX-BBIYUCIUTEIBHBIX ceTeil (nanee —
JIBC). Vuudwuxamus mo3BOJSIET MOBBICUTh 3P (PEKTUBHOCTH pPa3BEPTHIBAHUS
TUIIOBBIX JIBC, MUHUMU3UPOBATH OIIMOKHU KOH(UTYpUPOBAHUSA
U aIMUHUCTPUPOBAHUSI, YMEHBUINTh COBOKYIHbIE (PMHAHCOBBIE 3aTpaThl MpHU
OONBIIOW  TOBTOPSEMOCTH,  TOBBICHTH  CKOPOCTh  TEPBOHAYAIHHOTO
pazBepteiBanus JIBC, MUHUMH3UPOBATH 3aTpaThl HA 00YUYEHUE CTICIIHATICTOB.

[IpenmetrHo#t 007acThi0 pabOTHl SBIASIOTCA CHUCTEMBI 00pabOTKHU
uHpopMalMu M Tepenadyud JaHHbIX. B mensax peanuzauuu paboThl ObLIM
OPUMEHEHBI CIEAYIOIIME METOAbl HCCIENOBAaHMUI: aHamu3 MyOJuKaUUh Mo
TeMme, KiraccuuKaius, CpaBHEHNUE, YKCIIEPUMEHT.

[IpakTHUeCcKUM pe3yabTaTOM PabOTHI ABISETCS pa3paboTKa aNropuTMa u
YHU(DUIUPOBAHHON MPOTrpaMMBbl IS Pa3IUYHbIX MapUIPyTU3aTOPOB. B memsax

anpoOanuy OCHOBHBIX PELICHUH B paMKax padOThl CO3/jaH paboYuil MPOTOTHII.
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BBEJEHUNE

Korma TpeOyeTcss MHOTOKpaTHO TOCTPOUTh OJHOTUIIHYIO JIOKAaJbHYIO-
BbIuciuTensHyto (manee — JIBC) cerb, TO 1enecooOpa3HO HCIONIb30BAThH
YHU(PHUIIMPOBAHHOE O0OpYJIOBaHHE M WH)XCHEPHBbIE IOAXOAbI B €€ CO3/aHHUU.
3anava noctpoenus Tunossix JIBC cTtout mepes nHkKeHepaMu TOCTATOYHO YacTo,
Harnpumep, npu co3aanun JIBC cereil MeTpONOIUTEHOB, MPU MPEAOCTABICHUU
yeayr cBszu MI'TC u B gpyrux cinydasix. Ceilyac Takas 3ajaya Hanboliee oCcTpo
CTOUT Mepesl BOGHHbIMU MH)XEHEpAaMHU B 30HE MPOBEJIECHUU CIIELUaIbHON BOCHHON
oneparuu  (manee — CBO). Jlanaplii  ¢akT o0OyCIOBICH OOBEKTHBHBIMU
NpPUYUHAMH, U TIPEKAEC BCETO HEJOCTATOYHBIM (DMHAHCHPOBAHUEM M OTCYTCTBHUEM
IPOU3BOJCTBEHHBIX  MOIIHOCTEH  POCCHUICKUX  OOOpPOHHBIX  MPENNPUITHH,
YHUUTOKEHWEM WM BBIXOJAOM U3 CTpOs OONBIIOTO KOJWYecTBa 000pYAOBaHUS
JIBC B xo1¢e 0oeBbIX nericTBui [1]. B cBol0 ouepenb HETOCTATOYHOE KOJIHYECTBO
CPEACTB Tmepenayu HHPOpMalUu NPUBOJUT K YMEHBIICHHIO OINEPaTUBHOCTU
CHUCTEMBI YIpPABJICHHS M B KOHEYHOM cCYeTe K OONBIIMM TMOTEpPSIM B JMYHOM
cocraBe 1 TexHuke. OCOOEHHO aKTyajbHa MpobyieMa JIJisi CaMbIX HIKHUX OpraHax
BOCHHOTO ynpasieHus B noctpoeHnu JIBC, koTopble HaX0aATCsI HA IEPEAOBOM Ha
JMHUU OOEBOTO CONTPUKOCHOBEHUS C IIPOTUBHUKOM [2].

Pemmts npoOnaemMy MOXKHO JOMYCTHB, pa3yMEeTcsl, C OrpaHUYECHUSIMH,
UCTIONb30BAaHWE B BOCHHBIX IENSAX DJIEMEHTOB Tepefaud uH(popmammy,
npuMeHseMbix g noctpoeHuss JIBC rpaxamaHCKoro cekropa IKOHOMHKH.
Hanpumep, Kkak »3TO JAeNalOT BOOPYXKEHHbIE CHUJIBI YKPaWHbI, HUCIHOJb3Ys
tepmuHaibl Starlink st opranm3zanuun JIBC u nepenaun nadGopmaium.

W3BecTHO, UTO K AJIEMEHTaM CEeTel Mepeiay JaHHbIX BOGHHOTO Ha3HAuYCHUs
NPUMEHSIOTCSl TIOBBIIICHHBIE TpPeOOBaHMSA, WX TPOU3BOACTBO COMPSHKEHO C
JIOTIOTHUTEIHHBIMU 3aTpaTamMu. OHAaKO ceroHs cutyarus npu nposeaeanu CBO
TaKOBa, YTO HYXHO IOXEPTBOBAaTh WJIM YNPOCTUTH OTAENbHbIE TpeOOBaHUS K
000pYyJIOBaHUIO U 00ECTEUUTh BOCHHBIX HYXHBIMU TEXHUYECKUMHU CpPEJCTBAMU B

Hy)kHOM oObeme. I[lo cytu, HEoOxomumo 00OCHOBATH M OOECIEYUTH TpaHCheEp
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TEXHOJIOTUH W3 TPaXXJAaHCKOrO CEKTOpAa B BOCHHBIM, YTO SABJISETCA COCTABHOU
4aCThbIO0 HAYYHBIX U POU3BOACTBEHHBIX 3a1a4 MI'TY um.baymana.

OgHuM U3 OCHOBHBIX 3JJIEMEHTOB CETE€Hl Nepeladyd JaHHBIX SIBISIOTCS
MapHIpyTHU3aTOPbI(POYTEPhI), KOTOPHIX B OOJIBIIOM 00beME KaK pa3 U HE XBaTaeT
nas opranmzauuu JIBC cucrem ympasienus B CBO. Jlpyrumu cioBamu,
CYILLECTBYET KOJIOCCAJIbHAsl MOTPEOHOCTh B pPOyTEpAaxX IMpPU CYIIECTBEHHOM
OTpaHUYECHHUH CPEJCTB JJIS UX CO3JaHUs WIH MPUOOPETEHUS.

C npyroél CTOpPOHBI, Ha PBIHKE KOMIBIOTEPHOM TEXHHKH CYLIECTBYET
MPAKTUYECKA HEOTPAaHUYEHHOE KOJMWYECTBO PAa3JMYHBIX JOMAIIHUX POYTEPOB,
KOTOPBIE MOKHO aJJallTUPOBATh MOJI LIEJIM IBOMHOTO HA3HAYCHMUS.

Hcnonb3oBaHrne OOBIYHBIX JOMAIIHUX POYTEPOB B BOCHHBIX LEISAX OyIeT
CONpPSDKEHO ¢ NIpoOsieMOl OTCYTCTBHSI OOJBLIOTO KOJIWYECTBA OJHOTUITHBIX
YCTPOMCTB C €AMHOO0Pa3HOM cucTeMoil ynpasienus. [Ipu 3ToM HallTH paziuyHbIe
MapHIpyTH3aTOPbI, Pa3HbIX MPOU3BOAUTENEH, HE SIBISETCS CIIOKHOM 3aJayeH, uX
MHOIO Ha pBbIHKE, NPUYEM OTHOCHUTEIBHO MaJIeHbKOW IeHoW. OpraHu3oBaTh
3aKyIIKy BO3MOXKHO Ha IIOKE€PTBOBAHUS TPaXkJAaH WM CUJIAMH BOJIOHTEPCKHUX
opranuzauuid. Hanpumep, rnaBubiii pemaktop RT Maprapura CumMoHBSIH Ha
MOKEPTBOBAHUS TTOTpaTHIIa O0JIee MOTyMUJUTMOHA PYyOJIei, a 3TOro XBaTUiIo Obl Ha
2.5 TBICSYM POYTEPOB CTOMMOCTBIO 2 THICSYHU pyOIIeH.

Takum oOpazoMm octaercs nmpobieMa C HEYHUDUIIMPOBAHHOW W
HEAQIANTUPOBAHHON MOJ UEIHA HUCIOJb30BAHUSA CHUCTEMOM YNpaBleHHUS. Pemmnrthb
npobiieMy MOXKHO IyTeM  CO3/1aHds  YHU(UIUPOBAHHOTO  CIIELUAIBHOTO
IPOrpaMMHOT0 OOecTeueHust AJisl MUPOKOTO Kpyra poyTepoB.

PoyTepbl ¢ OTKPBITOMl apXWUTEKTYpOll MO3BOJISIIOT 0€3 CEepbe3HBIX 3aTpar,
OyTeM 3aMeHbl NPOrpaMMHOr0 OOecCledeHMs, peajn30BaTh HEO0OXOIUMBbIE
TpeOOBaHMsI, 3a MCKIIOYEHUEM CHEIHAIbHBIX MPOBEPOK U  CIEIHAIBHBIX

WCCIICTOBAHMIA .

! cnenpanpHas MpoBepKa U CHeHalbHOE HCCIeJOBAHUE — HCCIICI0BAHIE TEXHUYECKUX CPEACTB Ha
MIPEAMET OTCYTCTBHSI HEIEKJIAPUPOBAHHBIX BO3MOKHOCTEHN U 3aKJIa10K

5


https://vk.com/m_s_simonyan

Takum oOpazom 1enpl0o JaHHOW  pabOThl  cTaBUTCA — pa3paboTka
nporpamMmHoro obtecneuenus (manee -I10) ans JOMalmIHUX POYTEPOB, KOTOPOE
MO3BOJIUT HCIIOJIH30BaTh JOMAIIHUE POYTEPHl PA3TMYHBIX TPOU3BOAUTEIICH B
co3ganuu yHubuuupoBanueix JIBC, a Tak e, Kak MNPOAYKIMIO JIBOMHOTO
Ha3HAYCHMUS.

B memsx ormueckoii KOMIIOHOBKM OTYETHBIX MAaTEpHAIOB paboTa
JIEKOMIIO3MPOBaHa TI0 TPEM paszeiiam.

B mepBom pa3gene pabGoThl  nmaeTcsi  OOOCHOBaHHE  pa3pabOTKU
yHUGDUIUPOBAHHOMN MPOrpaMMBbl JJIsl POYTEPOB.

Bo BTOpoM paznerne ompenensieTcss MECTO pa3pabaThIBaeMOM MPHUKIIATHOM
MPOrpaMMbI B CHCTEME, a TaK)Ke OMPEEISIETCS COCTaB OCHOBHBIX KOMIIOHCHTOB
NPUKIAAHOW TporpaMmbl. BpiOupaercss s3bIK MNpPOrpaMMHUpPOBaHUS U cpefa
pa3pabOTKK  MPOrPaMMHOTO  OOecledeHus il  pa3pabOTKH  MPUKIAJHOU
MIPOTPAMMBI.

B tperbeM pasznene onuchiBaeTCsa CO3/IaHUE TECTOBOTO 00pa3iia — MpOTOTHUIA

CHUCTEMBbI, BBIIIOJIHACTCA aHAJIM3 JOCTUTHYTOI'O pE3yJibTaTa.



1 OO6ocHoBaHME pa3padOTKU MPOTPAMMBI

JIBC siBnsieTcs OJJHUM M3 OCHOBHBIX THUIIOB CETEH, KOTOPBIE UCIOIb3YIOTCS
BHYTPH TPYII MOJIb30BaTENeH it OOMEHAa JaHHBIMU MEXIYy KOMIIbIOTEpaMu U
yctporictBamu. [IpoextupoBanne JIBC tpeOyeT TImaTenpbHOrO TJIAHUPOBAHHS U
ydeTa pa3In4yHbIX (HAKTOPOB, TAKMX KaK TOTOJOTHUS CETH, BBIOOpP CETEBOTO
oOopynoBanusi u obecneuenue Oe3zonacHoctu. s JIBC BoeHHOro HazHaueHUs
MIPUMEHSIOTCST JTOTIOJHUTENbHBIC TPEOOBAHUS. CKPBHITHOCTHh TEpeNadd NaHHBIX U
pa3BepTHIBAHUS, HAACKHOCTb, PEMOHTONPUTOJHOCTh, DSHEPromnoTpedieHue Hu
Ipyrue.

[Ipu co3ganum pemenust aias noctpoeHus TunoBbix JIBC HeobOxommmo
yHUDUIUpOBaTh KaXkIbld 3yeMeHT. M3ectHo, uro B cocraB JIBC Bxomdar
pa3lIMUHbIE 3JIEMEHTHI. KOMMYTAllUOHHOE OOOpYyJOBaHWE, MCTOUYHHMKW MUTaHUS,
Ka0enu CBS3M, YCWIHMTENM CUTrHaja, aHTeHHbl. Hampumep, JIBC moxer ObITh
MOCTPOEHA C HKCIOJB30BAHHEM KOAKCHANbHBIX KabOeneil, kalOeneli Ha OCHOBE
HKPaHUPOBAHHON M HEIKPAHUPOBAHHOM BUTOW Mapbl 1 ONTOBOJOKOHHBIX KaOeseH,
a MOJKET MCIIOJIb30BATh B KAYECTBE CPEAbI NIEPEIaun JAHHBIX AJIEKTPOMArHUTHBIE
BOJHBI pasimnuHbix yactoT — KB, YKB, CBY. Ecmu paccmarpuBars 3Ha4MMOCTH
YHUDUKAIMY KaXJ0T0 3JIEMEHTAa, TO HAuOOJBIIYI0 3HAYUMOCTh B yHUDUKAIIUU
Bceit JIBC Oyner wrpaTh yHHQUKaUs KOMMYTAIIMOHHOTO OOOpYIOBaHUS,
MOCKOJIbKY KaOelu CBSI3M, HUCTOYHUKH TUTAaHUS W JPYTrUe DIEMEHTHI YKe
JIOCTaTOYHO YHUDUIIUPOBAHBI.

Takum oOpazom moctpoenue tumoBoi JIBC Oynmer cBoauThes K
YHU(PUKAIIMKM KOMMYTAIlMOHHOTO OOOPYJIOBAaHMS: CHUCTEMbl YIPABJICHUS STUM
KOMMYTAIlMOHHBIM  000PYIOBaHUEM. CyliecTByIOT ~ pa3jiuyHble  THUIIBI
KOMMYTallMOHHOTO 00O0pYy/IOBaHUs, HO HauOoJiee YHUBEPCAIbHBIM SIBISETCS
poytep. CrnenoBatenbHo, yHUuuMpoBaTh yrpasieHue JIBC MoxHO uepes
CO3/IaHME OJHOTUIIHOW CHCTEMBI YIIpaBJIEHUs poyTepaMu. B CBOw ouepenb
yHU(DUKAIUS CUCTEMBI YIIPABJICHUS POYTEPAMH MOKET OCYIIECTBISATHCS 32 CUET

CO3/1aHHsl COOCTBEHHOTO YHUKAJIBHOTO MPOrpPaMMHOT0O oOecredeHust s
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pa3MYHBIX THUIOB pOYyTEPOB. JIpyrumu cinoBamu, UCnonb3ys oauHakoBoe [1O
MOKHO YHUGUIHUPOBATh GYHKIUH YIIPABICHUS PAa3IMUHbIX TUIIOB POYTEPOB, B TOM
YHUCJIE€ Pa3HbIX MPOU3BOIUTENECH.

OcHoBHast (yHKIHS poyTepa — IEpechlUiKa MAKETOB MEXIY pazIuYHbIMU
CErMEHTAMH CETH Ha OCHOBE MpaBW. PoyTep MOXKET CBA3BIBaTh Pa3HOPOJHBIE
CeTH, Hamnpumep, JAOMAIIHUNA POYTEp, CBSI3BIBAET BHYTPEHHUE JOMAILHUE
ycTpoiicTBa ¢ ceTbto MHTepHer. ISl MpUHATUSA PENIEHUN O MEPECHUIKE MaKETOB
pPOYTEPOM HCHOJB3YeTCd HHPOPMALMS O TOIMOJOTMH CETH W ONpENeNEHHBIE
IpaBuia, KOTOpBIE 3aJaeT aJMUHUCTPATOp ceTH M poyrepa. Kpome OCHOBHOMU
GyHKIMM y poyTepa €CTh BCIOMOIaTeJIbHbIE (PYHKIMM, KOTOPBIE 3a4acTyl0 U
ONPEEISIOT €ro MOTPEOUTEIBCKUE CBOWCTBA.

[Io ob6nacTsM NpPUMEHEHUS MAapLIPYTU3AaTOPbl JEIATCS HAa HECKOJIBKO
kiaccos [3]:

— MarucTpajibHble MapHIPyTHU3aTOPbl MPEIHA3HAYEHbl I MOCTPOEHUS
LEHTpaJIbHON ceTH Kopropauuu. LleHTpanbHast ceTb MOXKET COCTOSAThH U3 OOJIBLIOrO
KOJIMYECTBA JIOKAJIBbHBIX CeTed, pa30pOCaHHBIX 1O pa3HbBIM 3JIaHUAM U
UCIOJIB3YIOLINX CaMble pa3HOOOpa3HbIE CETEBbIE TEXHOJIOTUH, TUIIBI KOMIIBIOTEPOB
Y ONEPALMOHHBIX CUCTEM. MarucTtpaibHble MaplIpyTH3aTOPbl — 3TO HauOoliee
MOIIHBIE YCTPOMCTBA, CIOCOOHBIE OO0padaThIBaTh HECKOJIBKO COTEH THICSY WIH
Jla)ke HECKOJIbKO MUJIJTMOHOB MAKETOB B CEKYH/Y, UMEIOIME O0JIbIIOE KOJTUYECTBO
UHTEP(PENCOB JOKAIBHBIX U II100aJbHBIX CETEH.

— MapuIPyTU3aTOPbl PETUOHATBHBIX OTACJICHUI COEAUHSIOT PEruOHabHBIC
OTIEJICHUsT MeXay co0oil W ¢ IHeHTpaibHON ceTbhto. CeTb PEernoHalIbHOIO
OTJIEJICHUS, TaK K€, KaK M IEHTPAJIbHAsl CETh, MOXKET COCTOSITh M3 HECKOJIbKHX
JOKaNbHBIX ceTed. Takoil wmapuipyTuzaTop OOBIYHO TIPEACTABISIET COOOM
HEKOTOPYIO YIPOILIEHHYIO BEPCUIO MATUCTPAIbHOIO MApUIPYTHU3aTOPA.

— MapIIPyTU3aTOPbl  YAAJICHHBIX O(UCOB COEIMHAIOT, KaK IMPaBUIIO,
€IMHCTBEHHYIO JIOKAJIbHYIO CETh yJaJeHHOro oduca ¢ HUEHTPaIbHOU CEThIO WU

CCTBIO PCTHUOHAJIIBHOI'O OTACJIICHUSA 110 r100aJbHON CBI3W. B  MakcumaabHOM


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B3%D0%BC%D0%B5%D0%BD%D1%82_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D1%82%D0%BE%D0%BF%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80_%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9_%D1%81%D0%B5%D1%82%D0%B8

BapHaHTE TaKUE€ MapLIPyTU3aTOpbl MOTYT MOJAEpPXKHUBaTh U JBa HHTepdeiica
JIOKaJIbHBIX CETEH.

— MapUIPYTHU3aTOPBI JIOKAJIBHBIX CETEW NPEAHA3HAYEHBI JISI Pa3JICIICHHS
CeTeH Ha JIOKaJIbHbIE nojceTu. K MapupyTu3aTopaM JIOKAJIBHBIX CETEH OTHOCATCS
MapUIpyTU3aTOPbl A UCHOJIB30BAaHUS B JOMAIHUX YCJIOBHUSAX, OOBIYHO TaKue
MapLIPYTH3aTOPbI HA3BIBAIOTCS «JAOMAIIHUN POYTEPY.

Ecnu monp3oBaTento HEOOXOAMMO pEIIEHUE JUIsl OPraHU3alMU JIOMAaIIHEN
CETH MM HeOOJbIOro opuca u 10cTynoM B MHTEpHET ¢ MUHUMAIbHBIM 00bEMOM
CPEICTB Ha NPUOOpPETEHUE U KOJINYECTBOM YCUJIMI Ha CO3/IaHUE CETH, TO OOBIYHO
BBIOMPAIOTCS] MPUCYTCTBYIOLINE HA PHIHKE IOMAIIHUE POYTEPHI C YCTAHOBIECHHBIM
IIPOU3BOAMTENIEM POyTepa MPOrPaMMHBIM obecnieueHrueM. Eciu HyKHO MOCTPOUTH
HECKOJIBKO  OJHOTHUIIHBIX JIOKaJbHBIX CETE€W, TO HHMKEHEPBl CTaparoTCs
UCITI0JIb30BaTh TUIIOBOE PEIIEHNE, OCHOBAHHOE Ha YHU(PUIIMPOBAHHOM POYTEPE.

VYHudunmpoBanuele poyTepbl s noctpoeHus Tunossix JIBC uMmeroT
oOmupHyo chepy NpUMEHEHUS B TPaXKIAHCKOM CEKTOpPE DJKOHOMHUKH, HO
HauOosee akTyanbHbl st pa3BepThiBanus JIBC B 3ome CBO, Tak Kak wuX
KaracTpodudecku He xBaraeT. [Ipu 3TOM HEOOXOUMO YyUeCTh 0COObIE TpeOOBaHUS
K TakUM pOyTe€paM, HMMEETCs BBUAY MaKCUMaJIbHOE YIIPOLIECHUE MEXaHU3MOB
NEPBOHAYAILHON HACTPOWKH, CO3JaHue (DYHKIMH AMCTAHIIMOHHOM HACTPOWKHU U
aIMUHHACTPUPOBAHUS POYTEPOB.

Takum 00Opa3oM CylIeCTBYET akTyallbHas 3ajiadya pa3padO0TKH MPOrpamMMbI
JUISL  «IOMAIITHET0» poyTepa, obecreynBarouiel yHU(UKALMIO YIpaBiICHUS MU
BBITMIOJIHEHUE JIOTIOJIHUTEIBHBIX TPeOOBAaHUM MJiIi BO3MOKHOCTH OCYILIECTBIICHUS
TpaHcdepa TEXHOJIOTMH B BOEHHYIO cdepy. ['oToBas mpukiaaHas mporpamma He
IIO3BOJINT PELIUTh 3aJady LEJOCTHO, HYKHO JONOJIHUTEIBHO BBIIIOJHUTH
CIEIyIOLIEe. OINpEAeUTh MepeYeHb TPEOYEeMbIX XapaKTEPUCTHK pPOYTEPOB,
YCTaHOBHUTH OIEPALIMOHHYKD CHUCTEMY Ha pOYTEp, YCTAHOBUTh M 3aIlyCTUTH
NPUKIATHYIO POrpaMMy Ha poyTepe, a Takke yOeauThcsi B paboTOCIOCOOHOCTH
CUCTEMBI, IPOBES TECTUPOBAHHUE.

OCHOBHBIMH XapaKTEPUCTUKAMH POYTEPOB SBIISIOTCS CIIETYIOLIHUE!
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— CKOPOCTb IIepeaadn JaHHBIX;

— MaKCHMAJIbHOE KOJIMYECTBO MOJKIFOYAEMBIX YCTPOMCTB,;

— MaKCUMAaJIbHYIO NAbHOCTH OoKphITUs st Wi-Fi poyTepos;

— HamnpspKeHHe nuTaHus. /laHHas XapaKTepuUCTHKa OCOOCHHO AaKTyaslbHa,
KOTJla MCTOYHMKOM NUTAHHS JUIS POyTepa CIYKUT OOBIYHBIA aKKyMYJATOp C
HarnpspKeHueM 12 BOJIbT;

— TOK notpedisieHus. Tak e BayKHbI mapameTp sl pabOThl B aBTOHOMHBIX
MOJIEBBIX YCJOBHSIX OT aKKyMyJsTOpOoB. YeM MeHbIIE TOK MOTpeOJieHUs, TeM
JoJiplIe Oy1eT paboTaTh pOyTep OT aKKyMYJIATOPA;

— YCTaHOBJIEHHOE Ha pOyTep IMporpaMMHoe obecrneueHue, koropoe B UT
€I1€ HAa3bIBACTCS MPOIIMBKOM.

Cucrema ynpaBieHHsT pOYTEPOB Pa3JIMYHBIX MOJENEH W INPOU3BOAUTENEH
OTIIMYaeTCsl JAPYyr OT Jpyra Ha0OpoM M MOCIEAOBATEIBHOCTHIO BBIMOJIHEHUS
GyHKUMHA, uHTEppeicaMu aAMUHUCTPATOpa U IpYyruMu napameTpamu. B cimydae
HACTPOMKM OOJBIIOrO KOJIMYECTBA POYTEPOB Pa3HOIO TUNA Yy HEOMBITHBIX
MOJIb30BATEIE MOTYT BO3HHMKATh OIIMOKH, YTO TMPHUBEAET K CHUXKEHHUIO
3¢ (HEKTUBHOCTH OpraHU3allUU CETH TIepeauu JaHHbBIX.

Kak nmpaBuiio mpommBka COCTOUT U3 ONEPALMOHHOM CUCTEMBI, PAaWBEPOB,
BeO-cepBepa M MPOrpaMMbl Ui aJIMHHUCTPUPOBAHMS ycTpoiicTBa yepe3 Web-
Opay3sep. [Iporpamma a1 aAMUHUCTPUPOBAHUS BBIITOIHAET Psii QYHKLMI:

— MPOCMOTP CTaTyca YCTPOHCTBA: BKIIFOYCHO/BBIKIIFOUCHO;

— OIPEACIICHUE TOAKIIOYEHHBIX YCTPOWCTB, MX CKOPOCTM M YacCTOTHI
paboTHI;

— W3MEHEHHUS Ha3BaHUs JIOKAJIBHOW CETH U MapoJisi JOCTyNa K yCTPOUCTBY;

— IMAarHOCTUPOBAHMSI HEUCIIPABHOCTEN [UIsl BBIABICHHUS W YCTPAHEHMS
CETEBBIX MPOOJIEM.

Bwmecte ¢ Tem miis peanuzanuu ueneil padoThl JOMAIIHUM pOyTep AOHKEH
o0naiaTh emie OJHOW XapaKTePUCTUKOW — OTKpBITOM apxurTektypoir. Ilon

OTKpBITOﬁ apXHTCKTypOﬁ IMNOHHUMACTCA BO3MOXHOCTb MCHATH MIPOrpaMMHOC
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oOecrieueHue poyTepa, Hampumep, obecreunBaTh YCTAaHOBKY CTOpOHHEN
ONEPAITMOHHON CUCTEMBI, TPOIINBKH.

Cpenn nHanOonee MOMYJSAPHBIX MPOU3BOAMTENIECH JOMAIIHUX POYTEPOB C
OTKPBITOM apXUTEKTYypOll B HACTOSIIEE BPEMS HA PBIHKE MPEICTABIICHbI
cienyromue [4]:

— ASUS KOMIaHUsI U3BECTHA CBOMMH OBICTPBIMU M HAJEKHBIMH POYTEPaAMHU.
OHu uMEIOT BbICOKHE mokaszarenu ckopoctd WIi-Fi, a Tawke momnepuBaroT
HOBelmme TexHosioruu, Takue kak Wi-Fi 6. Kpome Toro, y poyrepoB ASUS ecTb
IPOCTOW M TMOHATHBIM MHTEp(ENC ynpaBieHUs, KOTOPBIA /1aXKe HOBUYKH MOTYT
JIETKO OCBOUTB.

— TP-Link —3TOT OpeHm u3BEeCTEH CBOEH JOCTYMHOCTHIO W TMPOCTOTOW B
ucronp30BaHuu. Poytepbl TP-LIiNK MMEIOT OTIMYHYIO MPOM3BOJMTEIBHOCTh U
MHOXECTBO (PYHKUMH, BKIIOYas 3allUTy OT BPEAOHOCHBIX MpOrpamMM U
BO3MOXKHOCTB YIIPABJICHUS POJIUTEIILCKHM KoHTpoJieM. TP-Link mpousBoauTens
KOMIBIOTEPHOTO U TEJIEKOMMYHHMKAI[MOHHOTO oOOopynoBaHus. ['naBHbIN oduc
KOMIIaHUM pacronoxeH B Kurae, B ropoae I HpUkIHB.

— Xiaomi OpeHJ, KOTOPBIA MpeaiaracT BhICOKOKAYECTBCHHBIC POYTEPHI I10
JOCTYNMHOU 1ieHe. OHM UMEIOT OTJIMYHBIN AU3ailH U NOAAEP>KUBAIOT CAMbIE HOBBIC
texnosorun Wi-Fi. Kpome Toro, poyrepbr XiaOmi uMerOT GyHKIHIO YIIPABICHUS C
NOMOUIbI0 MOOWJIBHOTO TNPWIOKEHHs, YTO JIeJaeT HUX OYeHb YJIOOHBIMH B
ucrnonb3oBanuu. Kommanust  Xiaomi  3apeructpupoBana Ha KaiiMaHOBBIX
OCTpOBax, Ta0-KBapTUpa Haxoautcs B [lekune.

— Netgear 6peHn W3BECTEH CBOMMHU POYTEpaMU BBICOKOTO KJacca, KOTOpPbIE
NOAXOAAT A OONbIIMX AOMOB M o@ucoB. OHM MMEIOT BBICOKME MOKa3aTelu
CKOPOCTH M MOIIHOCTH, a TAKXE MHOXECTBO JIOMOJHUTENbHBIX (DYHKIMM, TaKUX
kak 3ammra oT DD0S-atak ¥ BO3MOXHOCTE CO3aHUI TOCTEBOM CETH.

—D-Link Opena, koropblii mpeaiaracT IIMPOKUAN BBIOOP POYTEPOB, OT
HPOCTBIX 710 OoJyiee MPOABHHYTHIX Mojenen. Poyreper D-Link mmeror xoporryro
POM3BOJIUTEIILHOCTh W TOIACPKUBAIOT caMbie HOBbIe TexHosornu Wi-Fi. OHu

TAKKC UMCIOT 3alIUTy OT BPCAOHOCHBIX ITPOrpaMm U pOI[I/ITeJIBCKI/Iﬁ KOHTPO!JIb.
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https://ru.wikipedia.org/wiki/%D0%9A%D0%B8%D1%82%D0%B0%D0%B9%D1%81%D0%BA%D0%B0%D1%8F_%D0%9D%D0%B0%D1%80%D0%BE%D0%B4%D0%BD%D0%B0%D1%8F_%D0%A0%D0%B5%D1%81%D0%BF%D1%83%D0%B1%D0%BB%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%9E%D1%81%D1%82%D1%80%D0%BE%D0%B2%D0%B0_%D0%9A%D0%B0%D0%B9%D0%BC%D0%B0%D0%BD
https://ru.wikipedia.org/wiki/%D0%9E%D1%81%D1%82%D1%80%D0%BE%D0%B2%D0%B0_%D0%9A%D0%B0%D0%B9%D0%BC%D0%B0%D0%BD

— Huawei xommnanus u3 Kurasi, koTopas mpejiaract BhICOKOKa4eCTBEHHBIC
poyTepsl MO JOCTYNMHOM IeHe. OHU HMMEIOT XOpPOIIYI0 NMPOU3BOJUTEIBHOCTh U
MHOXECTBO (PYHKITUH, TaKW€ BO3MOKHOCTH CO3J]aHUSI TOCTEBOW CETH, a TaKKe
noanepxkky texuonoruu Wi-Fi 6. Kpome Toro, y poyrepoB Huawei ects QyHKIIHs
YIPABJICHHUS C TTOMOIIBI0 MOOUIIBHOTO MPHUIIOKEHUS, YTO JIeTIaeT UX YJ0OHBIMU B
WCITOJTb30BAHUH.

— Keenetic kommanusi pa3pabaThiBaeT W MpoOJaeT MPOBOAHOE U
OecrpoBOJAHOE CETEBOE OOOPYJOBAHHME, B YACTHOCTU MApPUIPYTU3ATOPBI U TOUYKHU
JIOCTYTIA.

— Zyxel wmexayHapoaHas KOMIaHHMs cO InTa0-kBapTupoi Ha TaiiBaHe,
POM3BOJAUTENHF CETEBOTO O0OpYAOBaHWS [JIsl CPEIHEro W Majoro Owu3Heca,
MPOMBIIIUICHHBIX TPEeANpUsITHii W nomax. Jlyig peanusanuu 3agadd TpaHcdepa
TEXHOJIOTHMHA TOJXOAT a0COJNIOTHO BCE, HO Hamboyiee TMPEANOUYTUTEIHHBI
KOMITAHUH-TIPOM3BOAUTEMM W3 KwuTas, Tak Kak HMEIOT HAWMCHBINHE PHUCKA
MomnacTh TOJI OTpaHWYEHHWE B TIOCTaBKax oOopymoBaHus B Poccuiickyio
denepalvio B IEpUO ] CAHKIIMOHHOTO JTaBJICHHUSI.

Crnenyromas 3ajada, KOTOPYIO HYKHO PEIIUTH 3aKJIIOYAeTCs B BBIOOpE
OTIEPAIlMOHHOW CHUCTEMBI IJIsi JoMamrtHero poytepa. CymiecTBYeT IENbId P
BCTPAMBACMBIX B POYTEPhI ONCPAMOHHBIX cHcTeM [5]. BeiOpanbl uisi OleHKH
WCITIOJIb30BAHUS U3 HUX CJIEAYIOIINE:

— OpenWRT[6] — BcTpanBaeMasi omepalioHHas CHCTEMa, OCHOBaHHAs Ha
sape  Linux, mnpenHasHavyeHHas, B IEPBYIO oOuepedb, JUIA JIOMAIIHUX
MapIIpyTU3aTopoB (poyTepoB, OT aHria. router). OCHOBHbIE KOMITOHCHTBI
BkmoyaroT OpenWRT B cebs sapo Linux, util-linux, uClibc wmm musl u BusyBox.
Pa3mep Bcex KOMIIOHEHTOB MUHMMH3UPOBAH B CBSI3M C TEM, YTO B OOJBIITUHCTBE
pOYTEPOB CHJIBHO OorpaHuueH o00bEM mamsatu. Kpome toro, B OpenWRT Bxomut
NaKeTHBIN MeHemkep OpKg ¢ pemosutopuem, B kotopoMm Oosiee 3000 maketoB
porpamMM M YTUJTUT.

— FreeWRT — guctpubytuB LinUX s BcTpamMBaeMbIX CHCTEM, TaKHX Kak

OecripoBogHble MapripyTu3aTopsl ¢upmbl Linksys u  Asus. OcoOeHHOCTh -
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https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%91%D0%B5%D1%81%D0%BF%D1%80%D0%BE%D0%B2%D0%BE%D0%B4%D0%BD%D0%B0%D1%8F_%D1%82%D0%BE%D1%87%D0%BA%D0%B0_%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0
https://ru.wikipedia.org/wiki/%D0%91%D0%B5%D1%81%D0%BF%D1%80%D0%BE%D0%B2%D0%BE%D0%B4%D0%BD%D0%B0%D1%8F_%D1%82%D0%BE%D1%87%D0%BA%D0%B0_%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D0%B8%D1%82%D0%B0%D0%B9%D1%81%D0%BA%D0%B0%D1%8F_%D0%A0%D0%B5%D1%81%D0%BF%D1%83%D0%B1%D0%BB%D0%B8%D0%BA%D0%B0_(%D0%A2%D0%B0%D0%B9%D0%B2%D0%B0%D0%BD%D1%8C)
https://openwrt.org/
https://ru.wikipedia.org/wiki/%D0%AF%D0%B4%D1%80%D0%BE_Linux
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://openwrt.org/
https://ru.wikipedia.org/wiki/Util-linux
https://ru.wikipedia.org/wiki/UClibc
https://ru.wikipedia.org/wiki/Musl
https://ru.wikipedia.org/wiki/BusyBox
https://openwrt.org/
https://ru.wikipedia.org/wiki/Linux
https://ru.wikipedia.org/wiki/%D0%92%D1%81%D1%82%D1%80%D0%B0%D0%B8%D0%B2%D0%B0%D0%B5%D0%BC%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/Linksys
https://ru.wikipedia.org/wiki/Asus

BO3MOXHOCTh COOMPaTh(KOMITUIMPOBATH) MPOIIMBKY HA TOM K€ YCTPOICTBE, I'lie
OHa Oy/IeT yCTaHOBJICHA.

— DD-WRT —nonynsipHas NpoOIIMBKAa MAaplIPpyTH3aTOpa € OTKPBITBIM
UCXOJIHBIM KOJIOM Ha 0a3e LiNux, mpeaocTaBiiseT pacliupeHHbIe QYHKIMH, TAKUE
kak VPN, VLAN u QO0S, u MoxeT ObITh YCTaHOBJIEH Ha UIMPOKUN CHEKTP
mapuipyTtuzaropoB. DD-WRT noaxoautr kak s JOMAIIHEro, TaKk MW s
KOPIOPAaTUBHOI'O HCIIOJIb30BaHUs, I TEX KTO HE XOYeT H3ydyaTh HACTPOMKY
KOH(QUTYpaIIMOHHBIX (PaiJIOB U YCTaHABINBATH TOTIOJHUTEIbHBIE TPOTPAMMBI.

— pfSense — ITnatdopma ¢ OTKPBITBIM UCXOAHBIM KOJI0M Ha Ga3e FreeBSD.
Ona mpenocTraBisieT WUPOKui crektp (ynkiuii, Bkiaodas VPN, GamancupoBky
Harpy3ku, (opmupoBanue Tpaduka W MHoroe apyroe. Ilmargopmy MoxkHO
UCIOJIb30BaTh JJISl CO3JIaHUS LIEJIOTO psAa CETEBBIX YCTPOWCTB, OT HEOOJIBLINX
JIOMAIITHUX MapIIpyTU3aTOpOB A0 OpaHAMay pOB KPYIMHBIX MPEATPHUITHI.

— VYOS — ocHoBana nHa Debian Linux. Ona mnpemocTaBiusieT IMPOKHIA
cnekTp GyHKIUA MapiipyTusanuu u 0e3onacHocty, Bkiodas VPN, 6panamayap,
NAT u muoroe apyroe. VYOS MOXXHO HCIOIB30BaTh AJISi CO3AAHUS LIETOTO psaa
CETEBBIX YCTPOMCTB, OT HEOOJBIIMX JOMAIIHUX MapIIpyTU3aTOpPOB JO
OpaHAMay>pOB KPYIHBIX MPEATNPUATHI.

— RouterOS — pa3zpaborana MikroTik. Ona npegocraBisieT MIUPOKUNA CIICKTP
bynkuwmii, Brkimouas VPN, Opannmaysp, TOuKy J0CTylia W MHOTOE JpYroe.
RouterOS mMokHO HCTIONB30BaTh AJISI CO3AaHUA LIETIOTO psifia CETEBBIX YCTPOMCTB,
OT HEOOJIbUIMX JOMAIIHUX MAaplIpyTU3aTOpOB 10 OpaHIMaydpOB KPYITHBIX
MPEIPUSITUH.

— LibreWRT — BoGoHas mpomuBka oT PoHIa ¢cBOOOIHOTO MPOrPaMMHOTO
oOecrieueHus, KoTopasi «oTmoukoBanack» oT OpenWRT u mpakTU4ecKku HUYEM,
KpOME OTCYTCTBHUSI TMPONPUETAPHBIX IPAaWBEpPOB, OT TMOCIEIHEH HE OTINYACTCA.
[IpumeuarenbHa TeM, 4YTOo Wu3-3a Hee DoHI CBOOOJHOTO MPOrPAMMHOIO
o0ecrieyeHrss HEMHOTO0 H3MEHHWJI CBOM MPHUHIMIBI €CJIU A0 3TOr0 OJHUM U3

YCJIOBI/Iﬁ «CBO6OI[I>I>> ObL1a HCO6XOI[I/IMOCTB HUMCTb BO3MOXHOCTH KOMIIHJIAIINHN
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http://www.dd-wrt.com/
http://librewrt.org/

MPUIOKEHUSI Ha TOM K€ YCTPOMUCTBE, HA KOTOPOM OHO 3aITyCKaeTCs, TO TENeph ATO
HEe00s13aTeIbHO.

Jliist peanuzanuu 3a7a4u pabOThI MOAOUIET JTr00as U3 MPUBEACHHBIX BBIIIE
ONEepallMOHHBIX cucTeM. Kpome TOro, MOXHO CaMOCTOATENbHO coOpaTh oOpa3s
OTEpaIlMOHHOM CHCTEMbl Ha HMEIOIIMHCS pOyTep, HO Ha TMPaKTUKE BBHIOOP
OTIEPAIIMOHHON CHUCTEMBI OMpEACAETCS HAIWYHEM Yy>K€ TOTOBBIX PEIICHHN IS
KOHKPETHOT'O poyTepa.

Crnenyroias 3aj1aua, pa3pad0oTKa IpUKIAIHON TporpaMmbl. [lepBbIM 3Tarom
pa3paboTku  JIOOBIX  MPUKIAIHBIX MOPOrpaMM  SIBISIETCS  BBIOOp  sI3bIKA
nporpammupoBanus. Kak mpaBwiio Juisi CO3AaHHS MPOrPaMMHOTO OOecreyeHus
POYTEPOB HCIIONB3YIOTCS SI3BIKK mporpammupoBanust Cu u AcceMOiep, KOTOpbIE
MpeIHa3HAYeHbl JUIsl peaju3alldd  BBICOKONPOW3BOJUTENBHBIX CHUCTEM. B
OTACIBHBIX CITydasx ucnoib3yercs Phyton wim Perl, nanpumep, xoraa poyrepy He
TpeOyeTcst oOecneurnBaTh BBICOKYIO TMPOM3BOAUTEIBHOCTh WM JOCTATOYHO
OTIEPATUBHOM MAMSTHU ISl BBIMIOJTHEHUS TPOTPAMMEBI.

YuuThIBas, 4YTO B IIKOJHLHOM Kypce mH(popmartmku usydaercs Phyton, To
BBIOOP CJI€NIaH B MOJIb3y UMEHHO TOTO SI3bIKa Pa3pabOTKU IPOTPAMMBI.

Phyton oGnamaer orpoMHBIM MEpeyHEM CHEIHATHM3UPOBAHHBIX OHOJIMOTEK,
KOTOpBIC MOKPBIBAIOT MPAKTUYECKH BCE MOTPEOHOCTH B CO3JIaHUHM MPOTpaMM O]
pasinyHbIe Lend. BMmecte ¢ Tem, Ipu HEOCOpPUMOM mpeumyiecTBe Phyton B
KpOCCIUIaTOPMEHHOCTH, Y HETO €CTh OIpeIeNIeHHbI HexocTatok — Phyton
OTHOCHUTCSI K MHTEPIPETUPYEMBIM SI3bIKaM MporpammupoBaHus. CieqoBaTeNbHO,
KpOME OTIEPAIMOHHON CHUCTEMBI I HCIOJIHEHHUS MPOTrpaMMbl Ha JOMAITHEM
poyTepe noTpedyercsl HalM4ue elie W MHTeprperaropa Phyton, ycraHOBICHHOTO
Ha poytep. Murepmperarop Phyton mmeercs i BceX MEPEUMCIICHHBIX BBIIIE
OTIEPAIIOHHBIX CHUCTEM POYTEPOB, UYTO HE OTPAHUYMBACT BHIOOpP OMEPAIMOHHOMN

CUCTEMBI JIJIsl pOyTepa.
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2 [IpoexTupoBaHue NporpaMmbl, pazpaboTKa aJropuTMa U NporpaMmbl

Pa3paboTka npukiaHONW NPOrpaMMbl HAUMHAETCS C OMPEACIICHUSI €€ MecTa
B CHCTEMEC M JICKOMIIO3UIIMKM IMPOrPaMMbl Ha OCHOBHBIC ITOJICHCTEMBI(MOJIYIIN).
Mecto paspabaThiBacMOW TNPUKIATHOW MPOTPAaMMBI B CHCTEME II0Ka3aHO Ha

pucynke 2.1.

4,

OnepauWoHHas cucTema

WHTepnpeTaTop A3blKa
Phyton

MpuKNagHaa nporpamma

Pucynok 2.1 — OCHOBHBIE 3JIEMEHTHI CUCTEMBI

B  wmensx  addextuBHOM  pa3pabOTKM  NpUKIagHAs  OporpaMmma
JEKOMITO3MPOBaHa Ha CIEAYIOUIUE MOJACUCTEMBI. IMOJCUCTEMA B3aMMOJEHUCTBHS C
MecceHpkepoM Telegram, momcucremMa dreHHs KOH(MUTYPALMOHHBIX (haiiioB,
NOJICHCTEMA aJJMUHUCTPUPOBAHHUS NOJIb30BATENIEH, TOJCUCTEMA KYPHAIIUPOBAHNUS,
nojicuctemMa 0€30MacHOCTH.

OcHOBHOM IIOJCUCTEMON IIpOrpaMMBbI SIBIIIETCS roJicucreMa
B3aUMOJICUCTBHS C MeCcCeHIDKepoM Telegram, kortopas peanusyer (YHKIUIO
UH(POPMAIIMOHHOTO B3aMMOJICHCTBHS C MecceHmkepom Telegram wuyepes ero
OTKpBITBI TporpamMMubiii  uHTEpdeiic (APl). Meccenmxep Telegram mmpoxo
W3BECTEH U TPENICTaBIseT COO0OM OO0JIaYHBIM CcepBUC OOMEHA COOOIICHHUSIMHU U
npyroi uHopmarmei. ITogcucTema B3auMoIeiCTBUSA ¢ MecceHpkepoM Telegram

MO3BOJISIET AJIMUHUCTPATOPY 00€CTIEUnBaTh YIIPaBICHUE U3 JTFOO0M TOYKH CETH.
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https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Instant_messaging

IIpu ucnonb3oBaHMM poyTepa AJii BOCHHBIX Li€JIed BO3HUKAET BOINPOC C
UCIIONIb30BaHeM MecceHkepa Telegram. Ilo cytu, B cxeme WHPOPMAITMOHHOTO
B3aMMOJICHCTBUS UMEETCS TPEThsI CTOPOHA, KOTOpast HE NMPUHAIEKUT Poccuiickon
®denepau, W ypOBEHb KOH(UICHIMAIBHOCTH, OOECIEUYNBAEMbIN JaHHBIM
pecypcoM He coBceM sceH. OHako CyIIECTBYeT MHOXECTBO (DakToOB
UCTIONIB30BaHUsT MecceHpkepa Telegram s mepenaun  KOHQUACHIIUAIEHOM
uH(pOpPMaIlMU U Ha CErOJHS OTCYTCTBYET BOCHHAs albTEpHATHBA TAKOW CUCTEME.
Kpome Toro, nndopmanus Ha mone 608 UMEET aKTyaJbHOCTh He Oosiee 1 CyTOK,
YTO CBSI3aHO C BBICOKOWM JMHAMUKOW JIEWCTBUM M CKOPOCTBIO yCTapeBaHUs
MH(pOpMallMU B TaKUX YCJIOBUSIX. TakuM oOpa3oM IpeasaraéMblil MOAX0/ BIIOJIHE
OTBEYaeT TPEOOBAHMIM O€30MACHOCTU MH(OPMALUY.

[Toncucrema ureHuss KOHQUIYpalMOHHBIX (aiIoB MO3BOJIAET 3arpyXkarthb
HAaCTPOWKHU MpOrpaMMbl U3 KOH(UTYypallMOHHBIX (PalIoB, peanu3yeT (QPYHKIUIO
«MHUHH 0a3bl JaHHBIX». KoHpurypannonssie (aitibl UMET cTporuit opmar.

[Toncucrema aqMUHUCTPUPOBAHUS TOJIb30BATENEN MO3BOJSET JOOABIATh U
yAQIATH MPaBa MoJib30BaTENeH s A0CTyNa, AAIMUHUCTPUPOBATH TOMOJIOTHIO CETH.

[Toacucrema >KypHaJIMpOBaHUS MNpPEIHA3HAYEHA I BEICHUS KYpPHAJOB
coobiTuid. Ilo >kypHamy cOOBITHH B MOCIEAYIOIIEM MOXHO ONPENEIUTh, KOTIa
M0JIb30BATENb MOJKIIOUMICS B C€Th MHTEPHET U KOTJja OTKIFOUHIICS.

[Toacuctema Oe30macHOCTH OOECMEYMBACT 3alUTy WHPOpMANUKA TIPH
WH(POPMAIIMOHHOM B3aMMOCHCTBUS poyTepa U MmecceHmkep Telegram.,

OO06001IEHHBIN aNTOPUTM PAOOTHI MPOTPAMMBI TIPUBEICH HA PUCYHKE 2.2.
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@TPOHEHVE poyTepa. 3anyck nporpamr@

BBOA, MCXOOHBIX
A3HHbIX U3
KOHOUIYPaLMOHHBIX
tbaiinos

BeCcKOHeuHbIiA LK
MocTynuna HOBaA KoMaH/a

BoinonHexue GyHKUmMiA

Y

Boisog,
nHbopmaumm e
HKypHan

v

BoikntoyeHue poytepa.OcTaHos
nporpammb

Pucynoxk 2.2 — O600111eHHBIN aaTOPUTM paOOThI TPOTPAMMBI

[IporpamMmMa HauMHAaET BBIIIOJIHEHUE ABTOMATUYECKU IIPU CTAPTE poyTepa U
3aBEpIlAaeT CBOE BBHINOJHEHUE TOJIBKO B MOMEHT BBIKIIIOUEHHUSA poyTtepa. s
pOYTEpPOB, KOTOpblE HMMEIOT (YHKLUMIO amnmnapaTHOM mepe3arpys3ku, Iporpamma
Nepe3arpykaeTcsi W HA4YMHAET BBINOJIHATCA 3aHOBO B MOMEHT alapaTHOU
nepe3arpysKu.

Jlns pa3paboTku TporpamMmbl Ha si3bike PhytOn MOKHO HCHOJIB30BaTh
paziuyHble Ccpeabl  pa3pabOTKM WM TEKCTOBBIE PENAKTOPbl, HO JIydYlle
UCIIOJIb30BaTh Cpelibl CO CTAaTHUYECKUM aHalM3aTOpPOM, KOTOPBIA paccMaTpUBAET
UCXOIHBIA KOJ W TPEOYNpPEeKAaeT O MOTEHIMAIBHBIX OmMuOKax[/], Hampumep,

PyCharm wumu IntelliJ IDEA IlockoabKy Ha poyTepe MOXET ObITh yCTaHOBJICHA
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TOJILKO OIpe/CicHHas Bepcus HHTeprnperaropa Phyton, To mns paspaboTku
MIPUKIIATHON TIPOTPaMMBI 11€1€CO00pa3HO UCTIOIb30BaTh TAKYIO CPEIy, B KOTOPYIO
MOXKHO  3arpy3uTh HYXHBIH HHTeprperatop s3bika Phyton. Takxumwu
BO3MOXKHOCTSIMH 00JagaeT cpeaa paspadorku IntelliJ IDEA. B pabore Ha nepBoM
stare ucnonb3oBaics PyCharm, a morom IntelliJ IDEA nnst mpoBepku TpeboBaHmMit

1o paboTe MPOrpaMMBbI B Pa3IMIHBIX BepCUsX HHTepIipeTraTtopa Phyton.
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3 Co3nanue paboyero NpoTOTUIIA U MTPOBEICHUE TECTUPOBAHUS

Pa3paGotanHyro  mporpamMmy  JUIsi  JIOMAllHEro0  poyTepa  MOXKHO
MPOTECTUPOBATh TOJBKO HA pEATBHOM pPOYTEpE C TMOAKIIOUYEHHUEM B CETh
NutepHer. B kadectBe poyTepa s TECTUPOBAHUS MPOrpaMMbl BbIOpaH
nomamraui MmapmpyTtazaTop ASUS RT-AC51U[8].

[lepBbIM HIaroM B CO3AaHUU JEHUCTBYIOLIETO MPOTOTHIIA CUCTEMBI SIBISETCA
YCTaHOBKa OIEPALlMOHHOM CHCTEMBI Ha poyTep. ISl KaKIOoro Tuma ¥ BEPCHH
poyTepa pa3zpabaThIBaeTCsl CBOW pesin3 OlepallMoHHON cucteMsl. B ciiydae BeiOOpa
HEBEPHOM BEPCHM WM pEIu3a ONEPAlMOHHOM CHCTEMBI, POYTEP MOKET
HEMpaBWIbHO paboTaTh, @ B OTIEIBHBIX CIydasX Jaxe (PU3NYECKH BBINTH M3
crposi. Ilo »Toif mpuumHE K BHIOOPY pelu3a ONEPALMOHHONM CHUCTEMBI CTOUT
MOJXOJIUTh MAKCUMAaJIbHO BHUMATEIBHO.

B kadectBe omepanmonHoi cuctembl BbiOpaHa OpenWRT. C caiira
https://openwrt.org 3arpykeHn nBouuHblid (aitn openwrt-23.05.0-ramips-mt7620-
asus_rt-ac51u-squashfs-sysupgrade.bin ¢ omepanvonHoi cucremoii st poyTepa.
B Haspanuu (haiina 3akoaupoBaHo cemeiicTBo umi-cetoB (MediaTek MT7620A),
TO €CTh MUKPOKOHTPOJIJIEPA HA KOTOPOM PEaNN30BaH poyTep, KOH(pUrypauus sapa
«generic», Ha3BaHWE W BEPCHs allapaTHOM dYacTH poyTepa, TUN (aioBOH
CUCTEMBI U JIJIsl KAKOW MMEHHO TIeJIH TIpeIHa3HaYeH 00pa3. MuHUMAaIbHBIN COCTaB
npoimBku obo3Havyaercs «factory», a ooHoBnenue cymectByromeir OpenWRT -
«sysupgradey. Beiopan o0pa3 ¢ 0OHOBJIEHUEM.

[locne 3arpy3ku ONEpallMOHHOW CHUCTEMBI Ha pOyTep HEoOXOIuMO
ycraHoButh Phyton, mms 310 ucnonb3yercs komannga «0pkg install python-light
python-pip». B komaHnje yka3biBaeTcsi HEOOXOIUMOCTh YCTaHOBKH MEHEKepa
naketoB Phyton s mocneayromed 3arpy3kyd  JTOMOJHUTEIIBHBIX OHOJIHMOTEK
HYKHBIX MPUKJIaJHON Mporpamme.

[IpoBepka TOro, YTO MHTEPIPETATOP 3arpy>KeH U pabOTaeT OCYLIECTBIAETCS

KoMaH 101 «python —versiony.
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[locne BbIMOJHEHHS TEKYIIUMX MPOBEPOK, HEOOXOAUMO  3arpy3uTh
MPUKIAJAHYIO IIporpamMmy Ha poyTep. lIpukinannas mporpamMma ycTaHaBIMBaeTCs B
noriky /root/telebot/bot2.

Oco0eHHOCThIO PaboThl BCeX MPOrpaMM Ha poyTepe SIBISETCS TO, YTO BCE
OHH JOJDKHBI aBTOMAaTHYECKHU BBIOJHATCS HA pPOYTEpPE U 3arpy aTbCsi B MOMEHT
€ro BKJIFOUECHMS WM allllapaTHOU mepe3arpy3KH.

OmnepalmoHHasi cucTemMa CTapTyeT aBTOMAaTHYECKM Ha poyTepe, a Ui
aBTOMATHYECKOr0 3allyCKa MPUKIAAHOW MporpamMmbl OblUla HMCIIOJIB30BaHA
nporpamMma «Cron joby, HacTpoika KOTOpO# ciemyromias: «cron job (* * * * *
/root/telebot/bot2/tg_check_down.sh & >> /etc/crontabs/root). ITporpamma «crone
job» 3amyckaer ckpunt «tg_check_down.shy, koTopblii mpoBepseT CHHCOK
MPOLIECCOB HAa HAJIMYME B HEM 3amyIIEHHON MPUKIAAHOW MPOrpaMMbl, U €CIIU HE
HAaxXOJWT HYKHOW 3aIlylI€eHHOM, TO 3amyckaer ee. J(ONMOJHUTENbHO CKpHUIIT
3anuchiBacT nHopManuio B )xypHai «log_downy o 3amycke.

JIJist OlleHKH BpeMEHH TOTOBHOCTH poyTepa K paboTe ObLJIO BBIMOIHEHO 5
TecToB. PoyTep BeIkmtouancs u3 cetu 220 BonbT, a 3areM Bkitouancs. Cpemnee
BpEMsi TOTOBHOCTH pOyTepa COCTaBIIIO 9 CEKYH/I C TOUHOCThIO +/— 1 cekyHa.

[Tocne momHOM HACTPOMKK poyTepa, ero HeOOXOAUMO MOAKIIOUUTHh K CETH
HNurepner yepes WAN-nopt. OOBIYHO OH BBIAEJIEH OINPEACIECHHBIM ILBETOM U
Haamucbto « WAN» win «INTERNET». HMcnonbs3yloTcsi Tpu OCHOBHBIE THIIA
MOJKJIIOYEHUS POYTEPOB:

— Ethernet, camblit pacripocTpaHeHHBIN BapHaHT Ha3BaHUS «BHUTAs MMapa» WM
«ImaT4-KoOpay;

— ADSL, oGecnieunBaeT mojakitoueHHEe K ceTh MHTepHeT mo TenepoHHOM
JIVHUH,

— GPON, mno3Bojsier NOAKIOYATHCS K CeTH MHTEepHET ¢ MOMOIIbIO
ONTOBOJIOKOHHOT'O KabOeJs.

JIns coequHEeHUsT YCTPOWCTB B JIOKAJBbHOW CETH C POYTEPOM MCIOJIb3YETCA
LAN-rioptbl. CKOJIBKO TIOPTOB - CKOJIBKO YCTPOWCTB OJIHOBPEMEHHO MOTYT OBIThH

NOJKIIOYEHbl B JIOKAJIBbHYIO ceTb. LAN-mopTel MOTyT OpraHu3oBBIBAaTHCA
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IOCPEACTBOM pajlioKaHajia, Takas TexHojorus HaseiBaercs Wi-Fi. B ASUS RT-
AC51U moxno nmoakmounts kK LAN 1o npoBoaHo# cBsizu 4 yctporictBa u ao 10
o Wi-Fi.

OnuH u3 BapuanToB opranuzanuu JIBC ¢ npumeHeHreM yHUDUITIPOBAHHOTO

poyTepa mpecTaBiieH Ha pucyHke 3.1.

AaMUHUCTpaTOP

LAN

Monb3osatens

AgmuHucTpatop @ ﬂ@

Pucynok 3.1— BapuanTt opranuzanuu JIBC ¢ npumenenue

MNonbsosatens

yHU(UIIUPOBAHHOTO pOyTepa

JIroOast mporpamMma Jisi UCMOJIb30BaHUS JTOJDKHA 00JagaTh WHCTPYKLIUEH.
WNHcTpyKiusi aIMUHHUCTpATOpa TMPUBEICHA B TMPWIOKEHUU A, JHUCTUHT — B
IIpUII0KEHNUHU b.

B mensx moaTBepKIEHUS BO3MOXKHOCTH CO37aHUST YHU(DHUITUPOBAHHOTO
nporpaMmMHoro obecrieueHue Obula  oTpaboTaHa Mpoleaypa  YCTaHOBKH
NPHUKJIATHOW MPOrpaMMbl Ha JApyroil poyrep Oosiee crapoii monenn ZyXel
Keenetic Giga Ill. B xome skcrmepuMeHTa, NpUKIaJHas MporpaMma Oblia
YCTaHOBJICHa Ha POyTep, Bce (PyHKIMOHATBHBIE BO3MOXKHOCTA COOTBETCTBOBAIU

BO3MOYKHOCTSIM TIporpaMmbl yctanoBienHoi Ha ASUS RT-AC51U.
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3aKI0YEHNE

B pesynbTare paboThl pazpaboTaH alirOPUTM U MPHUKJIaJHAs Iporpamma jis
pa3IMYHBIX THUIIOB POYTEPOB, coO3laH paboumii o0pazelny U  IMPOBEAEHO
TecTupoBanue nporpammel Ha poyrepe ASUS RT-AC51U u ZyXel Keenetic Giga
[1l.  TectupoBaHne TOATBEPAMIO  NPEANOJOKEHUS U XapaKTEPUCTUKU
paspaboTaHHOM nporpammsl. B pesynbTare paboThl JOKa3aHO, YTO pa3padOTaHHOE
[1O MOXXHO MCIOJIB30BaTh HA PA3IUYHBIX TUIIAX POYTEPOB, a 3TO 3HAYMT, YTO JJIS
noctpoenus tunosbix JIBC pocratouHo oOHoBuTh IIO Ha poyrepe u B urore
noJiyyaeTcsl yHU(ULIMpPOBaHHAsA cucTeMa ynpasieHus poyrepamu u JIBC.

COBOKYITHOCTh Pa3HOTUIIHBIX POYTEPOB C OOHOBJIEHHBIM IPOrPAMMHBIM
o0ecrieueHneM MOXKET UCIOJIb30BaThes Npu noctpoeHnn TMnoBbix JIBC. 3aTpatsl
Ha CO3[1aHME YHU(DUIIMPOBAHHBIX PELIEHUH SBIISAIOTCS MUHUMAJIbHBIMUA. POyTephl ¢
oOHOBJEHHBIM [IO MoOryT OBITH HCHONB30BAaHbl KAaK MPOIYKUHUHU JIBOMHOTO
HA3HAYCHHUS.

B nanpHelileM mnpeanoiaraeTcsi MCIHOJb30BaTh IMOJTYYEHHBIE PE3yJIbTAThI
paboTel  ans  BBIMONHEHUs  Jopabotku  IIO B memsx  co3gaHus
camoopranusyrommxcss  [9]  ceTeid  mepemayd  JaHHBIX  HA  OCHOBE
YHU(ULUHUPOBAHHBIX pEUNIEHWH, B TOM 4YHCIE KaK MPOAYKIHMH JABOMHOIO

Ha3HaA4YCHMHAI.
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[Tpunoxenue A. MHCTpYKIMS aAMUHUCTpATOPA.

JlJis1 3armmycka mporpaMMbl HEOOXO0TUMO:

[Tepen mepBBIM 3aIyCKOM HY)KHO CKOIHAPOBATh HCIIOTHUTEIBHBIA KOI B
(halIoByIO CUCTEMY

Jlanmee HY>KHO co3/1aTh HOBOro 6ota uepe3 Uar-6ot Telegram «Bot Fathery» u
IOJTyYUTh TOKCH

[TosmyueHHBIH TOKEH HYXHO 3amucath B Qaitn config.py, 3amucek q0/mKHA
AMETH BUJT « | OKEN=*******x%*,,

Jlanee HyKHO HAcCTpOUTh (PalipBOILI, B HETO A00ABIISIEM MTPaBUIIa, KOTOPHIMU
OyZeT ympaBlsATh TporpamMma poyTepa, B JTaHHOE IMPaBWIO 3aHOCHM
YCTPONCTBA KOTOPBIC HYXHO OJOKMPOBATh M YCTAHABJIMBACM YpPOBEHB
“REJECT”

B daiine bot2.py HyxHo ykazare id mosb3oBatens Telegram, koTopbiit
OyneT UMeTh TIpaBa aIMUHUCTPATOPA

Jlanee Hy»XHO 3amycTuTh ckpunt install, koTopelii ycTaHOBUT BCe HYI)KHbBIC

HaKeThl ¥ JOOABUTH 3a/auy It Crontabs, nanee mepesamycTuTh poyTep
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[Tpunoxenune b. JIuCTUHT porpamMmsl

(Iuck CD ¢ mporpaMmoii nepenaercst OTIeIbHO).

0s
keyboards?2 kb

config TOKEN
telebot

telebot types
on off on
user action ua
binascii
re

datetime datetime
edit firewall ef

time = 0;
admin id =

bot = telebot.TeleBot (TOKEN)

access (message) :
ua.check user (str (message.from user.id)) message.from user.id ==
int (admin_id) :

add ssh pub to tmp (key) :
f = open(

f.write (key)

f.close

check add ssh pub() :
0s.popen (

@bot.message handler ( =
process start command (message) :
new user id
new user first name
access (message) :
bot.send message (message.from user.id

bot.send message (message.from user.id

)
bot.send message (admin id =
(message.from user.first name, message.from user.id)
=kb.add new user (message.from user.id
message.from user.first name))

help str auth =

help str =
help str root =




@bot.message handler ( = 1)
process help command (message) :
message.from user.id == int (admin_ id) :
bot.send message (message.from user.id
access (message) :
bot.send message (message.from user.id

bot.send message (message.from user.id

@bot.message handler ( = 1)
process help command (message) :
message.from user.id == int (admin_ id) :
string = 7
item range ( ua.get count user())
string = % (st
) [

ua.get user list () [item] [1], ua.get user list(
bot.send message (message.from user.id

bot.send message (message.from user.id

@bot.message handler ( = 1)
process help command (message) :
access (message) :
check = on.check (0)
check ==
bot.send message (message.from user.id

bot.send message (message.from user.id

bot.send message (message.from user.id

)

@bot.message handler ( =1
process help command (message) :
access (message) :
bot.send message (message.from user.id

bot.send message (message.from user.id

@bot.message handler ( = 1)
process help command (message) :
access (message) :

ring

help str root)
help str auth)

help str)

item +

item] [0])

string)




key = re.split ( message.text)
len (key)
bot.send message (admin id =
$ (message.from user.first name
message.from user.id) = kb.add ssh(message.from user.id
message.from user.first name))
string = key[0]
i range ( ) 2
string = 5 (string, key[i])
string = % (string[l:])
print (string)
add ssh pub to tmp(string)

bot.send message (message.from user.id

@bot.message handler ( = 1)
process start command (message) :
access (message) :
bot.send message (message.from user.id
= kb.hours)

bot.send message (message.from user.id

@bot.message handler ( = 1)
process help command (message) :
access (message) :
on.check (0) ==
bot.send message (message.from user.id
)
Oos.system(
atg =
answ = os.popen (atq) .read()
atrm = + str (answ)
os.system (atrm)

badList = ef.getListMacsFromFirewall (
UBUS =
item badList:
print ( + item.lower ())

print (UBUS % item.lower())
os.system (UBUS % item.lower())

bot.send message (message.from user.id

)

bot.send message (message.from user.id

@bot.message handler ( = 1)
process help command (message) :
message.from user.id == int (admin id):
(ua.get count user()) ==
bot.send message (message.from user.id
bot.send message (message.from user.id

kb.generate buttons (ua.get count user(), ua.get user




bot.send message (message.from user.id

)

bot.send message (message.from user.id

)

@bot.message handler ( =
process help command (message) :

access (message) :
on.check (0) ==
format =
time = os.popen ( ) .read ()
date = os.popen ( ) .read ()
stop datetime.strptime (time.strip ( ) format)
start = datetime.strptime (date.strip ( ) format)
delta = stop - start
bot.send message (message.from user.id

(delta))

bot.send message (message.from user.id
bot.send message (message.from user.id

@bot.message handler ( = 1)
process get network clients list commadn (message) :
message.from user.id == int (admin id):

bot.send message (message.from user.id
string =

connectionsList = ef.getConnections ()
i range ( len (connectionsList)) :
item = connectionsList[i]
string = $ (string, 1 + item[0] .upper ()
item[2])

bot.send message (message.from user.id string)

bot.send message (message.from user.id

@bot.message handler ( = ])
process get network clients list commadn (message) :
message.from user.id == int (admin id):
bot.send message (message.from user.id

string =

listMacsFromFirewall = ef.getlListMacsFromFirewall (

)

i range ( len(listMacsFromFirewall)) :
item = listMacsFromFirewall[1]
string = $ (string, 1 + item)

bot.send message (message.from user.id = string)

bot.send message (message.from user.id




@bot.message handler ( =1 1)
process get network clients list commadn (message) :
message.from user.id == int (admin id) :
bot.send message (message.from user.id

ef.getConnections ()

ef.getlListMacsFromFirewall (

print ( )
print (listl)
print ( )

print (1list2)

newList = []

listl:

list2:
i[0] .upper() == j:
newList.append (i)

print (newlList)

= ef.getConnections ()
bot.send message (message.from user.id
bot.send message (message.from user.id

kb.generate buttons (len (newList) newList))

bot.send message (message.from user.id

@bot.message handler ()
process digt command (message) :
access (message) :
message.text.isdigit () :
time
time = int (message.text)
bot.send message (message.from user.id
=kb.time format)

bot.send message (message.from user.id




bot.send message (message.from user.id

@bot.callback query handler (
callback worker (call) :
new user id
access (call) :
time
check = on.check (0)
call.data ==
check ==
bot.send message (call.from user.]i

bot.send message (call.from user.]i

bot.send message (admin id
(call.from user.first name))
os.system (
call.data ==
check ==
bot.send message (call.from user.i

bot.send message (call.from user.]i

bot.send message (admin id
(call.from user.first name))

os.system(

call.data ==

check ==

bot.send message (call.from user.i

bot.send message (call.from user.i

bot.send message (admin_ id
% (call.from user.first name))
Oos.system(
call.data ==
check ==
bot.send message (call.from user.]i

bot.send message (call.from user.i
call.data == :

check == :

bot.send message (call.from user.]i

bot.send message (call.from user.i
str(time) + )
bot.send message (admin_ id
(call.from user.first name, time))
Oos.system ( + str(time) +

call.data ==
check ==
bot.send message(call.from user.id

time >=
bot.send message (call.from user.id

)

bot.send message (call.from user.id
+ str(time) + )




‘.7Hame time))
+ str(time)

call.
ud.dddiuser
bot.send !
bot.send !

l.data.split( ) [1]) call.data.split (
11.data.split( ) [1]
all.from user.id

(ctl(uall.data.split( Y [1]1)

Q KB

[t

Q

o opllt (

bot.send me

bot.se g

call.
bot.send m

bo pollln{(
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