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AHHOTAIUA
Ceiiuac cTano oObIYHON MPAKTUKON, YTO JOCTYI Ha TEPPUTOPHUIO UK HA
npeanpusiTie (OpraHn3alnio) OCYIECTBISIETCS. YEPE3 aBTOMATU3UPOBAHHY IO
CUCTEMY, KOTOPasi COCTOUT U3 TEXHUUYECKUX CPECTB U MPOrPaMMHOI0 00ECTICUECHHUSI.
OnHako, CyIIECTBYIOIIME HA JAHHBIII MOMEHT CUCTEMBbI UMEIOT PsAJT HEIOCTATKOB. B
YaCTHOCTH, OY€Hb OTPAHUYCHHBIA 00bEM NMaMSITH JJIs1 XPAHECHUS TaHHBIX U HU3KAast

3¢ (HeKTUBHOCTH MpY OOHOBJICHUU OOJBIINX CIIMCKOB JOCTYIA HA TYPHUKETAX.

[{enbto pabOTHI SIBJISETCS CO3/JaHUE COBEPIICHHO HOBOM CUCTEMBI, HE
HMMeEIONIas MPUBEJACHHBIX BBIIIE HEIOCTATKOB. BMECTO HECKOIBKHUX OTACIBHBIX
KOHTPOJUIEPOB B TYPHUKETAX IpejIaraeTcs UCI0JIb30BaTh OJIMH 00Jiee MOIIHBIMN,
CO3JIaHHBIA Ha OCHOBE OJTHOTUTATHOTO MUKpOoKoMITbioTepa Orange Pl wm anaioros
JUISL TPYIITIBI TYPHUKETOB. DTO B pa3bl YMEHBIIIUT BPEMsI, HEOOXOIUMOE JIJIs
OOHOBJICHHS CITUCKOB JOCTYIIA, a TAKXKE MO3BOJIUT XPAHUTh JaHHbIC HA BHEIITHUX

HOCHUTCIIX C IIPAKTHYCCKHU HCOTPAHNYICHHBIM 00BEMOM ITaMSITH.

Jlns mpemaraeMoi CHCTEMBI pa3paboTaHO MPOrpaMMHOE 0OeCIIeUeHUE Ha
s3bike Python ¢ ucnonb3oBannem oudimorek Opi.GPIO, MFRC522 u CYB/I sqlite3,
a TaKX€ BCTPOCHHBIX CPEACTB S3bIKa MPOrpaMMHUPOBaHUs. B cpaBHEHUHU ¢ aHajIOramMu
OCHOBHBIM ITPEUMYILECTBOM SIBJISICTCS OTKPBITHIM UCXOIHBIN KOJI, TAIOIIUN
BO3MOXHOCTh HACTPAUBATh CUCTEMY B COOTBETCTBUHU C OCOOCHHOCTSIMU PA3IMUHBIX

MCCT OKCILTyaTaluu.

B pesynbTaTe paboThl OyeT co3aaH MpOrpaMMHO-aIapaTHIA KOMILUIEKC IS
YIIPABJIEHUS IPOXOIHOM C OJJTHUM KOHTPOJIJIEPOM HA BCIO MMPOXOJIHYIO U MPAKTUYECKH

HCOFpElHH‘-IGHHOfI MaMATBIO OJIA XpaHCHUA JaHHBIX.
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BBEAEHUE

Ceiiuac ctano oObIYHON MPAKTUKON, YTO JOCTYI HAa TEPPUTOPHUIO UK HA
npeanpusiTie (OpraHu3alnio) OCYIECTBISIETCS. YEPE3 aBTOMATU3UPOBAHHY IO
CUCTEMY, KOTOPasi COCTOUT U3 TEXHUUYECKUX CPEJCTB U MPOrPAMMHOI0 00ECIICUEeHHS,

YIPaBJIIAIOMICTO TCXHUYCCKUMHU CPCIACTBAMMU.

[TpakTHUecKkH KaKplii YEJIOBEK CTAIKUBAJICA C IOJJOOHBIMHU CHCTEMaMHU,
HaIpuMmep, Mpu OpoxoJie B MeTpo. Takue CUCTEMbI UCIIOJIb3YIOTCS B IIKOJIAX
Mockasl. [Ipoxoj yuamumxcs B 37aHusl y4eOHBIX 3aBEJICHUI OCYILIECTBIISETCS C
ITOMOIIBIO KapT « MOCKBEHOK» M ITO3BOJISIET POJUTENSM U COTPYTHUKAM LIKOJ
OTCJIEKUBATH MMOCENIAEMOCTh YYEHUKOB B aBTOMaTHYECKOM pekume. [loMmumo 3Toro
MHOTHE JIFO/IU MOJIb3YIOTCS OOLIECTBEHHBIM TPAHCIIOPTOM, I'/I€ U1 y4€eTa U OIIaThl

IIpoxoaa UCIIOJIB3YCTCA KapTa ((TpOﬁKEl».

Jlns mpoxoza Ha TEPPUTOPUIO, WK B 3[JaHUE, UCIIOIB3YOT CUCTEMbI KOHTPOJISA
u ynpasienus noctynoM — CKVY/I. B HacTosiiee BpeMst CylniecTByeT 00JbIloe

kosimduecTBO BapuantoB CKVY /I, 0JlHaKo BCE OHU UMEIOT CXOXKYI0 KOHCTpYKIHI0. OHU

COCTOST U3
1. Cepsepa
2. Kommnbrotrepa npoxoHoi
3. [Iperpaxaaromiero ycrpoiicTsa (Hampumep, TYpHUKETA)

4. Nnentuduxaropa (mpomycka, QR-xona)
5. CuuTsiBatens
6. KonTtpomnnepa

CepBep XpaHUT BCIO HHPOPMAIIUIO; KOMIBIOTEP B MTPOXOJHON YIIPABISET

TYPHHUKCTAMU; TYPHUKETBI C KOHTPOJUICpAMHA U CHUTBIBATCIIIMA OTKPBIBAIOT JOCTYII.



CKYVY /1 BBIIONHSIOT psii pa3IMyHbIX 3324, TAKMX Kak:

. OTpaHUYCHUE JIOCTYIIA Ha 33/IaHHYIO TEPPUTOPHUIO
. UICHTH(HUKAIIMS JUIIA, KIMEIOIIETO TOCTYII Ha 3a/IaHHYI0 TEPPUTOPHUIO
. y4€T pabouero/yueOHOT0 BpeMEHH

OpnHako Takas cucTeMa UMeeT psijl HEIOCTAaTKOB, OJTHUM U3 KOTOPBIX SIBJIAECTCS
OrPaHUYEHHOCTb BO3MOKHOCTEN KOHTPOJUIEPA, B YACTHOCTH ero namatu. K npumepy,
B MI'TY um. H. D. baymana ucnoiyib3yeTcs 000py0BaHUE, U3TOTOBICHHOE (PUpPMOi
«Parsecy, oociyxuBatoiiee okoso 27000 odyuaromuxcs, 4500 npenogaBareneit u
nopsaka 5000 corpynHukoB. Kaxxnplii U3 HUX UMEET MPOMYCK, XpaHsamui 16-
CUMBOJIbHBIM HAEHTU(PHUKATOP, B KOTOPOM | cuMBOI 3aHMMaeT | GalT maMsiTu, Takxe
KKl U3 HUX MOXKET IIPUBSI3aTh NPOMYCK K 0aHKOBCKOW KapTe, MJIaCTUKOBOMY
MPOITYCKY C YUIIOM HJIM CTE€HEPUPOBATh BpeMEeHHO nercTBytommii QR-kon. Ecnu
CUMUTATh YTO OOBEM MaMSITH, BBIACISIEMbIH 17151 MpUBsA3Ka KapThl U co3nanus QR-kona
paBeH 00bEMY aMATH ISl UICHTU(PHUKATOPA, TTOJIy4aeM, YTO KOHTPOJLIEPY
notpedyetcs okoo (27000 + 4500 + 5000) * 16 * 3 =1 752 000 GaiiT mamsTH,
IIOMHUMO 3TOT0 B YHHUBEPCUTETE MOTYT IIPOXOJIUTh Pa3IndHbIE MEPONIPUATHS, TOCTIM
KOTOPOTO TOXe noTpedyetcs nponyck uinu QR-koa aist Bxona. C Takum 0o0beMOM
uH(pOpMallK KOHTPOJUIEP MOKET MPOCTO HE crpaBuThes. Eie ogHa npobiema, ¢
KOTOPOM CTOJIKHYJIUCH B X0JI€ AKCIUTyaTallMy - 3TO OOHOBJICHHE CIIMUCKOB J0CTYyNa Ha
TypHHUKETaX. B KaXq0M TypHUKETE CTOUT CBOM KOHTpoJuiep. I3MeHneHnne onHoun
3aMKMCH Ha KaXKJI0M M3 HUX 3aHUMAET OKOJIO TPEX CEKYH/I, UYTO PUBOJUT K
npoOseMaM IpU BHECEHUU OOJIBIIOT0 KOJIMYECTBA U3MEHEHUH (HarmpumMep, Ipu
3aYMCIIEHUU HOBBIX CTYJIEHTOB WJIM IPOBEAEHUU MACCOBBIX MEpOIIpUsATUIi). Bpems
HE00X0MMO€e Ha OOHOBJIEHHE BCEX YCTPOMCTB MOXKET 3aHUMATh HECKOJIBKO JTHEH,

YTO KpalHe 3aTPYyAHSIET ONEPATUBHOE BHECEHNUE N3MEHEHHUM.

Jnst peienust mpo06sem, kotopsie ectb B CKY /I st xouy canenaTh KOHTPOIIEp C

00JIBI1ION MaMSTHIO U BOBMOXHOCTBIO YIPABISATh HECKOJBKUMHU TYPHUKETAMHU.



CYHIECTBYIOIIME AHAJIOT'H

CymectByeT MHOKECTBO pa3Hbix npousBoauteneit CKY /. B kauectse
aHaJI0roB ObUIM BBIOpaHbl KOHTPOJIEPHI, CHOCOOHBIE PA00TATh C TYpPHUKETAMU
(Tpunonamm) u no3Bosstomue XxpaHuth oT 100 000 kapT goctymna. XapakTepuCTUKH
YCTPOWCTB U UX CTOUMOCTBD B3$ITa C O(DUIIMAIEHBIX CAUTOB KOMITAHHH, BBITYCKAFOIIIHX
ycTpoiicTBa. [{ns pa3paboTaHHOTO KOHTPOJUIEpa XapaKTEePUCTUKU MOTyYCHBI HA
OCHOBAHHUHU PE3YJIbTATOB TECTUPOBAHUSA U UCXOAS U3 alllapaTHBIX OrPAaHUYCHUI
OJIHOILJIATHOTO KOMITbIOTEpa (KOJIMYECTBO MOPTOB BBOJA-BbIBOJIA, 00beMa MaMSTH ).
CtouMOCTh yKa3aHa MPUOIU3UTENBHO, UCXOIS U3 3aTPaT HA IPUOOPETCHUS

HGO6XOI[I/IMBIX I[eTaJ'Ieﬁ N PaCXOJHbIX MATCPHUAJIOB Ha M&pKGTHJ’IGﬁCG Ozon.

RUBEZH RusGuard | Parsec | Pa3pabGarpiBacmoe
STRAZH STR20- | ACS-202- NC- YCTPOKCTBO
IP-Ent CE 100K-IP
KonuuectBo kapt 100 000 1 000 000 | 100 000 500 000+
J0CTyIa
KonmaectBo 400 000 60 000 53 000 5 000 000+
cOOBITHH B
KypHaie
Nurerpanus ¢ + + + +
BHEIITHUM
CepBEpOM
WNuterpamms ¢ Tpebyet + + +
CYUIECTBYIOIIUM | JTOTIOJHUTEIHHOE
o0opynoBaHUEM YCTPOMCTBO
(STR-1AP Ha
KaK bl
TYPHHKET)




JIOCTynIHOCTB - - - +

MCXOIHBIX KOJIOB

Konunuectro 10 2 1 6

MOIKITIOYaeMBbIX

TYpHUKETOB

CronmMoCTh 82500 pyO. 76424 py6. | 45200 10000 py®.
pyo.

Kontposmnepsr RusGuard ACS-202-CE u Parsec NC-100K-IP ocHoBaHbI Ha
MUKPOKOHTPOJIIEpaX.
JlocTonHcTBAa:
e Bricokas ckopocTh epBOHAYANLHOM 3arpy3Ku (HECKOIBKO CEKYH/T)
e Huskoe snepronorpediieHue
Henocratku:
e OrpaHu4eHHbIN 00BEM MAMATH, 0€3 BOBMOXKHOCTU YBEITUUYCHHUS

e Huskas ckopocTh 0OHOBIICHUS KapT AOCTyIa

OT pa3paboTKU ¢ NPUMEHEHUEM MUKPOKOHTpPOJUIEpa ObLIIO PEIIEHO OTKA3aThCsl
BBUJIy CJIOKHOCTH peaju3aliy U OTIaIKH, HEOOXOJUMOCTH KOMIWISILIUN HPOIITUBKH
C MOCJEIyIOIEeH 3aMUChi0 B YCTPOHCTBO. A TaK»e OTCYTCTBUEM HEOOXOIUMBIX
3HAaHUU B JaHHOU 00JIaCTH.

Kontpomnepst RUBEZH STRAZH STR20-1P-Ent ocHoBan Ha oHOIIaTHBIN
koMmmbroTepe Raspberry PI CM3 (CM3+).

JlocTonHCTBA:

e bonbmoii o6bema namsaru (1 I'6aitt O3V, 8 I'6aitT e namsity)

e BoJbIloe KOJMYECTBO MOPTOB BBOIA-BbIBOIA (48 OPTOB)

e Bo03MOXHOCTH aBTOHOMHOW pabOThI

e bricTpoe 0OOHOBIIEHUE KapT A0CTyIa

Henocratku:



Huzkas ckopocTs nepBoHauaIbHON 3arpy3ku (601ee MUHYTHI), BbI3BaHHAsS
HeoOxoauMocThio 3amycka OC Linux.

OrpaHuyeHHbIN 00beM MaMsITH, 0€3 BO3MOXXHOCTH YBEIIUUYEHUS

J1J1s MCnoIb30BaHus TYPHHUKETOB He moaaepskuBatonux OSPD (Open
Supervised Device Protocol) natepdetic TpedbyeTcs 10KymaTh MOIYIb J0CTyTIa

STR-1AP nHa xaX1bIii TYpHUKET

BbIBOP TEXHUYECKUX CPEIACTB JAJIAA PASPABOTKU ITPOEKTA

I[J'ISI pcain3alu IIpOCKTa OBLIO I[MPUHATO PCIICHUC UCII0JIb30BATb O,I[HOHJIaTHBIﬁ

MHUKPOKOMIIBIOTCDP. Takomn BapHaHT UMCCT CICAYIOIIHC IIPCUMYIICCTBA:

Bricokas IIPOU3BOAUTCIIBHOCTD (HO CPaBHCHHIO C PCHICHUAMU Ha

MUKPOKOHTPOJIIIEpax)
Bosbiion 00beM maMaTH

Bo3moxHOCTH pa6OTI>I C BHCIITHUMH YCTpOﬁCTBaMH C IIOMOOIBIO IIOPTOB

BBO/1a/BBIBOJIA
HeBricokast cTOMMOCTH
JloctynHOCTh

[TonHOIIEHHAs oneparioHHast cuctema (Linux)

Beutn paccMOTpeHBI ClieyOIIe MOICIIN:

Orange Pi Zero




Orange Pi PC Plus

N

l‘anqe pi

Orange Pi PC Plus S Cors

* Raspberry Pi 2 Model B




Orange Pi Orange Pi Zero Raspberry Pi 2
PC Plus Model B
CPU H3 Quad- H2 Quad-core Cortex- | A 900MHz quad-core
core Cortex-A7 |A7121Tn ARM Cortex-A7 CPU
1.21Tu
RAM 1GB DDR3 512MB DDR3 1GB DDR3
XpaHeHue MicroSD (Max. | MicroSD (Max. 32I'b) | MicroSD (Max. 32I'b)
JAHHBIX 32T'b)
8GB EMMC
e
Cetb 10/100 Ethernet | 10/100 Ethernet RJ45 10/100 Ethernet RJ45
RJ45
ITutanue DC 6ok USB OTG Bxox USB OTG Bxoxg
MMUTaHUS
USB OTG Bxon
USB 2.0 3xUSB 2.0, 1x |1x USB 2.0, 1x USB 4x USB 2.0, 1x USB
TopTsi USB 2.0 OTG 2.00TG 2.00TG
ITonxarouenue | Paznem Ha 40 Pa3wveMm Ha 26 BeiBoioB | PazwneMm Ha 40
nepedepun BBIBOJIOB BBIBOJIOB
Nuanukanus 3eNeHBbIN U 3eJeHbI U KpaCHBIN 3eNeHbI U KpaCHbIN
KpacCHBIN CBETOAUO/IBI CBETOIUO/IbI
CBETOIUO/IbI

B pesynbTaTe cpaBHUTEIBHOTO aHaIM3a BRIOOp OBLI czenan B monb3y Orange

pi pc plus, mockonbKy oHa 00sagaeT 6oJiee BBICOKOIPOU3BOAUTEILHBIM

mpoiieccopom u BctpoeHHoM mamsiTeio EMMC o6semom 8 I'0 mytst ycTaHOBKH

orepaioHHoi cuctemsl U pyHkuuonupoanus CKY /1.




B kagectBe cunthiBarens RFID-meTok Obut nemons3oBan Moayias RC522.
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I[J]H IMMOAKIIOYCHUA OJHOI'O CHUTBIBATCIIA UCIIOJIb3YCTCA 4 BbBIBOJA. Ka;mmﬁ

JOTIOJTHUTENbHBIN OTPeOyeT eie | BHIBO/I.
Takum 00pa3zoM MakCUMalIbHOE KOJMYECTBO TYPHUKETOB, KOTOPHIE MOKHO

MOAKIIOYUTH C YYETOM BBIOPAaHHOTO 00OPYAOBaHMS MOKHO ITOCUUTATH 1O GOpMYyJIE:

N=P-3)/(S+T),rue

N — KOM4eCTBO TYPHUKETOB
P — KOTMYECTBO JJOCTYITHBIX BHIBOJIOB
S — KOJIMYECTBO CUNUTHIBATEIICH, TOAKITIOUYEHHBIX K OJJHOMY TYPHHUKETY

T — KOJIM4eCTBO BBIBOJOB, HGO6XOI[HMI)IX JJI1 YIIPABJICHUS TPUIIOAOM

N=(28-3)/(2+2)=6.25

[Tony4daetcst MOKHO MOJKIIIOYUTE 6 IBYHANPAaBICHHBIX TYpHUKETA WK 12

OJHOHAITPpaBJICHHBIX.

yr[paBJ'IGHI/Ie TYPHHKCTOM OCYIHICCTBIIACTCA IMOCPCACTBOM YCTBIPECXKAHAJIBbHOT'O

MOAYJISL pelie.
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Cxema BHEIIHHUX HO,I[KJIIO‘IGHI/II;'I k iate CLB.2 TYPHHUKCTA BBITJTLAANUT CIICAYIOIIUM
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I L+~ Cxema IOJIKJIIOYEHUS

Puc. Cxema noaxiaroueHust

MHoii 6611 pa3paboTaH u HaredataH Ha 3D-npuHTEpe KOpIyC KOHTpOJUIepa.

Hrtorom pa3zpaboTKu CTao CIEAYIOIIee YCTPOUCTBO:




BbBIBOP ITPOI'PAMMHBIX CPEACTB IJIS1 PASPABOTKHA
ITPOEKTA

Ha ocHOBaHMM aHanm3a pa3IMYHbIX A3BIKOB IPOrPAMMHUPOBAHUS, HA KOTOPBIX
BO3MOKHO CO3/1aBaTh IPOrpaMMHOE 00€ecIIeYeHHE ISl MUKPOKOMIIBIOTEPOB, ObLI

BbIOpaH 361K Python.

Python — unHTEepnpeTHpyeMblii A3bIK TPOTPAMMHUPOBAHUS BBICOKOTO YPOBHs. B
MIPOEKTE MOMHUMO 0a30BBIX CPEJICTB SI3bIKA JIJISI CO3/IaHUS TPOCKTA ObLIH

ucnonb3oBanbl ondaroTexu OPI.GPIO u sqlite3, a rakke mukpodperimBopk Flask.
OCHOBHBIMHU JIOCTOMHCTBAMU JIAHHOTO SI3bIKA SIBIISIOTCA:
e JlomymsapHOCTh

Python octaercst oqHUM U3 caMbIX TOMYJISIPHBIX S3BIKOB TPOrPAMMHPOBAHUS YHKE

MHOTHE Tobl, coryiacHo cratuctuke TI10OBE [1].

Aboutus v Knowledge News Coding Standards TIOBE Index Contact Q
o <T| Products v Quality Models v Markets v
Feb 2024 Feb 2023 Change Programming Language Ratings Change
1 1 [ ot Python 15.16% -0.32%
2 2 @ @ 10.97% -441%
3 3 d C++ 10.53% -3.40%
4 4 3 Java 8.88% -4.33%
5 5 @ c# 7.53% +1.15%
6 7 Js JavaScript 317% +0.64%
7 8 saQL 1.82% -0.30%
8 1" GO Go 1.73% +0.61%
9 6 v @ Visual Basic 1.52% -2.62%
10 10 e PHP 1.51% +0.21%

e KpoccmiarhopmMeHHOCTH

brnaronapst uHTeppeTUPYEMOCTH SI3bIKA OH MOAAEPKUBACTCS MPAKTUYECKHU Ha

BCEX HJI&T(I)OpMaX, YTO IMO3BOJIACT UCIIOJIb30BATh IIPOrpaMMEI ITIOYTH Ha JTH000M



YCTpOﬁCTBC HC 3aBHUCHMO OT OﬂepaHHOHHOﬁ CHUCTEMBI 0€3 HCO6XO,ZII/IMOCTI/I BHCCCHUA

KaKUX-JIN00 M3MEHEHUH.
e [IpocroTra BU3yanbHOrO BOCHIPUATHS

Python o6aiaeT mpoCTHIM M MOHATHBIM CHHTAKCUCOM, a OJIOKH KOJ1a

BBIJICIISIFOTCST OTCTYIIaMU. DTO 3HAYUTEIHHO YIIPOIIAET BOCTIPUSTHE KOJIA.
Jli1st pa®OTHI ¢ TaHHBIMK ObLIa MCIIOJIb30BaHa Oubanoreka sqlite3.

SQL.ite — BctpauBaemas CYB/] Ha si3pike C. OCHOBHBIMH €€ JOCTOMHCTBAMHU

SIBIISTIOTCSI:
e Bpicokas CKOpOCTb
e Hanexuoctb
e KpoccmiarhopMeHHOCTH

Jlns peanu3anum npoekTa Obljia co3/iaHa 0as3a JaHHBIX, CTPYKTYpa KOTOPOH HMeeT

CIICIYIOLINM BU/L;

users access_log skud_log
user id id
fio action action
access action_time action_time
state user_id

Puc. Ctpykrypa bB/]

J11s1 TOTO, 9TOOBI OLICHUTH KaKO€ KOJUYSCTBO ITOJIH30BATEIICH M COOBITHI MOXKET
BMECTHTh MOW KOHTPOJIJIEP OBLIT HAITMCAH MTPOBEPOYHBIN CKPHUIIT JTsl 3arotHeHusT b1
TECTOBBIMH JTaHHBIMHU. [10Cii€ BBITIOJTHEHUS TPOM3BOINIIACH OIIEHKA N3MEHEHUS
o0BbeMa 3aHSATOTO IMCKOBOTO MPOCTPAHCTBA.

Pe3ynbTaThl NOJIyYMIINCH CHEAYOLIUE:

e 500 000 monmp3oBarenein — 41 MoOaut



e 1000 000 coObrTHii — 26 MOaiiT
e 5000 000 co6prTrit — 135 MBaiit

[IporpammMHoOe obOecriedeHue KOHTPOJUIEpa COCTOUT U3 TPEX OCHOBHBIX YacTei:
MOJIyJIb YIIPaBJIEHUS TPOXOTHOM, MOIYJIb OOHOBJICHHS U MOJTYJISA

aAMUHUCTpUpOBaHus. PaccMoTpum ux 6osiee moapoOHo.

Monayiib yripaBiieHUs IPOXOAHOU

JlaHHBIN MOJYJIb BBITIOJHSET CJICYIOMHKE (PyHKITUH:

* TepBUYHAS UHUITMATU3AIMUS 0a3bl JAHHBIX

* CUMTHIBAaHUE KapT

* no0aBJeHME HOBBIX ITOJIb30BaTEIICH

* BEJICHUE JIoTa IIPOX0oJa

* BeJICHHE CUCTEMHOIO JIOTa

*  YNpaBJICHUE TYPHUKETOM

OcHoBHBIM (aitiom 3Toro MoayJs sBisetcs skud.py.

ITocne ero 3amycka MpOUCXOAUT CO37aHNE 1 TEPBUYHAS MHULHMAIA3AIINS 0a3bl
JTaHHBIX (€ClIi 3TO HE00X0MMO). B cucTeMHBIH JIoT 100aBsSeTCs 3aIuch 00

YCHEUIHOM 3amycke cucTteMbl. KOHTpoIIiep nepexouT B PEXKUM OXKUAAHUS.

Korpaa k TypHUKETY IPUKIAABIBAIOT KapTy, TPOUCXOJAUT BBIXO]I U3 PEKUMA
oxxugaausi. Koutpomnep cuutsiBaeT e€ naeHTUPUKATOP, TOCIE YETO AeTaeT 3ampoc B
0a3y nannbix. Ecm monp3oBarens HalieH, MPOBEPSATCS UMEET JIM OH MTPaBO HA BXOJ.
B cooTBeTcTBUY C pe3ynbTaTOM MporpamMma OTIIPABISIET KOMaHIy pelie, KOTOpoe
YIPaBJISIET pa3pelieHueM Ha IIPOX0JI B TYpHHUKETE. B 10T mpoxo/1a 3aHoCUTCS
uH(pOpMaIus o MoJb30BaTeNe U BpeMeHH coObITHs. [Ipu oTCyTCTBUM MHpOpPMAIIUU O
MIPUIIOKEHHOM KapTe B 0a3¢ TaHHBIX TOCTYII HE MIPEIOCTABIIICTCS U B JIOT TIPOX0/1a

BHOCHUTCH 3allUCh O IMOIBITKE IIPOXOJa HCU3BECTHOI'O IMTOCCTUTEIIA.

[Ipu HEe0OXO0IMMOCTH MPH MOMOIIY MYJIbTa YIPABICHUS KOHTPOJIEP MOKHO

INEPEBCCTH B PCIKUM 3allMUCHU KapT. ]_—LJ'I}I 9TOT'O HCO6XOI[I/IMO HaXXaTb KHOIIKY. KOFI[B. Ha



MyJIbTE 3arOPUTCS KPACHBIA CBETOAMO/I, HEOOXOIMMO MPUIIOKUTH KapTy K
cunTbiBarento. KoHTpoisiep ocyecTBUT 3anpoc uaeHTUGUKaTOpa KapThl, KOTOPbIH
Oynet mobaBiieH B 0a3y MaHHBIX MMOJIH30BATEIICH B KAU€CTBE TOCTEBOM YUCTHOU
3anucu. Ha mynbpTe 3aroputcs 3e1eHbli CBETOANO, MOATBEPKAAIOIINN YCIIEITHOCTD

OoIIcpalunu. Taxyke cOOBITHE 3aITUCHIBACTCS B CHCTEMHBIH JIOT.

I[JDI BbIXOJla U3 PCIKHMMaA 3aIINCH HCO6XOI[I/IMO IIOBTOPHO HAKAaTbhb KHOIIKY Ha

IyJbTe ynpasiaeHus. KpacHblii CBETOANO ITOTaCHET.

Jlnst oGecriedeHnss KOppeKTHOM paboThl TYpHUKETa ObLIO CO3AaHO MPOrPaMMHOE
obecrieuerue ¢ momonipio oudmuorexku OPi.GPIO. IIporpamMma cuutsiBaeT id KapThi,
IpOBEPSET HAJIMUKE MOJIb30BaTelNs B 0a3e JaHHBIX, TIOCIIE YEeTO ONPABIIAET KOMaHIY

pee.

biok-cxema ynpaBieHus: IPOXOHOMN BBITJISIAUT CJIECIYIOMIUM 00Pa30M:



Janyck CKY

MHWyranuaagna

l

NorwpoeaHe
CODLITHA

CmeHa pexiama
Ha NynekTe? patoThl

MpunoxeHa

kapTa? CuuTLIBAHWE KAPTEI

NoGasneHne |
nponycka
NorvpoeaHwne PasbtnokwposaHne
COGLITHA TYpPHUEETA
JaseplleHne NorvpoeaHwe .
patoTel COOLITMA

Puc. biiok-cxema moayist ynpaBieHHs TPOXOIHOMN



Moaynb 0OHOBIICHUS

JInst aBTOMAaTU3UPOBAHHOTO 100ABIICHUS], U3BMEHEHUS U YIalICHUs
MH(OPMAIINH O TI0JIH30BATENISIX M TAPaMETPOB JIOCTYIIA MpeIHa3HaueH update.py.
Cepaep oTmpaBisieT Ha KOHTpoJsuIep daitasr update users.json u update users.shal,
KOTOPBIE TIPEICTABIIAIOT CO00# (aiin ¢ onmucanneM He0OX0IUMBIX H3MEHCHUN 1
(aiin ¢ KOHTPOJIBLHOW CYMMOI COOTBETCTBEHHO. [lepen 0OHOBIEHHEM 0a3bl JAHHBIX
MIPOBEPSIETCS MIEJIOCTHOCTH (PAiJIOB MIPU TIOMOIITH TIOICYETa KOHTPOIHHOU CYMMEI H B

clIy4ac, €ClI OoImunOOK He OBLIO BBISIBJICHO, BHOCATCA U3MCHCHHMSI.

[Tpumep daiina update_users.json:

"add": [
['f3f9falaeaffff", "isanos VMBan MBanbra", true, "out"]
1
"update™: [
["TIetpos Iletp IleTporuu”, true, "out", "5cde72 1 7fffff"]
1
"delete": [

[“4cae721TFFFFF"]



3anyck
oOHOBNEHWA

HMHWUWanWaauna

l

NorvposaHue
coGLITHA

users.json
HalneH?

KOHTpONBHA
cyMma
coBnana’?

OoHoBneHWe
NonL30BaTEneH

NorvposaHue
coOLITHA

JasepweHwe
oOHOBNEHWA

Puc. brok-cxema Moaysst OOHOBIIECHUS

Monynbe agMUHUCTPUPOBAHUS

J11s B3auMoIcHCTBHS ¢ 0a30i TaHHBIX OBLIO CO3/1aH0 Web-TpuioKeHue ¢
ucnoiyib3oBanueM oubnmoreku Flask. Flask — ¢periMBopk miist co3manus web-

npuioxeHui. Cpeau mpounx oH BbIJEISETCS HEOOIbIIUM 00beMoM. Ero



MCII0JIb30BaHUE TI03BOJIMIIO COKOHOMUTH MaMsITh KOHTpoJuiepa. B ponu cepsepa
BBICTYIIAET caM MUKpOKOMIIbtoTep. [loabp30BaTeIb MOXKET BHOCUTHh U3MEHEHHUS B 0a3y
JAHHBIX NOJI30BATENEH, a Takke mpocMarpuBath jJor CKVY /1, mor npoxoaa u Crucok

OJb30BaTEIEN.

Cepeep

B ocHoBe Hanmcanus Web-npunoxenns Ha Python nexuT 00beKTHBIH MOIXO0,
OCHOBAHHBIN Ha MOHATHUSIX 00BHEKTa, B KOTOPOM COUETAIOTCS KaK CBOMCTBA,

CrpyNIIUPOBAHHbBIE JAHHBIE, TAK U METOABI UX 00Pa0OTKH (OAPOTPAMMBI).

Web-npunoskeHre cOCTOUT U3 KIMEHTCKOW U CEPBEPHOM YacTel, TeM CaMbIM

peanu3ysi TEXHOJIOTHIO «KIIMEHT-CEPBEP.

KnmenTckas gacTh peaim3yeT moJIb30BaTelIbCKui HHTepdeiic, hopMupyeT

3ampockl K cepBepy U 00padaThIBaET OTBETHI OT HETO.

CepBepHast 4aCTh MOJyYaET 3aMPOC OT KIMEHTA, BBITIOIHSAET BHIYUCICHHUSI,
nocye 3Toro popmupyer Web-cTpaHuily U oTIpaBisieT €€ KIUEHTY 10 CETH C

rcnoiib3oBanuem nporokona HTTP.



orBer
N
KNHeHT 3anpoc cepeep
IIpocmoTp saora CKY /.

Jlist mpocmotpa xypHaia CKY ]l neooxoaumo BeiOpath myHKT «IIpocmotp sora
CKVY l» B Mento. Ha skpane otoOpa3urcs Tadnuia ¢ HIeHTU(PUKATOPOM COOBITUS U
ero aatoul. Bo3MoKHbI€ BapUaHThI IEUCTBUM:

* SKUD_START — koHTpoJuIep 3amyiieH

* SKUD_STOP — xoHTpOJUIEp OCTaHOBIICH

* USER_<id> ADDED - nons30Barenb 100aBieH

* USER_<id> DELETED — nonbs30Bareib yaaieH

 USER_<id> UPDATED — undopmarus o mojib3oBarejic 0OHOBICHA
 STARTING_UPDATE — 3anymeno oonosnenue b/ monb3oBareneit
* UPDATED — 06HOBJIEHHE YCIIEIITHO 3aBEPIIICHO

« UPDATE_FAILED_CHECKSUM_ERROR — npoBepka KOHTPOJILHOW CyMMBI
¢aitma update_Users.json BeIsIBHJIA OIIHOKY

« UPDATE_FAILED_FILE_NOT_FOUND - ¢atin 0OHOBICHHUS HE HalICH



& C O &8 192.168.0.13:5000/skud_log

Mpocmotp nora CKYA,  Tp

DeiictBue [lata n Bpema

SKUD_STOP 2024-03-03 20:59:45.545981
SKUD_START 2024-03-03 20:59:31.886168
SKUD_STOP 2024-03-03 20:51:46.175316
SKUD_START 2024-03-03 20:51:33.950357
USER_4c4e7217fffff1_ADDED 2024-03-03 20:46:25.568106
USER_4c4e7217fffff1_DELETED 2024-03-03 20:45:21.265912

Puc. Jlor CKVY /]

IIpocmoTp J10ra gocryna.

Jlnst mpocMoTpa KypHaja J0cTyna Heo0XxoauMo BeIOpaTh TyHKT «IIpocMoTp nora
noctyna» B MeH10. Ha skpane oroOpa3utcs Tabauia co CIeayoIuMU 3JIeMEHTaMU:

* Kapra — uneHtudukaTop npomycka

* [lonwszoBarens — OUO nonb3oBaTens (MPU HATUYUN)
» JleucTBue:

1. enter — Bxon

2. exit— BeIxof

3. unknown user — kapTa Ioyib30Bareis He HaliacHa B b1

* Jlara u Bpems

<« @] QO 8 192.168.0.13:5000/access_log

Cnucok nosnb

Kapta Monbsoeatenns DelictBue fata n Bpema

7d3201dfffffff None unknown user 2024-03-03 13:59:55.872518
Sc4e7217ffffff Metpos MeTp MeTposuy enter 2024-03-03 14:04:05.859759
Sc4e7217ffffff Metpos MeTp MeTpoBuy exit 2024-03-03 20:51:35.825345
Sc4e7217ffffff Metpos MeTp MeTposuy enter 2024-03-03 20:51:39.332210
a539coofffffff locTeBOi Nponyck exit 2024-03-03 20:59:39.813437
a539coofffffff locTeBoii Nponyck enter 2024-03-03 20:59:42.273007

Puc. Jlor nocryna



Jlo0aBjieHHne MOJIb30BaTEIS

Jnia noGaBieHus MOIb30BaTeNsi HEOOXOAMMO BbIOpaTh MyHKT «J{00aBUTH

mpoiryck» B MeHr0. Ha skpane otoOpasutcs Gopma co CIeayrONMMHU JIEMEHTAMH:
e @amunmsa Umsg OTuecTBO
* id xapThI

Bce nond aBisroTcs 00sg3aTeIbHBIMHA IS 3aII0THEHUS.

& c O 8 192.168.0.13:5000/add

AobaeuTb Nponyck

Qamunusa Mima OtuectBo

id kapTbl

Puc. Jlo6aBnenue npomycka

IIpocmoTp cnMcka moJb3oBaTeJiei.

J1jist mpocMoOTpa CrucKa mojiab30Bareeii He00X0IMMO BbIOpaTh MyHKT «CIUCOK
MoJib30BaTeei» B MeHto. Ha skpane oToOpa3zurtcs TadauIa co ciaeayomuMu
AJIIeMEHTaMHU:

* Kapra — unentudukarop mnpomycka
e Jlonp3zoBareiar — ®PUO mosp3oBarens
* Jloctynm — ¢uiar pa3peliieHus 10CTyIa

* CocTosiHHEe — MECTOHAXOXKICHHE MOoceTUTEs (IN — MOCETUTE b BOIIE Yepe3
MIPOXOJIHYI0, OUt — MOCETUTENH BBIIIEN YE€PE3 MPOXOIHYIO)

* Kuomnka «Ymamutb»

e  Kuomnka «13MeHUTHY



&« C O & 192.168.0.13:5000/check_users

y [lobaBute nponyck  CnWcok nosb3Batenei

Kapta MonbsoBarenb Jocryn Cocroanue

4c4e7217ffffff BacunbkoB Bacunvii BacuabeBuy 1 out
S5cde7217ffffff Metpo. MeTp MeTposny 0 in
a539c99fffffff FocTeBoOW Nponyck 1 in
4caeT217fff2 V) 1 out
4cAeT217Sff1 ouo 1 out

Puc. Coucok noJsib3oBareiei
Yaajgenue noJjnb30BaTeJisl.

HpI/I Ha’>XaTHH Ha KHOIIKY YAAJICHUA IIPUJIOKCHHUC 3alIpallluBaCT

MMOATBCPKACHUC IIPU IIOMOIIHN AXUAJIOTOBOI'O OKHA (CM. pI/IC)

Ypanutb nonb3oBartens? X

Bol ,[I,-EHETBHTEJ]I::HG XOTUTE YA4anunTb nonb3oBarensa’?

Yaannte

Puc. Y nanenne nosp3oBarens
PepakTupoBanune nH(popManuu o noJib3oBaresie.

Jlst m3Menenust uHGopMaIu o MmojIb30Barese B 6a3e JaHHBIX HEOOXOIMMO
Ha)xaTh Ha KHOMIKY «/3MeHuTh». OTKpOeTCst OKHO ¢ (hOpMOii peaaKTHPOBAHUS
JAHHBIX MoJib30BaTeNs (cM. puc.). [lociie BHeCeHH U3MEHEHUN HE0OX0IUMMO HaXaTh
Ha kHONKY «Coxpanuth». [Iporpamma BHeceT usmenenus B bJ[ u oTkpoer criucok

OJb30BaTEIIEN.



& @] O 8 192.168.0.13:5000/update/Ac4e7217ffffff

Cnucok nosb3Barenei

id kapTb!

4cde7217ffffff

[oli[e]

Bacunbkos Bacunuii Backnbesuu
Hoctyn
CoctosHwue (infout)

out

CoxpaHuTh

Puc. PegaktupoBanue nonb3oBaress



BbIBO/IbI

B pesynbrare BbINOIHEHHON paOOThl ObLI CIPOEKTUPOBAH TPOIPAMMHO-
TEXHUUYECKUN KOMIUIEKC YIIpaBJICHUs MTPOXOJHON. Pa3spaboTansl KOHTpOIUIEp HaA
OCHOBE OJHOIUIATHOTO KOMIIBIOTEPA, K KOTOPOMY IOJKJIFOYAOTCS CYUTHIBATENIN U
TYPHHMKETHI, U TpOrpamMMma yIpaBJIEHNU U aAMUHACTPUPOBAHMS KOMIUIEKCA HA SI3bIKE

Python.

Brutu npoBeieHb! UCTIBITAHUS C TIOJIKITIOYEHUEM K UCTIOTHUTEILHOMY
YCTPOMCTBY, KOTOPBIE MOKAa3aJId ero paboTOCIIOCOOHOCTh MPHU MOJIKIFOYCHUN K

peasibHOMY 000PYIOBaHHUIO.

Pa3paboranHnsbiii Web-uHTepdeiic 03BOIISET UCTIONIL30BATh KOHTPOJUIEP B
aBTOHOMHOM PE&XHUME 0€3 HEOOXOAMMOCTH MOIKIIOYCHHSI K BHEIIIHEMY CEPBEPY
CKVY /1, uTo sIBASIETCS TUIFOCOM JUJISl IPEANPUATHNA ¢ HEOOJIbIIUM YUCIOM PAOOTHUKOB,

a TaK¥KC IIpH HaYaJILHOM YCTAaHOBKC CUCTCMBI, KOI'JIa OTCYTCTBYCT JOCTYII K CCTH.

MonynbpHasi KOHCTPYKIUSI yCTPOIMCTBA U BBIOOP sI3bIKA IPOTrpaMMHUPOBAHUS

Python mo3BosAT B faibHeiIeM MOIU(PHUIIMPOBATH KaK IPOTPAMMHY0, TaK U

AlIIapaTHYO YaCTU KOMIIJICKCAa C MUHHUMAJIbHBIMU TPyAO3aTpaTaMH.
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HHPUJIOXEHHUE. IMCTUHI'U ITIPOI'PAMM

skud/skud/skud.py

#!/usr/bin/python3
# -*- coding: utf8 -*-

from datetime import datetime

import MFRC522

import signal

from init_db import init_db, con, cur
import orangepi.pcplus

from OPi import GPIO

from time import sleep

continue_reading = True

BTN = 3
GRN = 5
RED = 7
INd = 8
IN3 = 10
IN2 = 12
IN1 = 16

reading_mode = False

relay_in = [IN1, IN2, IN3, IN4]
CHANGE_STATE = {'in': 'out', 'out': 'in'}
ACTION = {'in': ‘'exit', 'out': 'enter'}

def button_event(channel):
GPIO.output(RED, ©)
GPIO.output(GRN, ©)
global reading_mode
reading_mode = not reading_mode

def gpio init():
GPIO.setmode(orangepi.pcplus.BOARD)
GPIO.setup(BTN, GPIO.IN, pull up_down=GPIO.PUD_UP)
GPIO.setup(RED, GPIO.OUT, initial=GPIO.LOW)
GPIO.setup(GRN, GPIO.OUT, initial=GPIO.LOW)

GPIO.add_event_detect (BTN, GPIO.FALLING, button_event, bouncetime=200)

GPIO.setup(relay_in, GPIO.OUT, initial=GPIO.HIGH)
print("GPIO init success!™)

def end_read(signal, frame):
skud_log('SKUD_STOP', datetime.now())
global continue_reading
print("Ctrl+C captured, ending read.")



continue_reading = False
GPIO.cleanup()

def skud log(*values):

cur.execute("INSERT INTO skud_log (action, action_time) VALUES (?, ?);", val-
ues)

con.commit()

def access log(*values):

cur.execute("INSERT INTO access_log (action, action_time, user_id) VALUES (?,
?, ?);", values)

con.commit()

if __name__ == '_main__"':

init_db()
gpio_init()

skud_log('SKUD_START', datetime.now())
signal.signal(signal.SIGINT, end_read)
MIFAREReader = MFRC522.MFRC522()

print("Welcome to the MFRC522 data read example")
print("Press Ctrl-C to stop.")

while continue_reading:
if reading_mode:
GPIO.output(RED, GPIO.HIGH)
GPIO.output(GRN, GPIO.LOW)

(status, TagType) = MIFAREReader.MFRC522_Request(MIFAREReader.PICC_REQIDL)

if status == MIFAREReader.MI_OK:
print("Card detected")

(status,uid) = MIFAREReader.MFRC522 Anticoll()

if status == MIFAREReader.MI_OK:

print("Card read UID: %s,%s,%s,%s" % (uid[@], uid[1], uid[2], uid[3]))
str_uid = "'
if uid[@] != ox88:
for i in map(hex, uid[:4]):
str_uid += i[2:]
str_uid = str_uid + 'f' * (14 - len(str_uid))



else:
for i in map(hex, uid[1:4]):
str_uid += i[2:]
(status,uid) = MIFAREReader.MFRC522 Anticoll2()
for i in map(hex, uid):
str_uid += i[2:]

print(str_uid)
search_result = cur.execute("SELECT * FROM users WHERE user = ?;",
(str_uid, )).fetchone()

if reading_mode:
GPIO.output(RED, GPIO.HIGH)
GPIO.output(GRN, GPIO.LOW)
if search_result:
continue
print(str_uid)

cur.execute("INSERT INTO users VALUES (?, ?, ?, ?);", (str_uid,
‘TocTeBoi nponyck', True, ‘out'))

cur.execute("INSERT INTO skud_log (action, action_time) VALUES
('GUEST_CARD_ADDED', ?);", (datetime.now(),))

con.commit()

print("uid po6aBnen™)

GPIO.output(GRN, GPIO.HIGH)
GPIO.output(RED, GPIO.LOW)
sleep(1)

else:
if search_result:
user, fio, access, state = search_result
if access:
cur.execute("""UPDATE users SET state = ? WHERE user =
?;""", (CHANGE_STATE[state], user))
cur.execute("""INSERT INTO access log (action, action_time,
user_id) VALUES (?, ?, ?);""",
(ACTION[state], datetime.now(), user))
print(search_result)
GPIO.output(IN4, GPIO.LOW)
print('BXOOUTE")
GPIO.output(GRN, GPIO.HIGH)
sleep(1)
GPIO.output(GRN, GPIO.LOW)
else:
cur.execute("""INSERT INTO access_log (action, action_time,
user_id) VALUES (?, ?, ?);""",
("unknown user', datetime.now(), str_uid))
print('AOCTYN 3AMPELEH! ")



GPIO.output(RED, GPIO.HIGH)
sleep(1)
GPIO.output(RED, GPIO.LOW)
con.commit()
GPIO.output(IN4, GPIO.HIGH)

skud/web_server/web_server.py

import os
from datetime import datetime

import sqlite3
from flask bootstrap import Bootstrap5
from flask import Flask, render_template, redirect

from forms.AddForm import AddForm
from forms.UpdateForm import UpdateForm
from forms.DeleteForm import DeleteForm

app = Flask(__name_)

bootstrap = Bootstrap5(app)

app.config[ 'SECRET_KEY'] = 'secret_key' # TODO: secret key

con = sqlite3.connect('../users_db.sqlite', check_same_thread=False)
cur = con.cursor()

def write_skud_log(event):

cur.execute("INSERT INTO skud log (action, action_time) VALUES (?, ?);",
(event, datetime.now()))

con.commit()

@app.route('/")
def main():
return render_template('main_page.html")

@app.route('/skud log')
def skud_log():

search_result = cur.execute("SELECT action, action_time FROM skud_log ORDER BY
id DESC;").fetchall()

return render_template('skud_log.html', data=search_result)

@app.route('/access_log')
def access log():

search_result = cur.execute("SELECT user_id, fio, action, action_time FROM ac-
cess_log LEFT JOIN users ON (user = user_id) ORDER BY id DESC;").fetchall()



return render_template('access log.html', data=search_result)

@app.route('/check users")

def check users():
form = AddForm()
search_result = cur.execute("SELECT * FROM users;").fetchall()
return render_template('user_log.html', data=search_result)

@app.route('/update/<string:id>", methods=["'GET', 'POST'])
def update_user(id):
user = cur.execute("SELECT * FROM users WHERE user = ?;", (id,)).fetchone()
form = UpdateForm()
if form.validate_on_submit():
user_id = form.id.data
if form.fio.data:
cur.execute("UPDATE users SET fio = ? WHERE user = ?;", (form.fio.data,
user_id))
cur.execute("UPDATE users SET access = ? WHERE user = ?;", (form.ac-
cess.data, user_id))
if form.state.data:
cur.execute("UPDATE users SET state = ? WHERE user = ?;",
(form.state.data, user_id))
write skud log('USER_' + user_id + ' UPDATED')
con.commit()
return redirect('/check_users')
form.id.data = user[9]
form.fio.data = user[1]
form.access.data = user[2]
form.state.data = user[3]
return render_template('update.html', form=form)

@app.route('/delete', methods=['GET', 'POST'])
def delete():
form = DeleteForm()
if form.validate_on_submit():
cur.execute("DELETE FROM users WHERE user = ?;", (user_id,))
con.commit()
write_skud_log()
return redirect('/check users')
return render_template('delete.html', form=form)

@app.route('/del/<string:id>")
def delete user(id):
cur.execute("DELETE FROM users WHERE user = ?;", (id,))
con.commit()
write_skud_log('USER_' + id + ' DELETED")
return 'DELETED'



@app.route('/add', methods=['GET', 'POST'])
def add():
form = AddForm()
if form.validate_on_submit():
form_id = form.id.data
str_id = form_id + 'f' * (14 - len(form_id))
fio = form.fio.data
cur.execute("INSERT INTO users VALUES (?, ?, 1, 'out');", (str_id, fio))
con.commit()
write_skud_log('USER_' + form_id + '_ADDED')
return redirect('/check users')
return render_template('add.html', form=form)

def run():
port = int(os.environ.get("PORT", 5000))
app.run(host='0.0.0.0', port=port)

def test():
port = int(os.environ.get("PORT", 5000))
app.run(host='127.0.0.1"', port=port)

skud/update/update.py

from datetime import datetime
import json

import os

import hashlib

import sqlite3

con
cur

sqlite3.connect("users _db.sqlite")
con.cursor()

def update():
cur.execute("INSERT INTO skud_log (action, action_time) VALUES ('STARTING_UP-
DATE', ?);", (datetime.now(), ))
try:
with open('server/update_users.json', encoding="utf-8') as f:
data = json.load(f)
with open('server/update_users.shal') as f:
checksum = f.readline()



with open('server/update_users.json', 'rb") as f:
my_checksum = hashlib.shal(f.read()).hexdigest()
except FileNotFoundError:
cur.execute("INSERT INTO skud_log (action, action_time) VALUES ('UP-
DATE_FAILED_FILE_NOT_FOUND', ?);",
(datetime.now(),))
if checksum == my_checksum:
cur.executemany("DELETE FROM users WHERE user = ?;", data['delete'])
cur.executemany ("INSERT INTO users VALUES (?, ?, ?, ?);", data["add"])
cur.executemany("UPDATE users SET fio = ?, access = ?, state = ? WHERE user
= ?;", data["update"])
cur.execute("INSERT INTO skud_log (action, action_time) VALUES ('UPDATED',
?);", (datetime.now(),))
else:
cur.execute("INSERT INTO skud log (action, action_time) VALUES ('UP-
DATE_FAILED_CHECKSUM_ERROR', ?);",
(datetime.now(), ))
os.remove('server/update_users.json')
os.remove('server/update_users.shal')
con.commit()

if __name__ == '_main__"':
update()



