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PE®EPAT
[TosicaurenpHas 3anucka 21 c., 1 k., 18 puc., 1 tabn., 12 uctous., 2 npwui.

CKVY[, YUYEBHBIE 3ABEJIEHUA, BE3OITACHOCTbD, KOHTPOJIb
ITOCELHIAEMOCTHU, IIPOEKTUPOBAHUE, PA3PABOTKA, ABTOMATU3ALINA,
UHTTEPALIAS, OINTUMUBALIMSA, DO®OEKTUBHOCTbL, APl, DJIEKTPOHHBINU
JHEBHUK

O0beKkTOM HMCCJeJOBAHMS  SIBJISIETCS CUCTEMa KOHTPOJsS U yIpaBleHUs

noctynom (CKVY][) yueOHOTO 3aBeICHUS.

HpenMeT HCCJICA0BAaHUA — CHCTEMaA IIOBBIIICHUA 0€30IIaCHOCTH U MOHHUTOPpHHI'A

y4eOHBIX 3aBEICHUI

Leas mpoexkTa — co37aTh paboTaOUIMIl MaKeT, KOTOPHIA o0ecriedyuBaeT KOHTPOJIb
0CTymna B Y3 ¥ Hy)KHOE IOMEIIIeHNE B HEM B 3aBUCUMOCTH OT PACTIMCAHHS YPOKOB I10 JIMYHOM
kapte “MockBEHOK”. OOecreunBaeT MOHUTOPUHI TEPEMEIICHUS M YYET MOCEIIaeMOCTH

ydqamuxcd U repcoHalia.

MeTomosi0rusi NpoBeAeHUs1 padoThl — aHaINU3 OTYETOB MO 0€30MACHOCTH B IIKOJIAX,
CpaBHEHHE aHaIOroB, o0oOmenue, npoekrupoBanue CKY]l, pa3zpaboTka U TecTUpOBaHUE,

BHCAPCHUC U 06yquHe, MOHUTOPHUHI' 1 OIITUMHU3ALIUA, OLICHKA.

Pe3yabTaT padoThl — YycCHemHO pa3paboTaH MAaKET CHUCTEMBI, HAINpaBIEHHON Ha

MOBBIIICHUE YPOBHS 06€30MacHOCTH U 3((HEKTUBHOTO MOHUTOPUHTA B YUEOHBIX 3aBEICHUSX.
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TEPMUHDBI U OITPEAEJIEHUA

— CKVY]J] — onexkrpoHHass cuUcCTeMa, IpEJHAa3HAYCHHAas Ul YNPAaBIEHUS JOCTYIOM
IepCOHAa WU MOCETUTENIEN K ONPEEIICHHBIM ITIOMELICHUAM,;

— CuutbiBaTeNlb — YCTPONCTBO, MpEJIHA3HAUYCHHOE JJIsI CYUTHIBAHUS U WACHTU(DHUKAIIUU
ANIEKTPOHHBIX KapTOUeK, UCTI0JIb3yeMbIX B cucteme CKVY /I;

— HWpentudukanms — mnponecc TMNPOBEPKH JTUYHOCTH TIOJB30BAaTeNlsl Ha OCHOBE
MPEAOCTABIECHHBIX TaHHBIX ;

— Hurerpamus cucteMm — coBMenieHue u Bzaumopaercteue cucrembsl CKYJ[ ¢ npyrumu
TEXHOJIOTUYECKUMHU CUCTEMaMH, TAKUMHU KaK CHCTEMbl BUACOHAOIIONICHHS WIN y4eTa
MOCEIIAEMOCTH;

— CepBepHoe NPUIIOKEHNE — MpoTpaMma, paboTarolas Ha cepBepe;

— Pa3BEpThIBaHNE — YCTAHOBKA U 3aIlyCK IPOTPAMMBI;

— JIBEpHOU KOHTPOJJIEP — CHUCTEMa, BCTPOCHHAs B JBEPHOM 3aMOK, COCTOAIIAs M3:
KOHTPOJIJIEepa, IBYX CUMTHIBATENIEH U AIEKTPOMATHUTHOIO 3aMKa;

— Python3 — 361k mporpaMMupoOBaHUs

NMEPEYEHb COKPAILIEHMUI M OBO3HAYEHUN

— CKVY/]I — cucteMa KOHTPOJIS ¥ yIIPaBIECHUS JOCTyIIOM
— V3 — yueOHOE 3aBEICHHE

— MDOII — MocKOBCKast 37€KTPOHHAs IIKOJIa

— 113 — mosicHuTE IbHAS 3aMKUCcKa

— T3 — TexHHYECKOE 3a1aHue

— IDE — integrated development environment

— IDLE - integrated development and learning environment
— USB — universal serial bus

— RFID - radio frequency identification

— 12C — inter-integrated circuit (mpoToxo)

— BbJI — 6a3a nqa"HHBIX

— API — application program interface

— OC — onepanoHHas cucTemMa

— I1O — nporpamMmmHoe oOecrniedeHne



BBEJIEHUE

AKTYyaJbHOCTh
B mocnenHue roapl 3aMETHO YBEJIMYHUIOCH KOJMYECTBO MHIUAEHTOB, CBSI3aHHBIX C
Kpa)keil, HaCWJIMeM M IPOHUKHOBEHHMEM B ¥Y3. DTO cO3JaeT yrpo3y sl MaTepHallbHbBIX
LEHHOCTEH, 3J0pOBbS M JKM3HM Y4YallUXCid M MEpPCOHaNa, a TaKKe MOXET BbI3BAThH
AMOIIMOHAJILHOE U TICUXO0JIOTHYECKOe Bo3ieiicTBre. IMeHHo mosToMy, Tpedyercs 06ecneunTsb
MOBBINIEHUE Oe30macHoCTH Ha Ttepputopun Y3. Kpome TOro, maHHbiE MeEpbhl TO3BOJIST
YAYYIIUTh penyTanuio Y3 myTéM CO3JaHud 3alUIIEHHOW W KOHTPOJIUPYEMOUM Cpeasbl

0o0ydeHwUs.

I{eab npoekTa
Co3nate paboTaromuii MakeT, KOTOPBIA oOecrneuuBaeT KOHTPOJIb JOCTyna B Y3 u
HY>)XHO€ TOMEIIeHHEe B HEM B 3aBUCUMOCTH OT paclUCaHHUs YPOKOB IO JUYHOU KapTe

“MockBEéHok”. ObecreuyrnBaeT MOHUTOPHHT MEPEMEIICHUS U YUET MOCEIAeMOCTH YUaIIUXCsl U

nepcoHaa.
3agaum npoekra
1. Msyuurs nokasarenu 6e3onacHoctd ¥3;
2. PaccMOTpETh aHAIOTH;
3. Pa3pa6oTaTh NPOTOTHII U MPOAHATU3UPOBATH €TO
4. CnpoextvpoBaTh W pa3paboTaTh CHCTEMY aBTOMATH3UPOBAHHOTO KOHTPOJS JOCTYIIA

JJIS TIOMenieHni ¢ ucnoiib3oBanueM RFID-texHooruii,
CoOpath Maker;,
Pazpabortath cepBepHOE NPWIOKEHUE I MOHUTOPHHIA U YIPABICHUS JOCTYIIOM
yYalluxcs, NpenogaBaTesieid u IPYyTrux COTPYIHUKOB Y 3;

7. Wuarerpuposats CKY]I ¢ 6a30ii qaHHbIX Y3, 1/ aBTOMATUYECKOTO 0OHOBJICHHS CIIMCKA
YUYaIIMXCs U COTPYAHUKOB;

8. PaspaGorath MHTepdeiic MpuIoXeHus ¥ Web-caiita 1 ydamuxcss U COTPYAHHMKOB,
MTO3BOJISAIOIIET0 UM KOHTPOJIUPOBATH TOCTYIIBI M OTCIEKHUBATH NIOCEIIAEMOCTb;

9. Bueaputh QYHKIUH ONOBELIEHHS B CIIyYae aBaPUIHBIX CUTyalMi, HAIPUMED, 0XKAapa;

10. Wurerpuposats cucteMy ¢ APl 371€KTpOHHOTO JHEBHMKA Y3 Ui aBTOMATHYECKOTO
y4€Ta OTCYTCTBHS YUYaIIMXCH;

11. OrrecmupoBate u ontummsuposBats CKVY]I, BKIouas NIPOBEPKY HAa HAJEKHOCTD,

3¢ heKTUBHOCTh U 0€30MaCHOCTD B PEalIbHBIX YCIOBHSIX;



12. OOGyuwuth agMUHHUCTPATOPOB IIKOJILI M NEPCOHAA, OTBETCTBEHHOIO 3a YIIPABICHHE
CHUCTEMOM, UCTIOIB30BaHuI0 U obcyxuBanuto CKY /I;

13. TIpoBecTn OLEHKY PE3yILTATOB.



1. IOUCKOBO-UCCJIEJOBATEJILCKUM 3TAI

1.1. Coop u anaau3 nndopmanum 06 ucciaeayemMoii npodiaeme
be3omacHOCTh — 3TO BOMPOC, KOTOPHIA CTOUT HA MEPBOM MECTE B CTIHCKE MPUOPUTETOB
00pa3oBaTeIbHBIX OpraHu3aIyii. Bce Kol cCTpeMsITCs co3AaTh 0€30MaCHY 0 M 3alUIIEHHY IO
Cpelly Ul CBOUX Yy4YallluXcCs, YUYUTeJIeld M mepcoHana. BMemarenbCcTBO MOCTOPOHHUX JIUII,
Kpaky, BAaHIAJIN3M U JpyTrue GopMbl HEKeNaTeIbHON 1€ TEIbHOCTH MOTYT CO3/1aBaTh YTpo3y
s 0€30MacHOCTH M OJaromojiyuusi MmKoJbHOTO coobmiectBa. [lostomy CKVY] cramm

HEOThEMJIEMOW YaCThIO IPOCTPAHCTB JJ1s1 OU3HEca.
1.1.1. Anaau3 oT4éTa 0 MOKa3aTeJasIX MKOJbHOW NP eCTYyNHOCTH U
0e30macHOCTH

B utone 2022 roma NCES! 0606mun gaHHbie onpocoB yueHukoB Mmkoia B CIIA wu
cocrtaBuit 0T4€TH 0 IOKA3aTEIAX MIKOIBLHON MPECTYNHOCTH U Oe30macHocTd. B mepuos ¢ 2000-
2001 mo 2020-2021 roapl KOJIWMYECTBO IIKOJBHBIX IMEPECTPENIOK C >XEepTBaMH B TOJ B
rOCyJJapCTBEHHBIX M YAaCTHBIX HAYaJbHBIX W CPEJAHUX IKojax Kojebdamoch oT 11 mo 93
(cm. Pucynok 1). B 2020-2021 romax MNpOU30ILIO B OOIICH CIOKHOCTH 93 IMIKOJBHBIX
MEPECTPEIKH C )KePTBAMHU — 3TO caMblid BhICOKHH TokasaTesb ¢ 2000-2001 rogos. B 2019-2020
y4eOHOM roay okojio 77% rocyaapCTBEHHBIX IIKON 3a()UKCUPOBAIU OJUH WIU HECKOIBKO
CIy4aeB MPECTYIUICHUS MPOU30ILI0, YTO COCTaBWIO 1,4 MWIIMOHA HWHIMUAEHTOB, WU 29
uHImaeHToB Ha 1000 3a4UCIIeHHBIX CTyAeHTOB (CM. PrcyHOK 2). DT 0T4ETHI OBLTH B35THI, TAK
kak B Poccun HeT Takux B OTKpBITOM JocTyre HeT. Ha Pucynke 3 mpuBeaeHa o01ias quHaMuKa

npectyIuienuii HecoBepiuennoetHrnx 4l mo Poccun ¢ 2016 mo 2020 rr.

1.1.2. AHa/JIu3 aHAJOIOB
B KadyeCTBEC aAHAJIOI'OB U HpOTOTI/Il'[OB 6BIJ'II/I paCCMOTpGHLI CUCTEMBbI I/IHOCTpaHHBIX
KoMnaHui. PoccuiickMX aHajaoroB Ha pBIHKE HE MpejacTaBieHo. MHbopMarus 06 aHaiorax

npencTtaBiaeHa B Tabmure 1.

1 NCES (National Center for Education Statistics) [HaumoHanbHBIA HEHTp CTaTHCTUKH
00pa3oBaHusi| IBISETCSI OCHOBHBIM (heZiepaibHbIM OPTaHOM 110 COOpY, aHATU3Y W OTYETHOCTH JaHHBIX,
CBsI3aHHBIX ¢ oOpasoBanneM B Coenunennsix IllTarax u Ipyrux crpaHax
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Tabnuya 1 — Ananusz ananocos

Ha3zBanue Jlororun Onucaunue

[Inrocsr:

bnokuposka neepeu

OmnosemeHne 00 aBapUHUHBIX CUTYaIASIX
JocTym no MoOunbHEIM TenedoHam
DKCNopT JaHHBIX

Kisil3! “ k I S I + Texuuueckas nouepxKKa

Munycst:

+ + + +

— Her unterpamnuu ¢ 3M€KTpPOHHBIM JHEBHUKOM

— Hert unTerpanuu ¢ cucTeMOU OCBEIICHUS 3/ITaHUSA
y4eOHOTO 3aBeICHUS

— He oTeuecTBeHHBIN

ILmrochr:

biokupoBka nsepen

Omnogernienne 00 aBapUUHBIX CUTYaILUAX
DKCHOPT JaHHBIX

+ + +

+ Texnuueckas nonuepxka

Keri Systems[4l 'A KER:

Munycst:
— Hert unTerpanuu ¢ 3J1€KTPOHHBIM JTHEBHUKOM
— Her uHTerpauuu ¢ cucTeMoi OCBEIICHUS 31aHUSA
y4eOHOTO 3aBeICHUS
— Her uaTeTpanum ¢ kamepamu HaOII0ACHUS
— He oTedecTBeHHBIN

[Ipoananu3upoBaB pa3INUHbIC AHATOTH OBLTU CICTaHbI BEIBOIBL:
— Her unTerpanum ¢ 37eKTpOHHBIM JHEBHUKOM;
— JlocTyn B ay AUTOPUIO HE KOHTPOJHUPYETCS 110 PACTTUCAHMUIO;

— @OyHKIMOHAJI CUCTEM HE YJOBJIETBOPSIET BCEM MOTPEOHOCTAM Y 3.
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Pucynoxk 2 — Ilpoyenm 2ocydapcmeentvix wKoJl, 3aGurcupo8aguiux 00Ul Uil HeCKOJIbKO CIYyUaes
npagouapyuwenus 6 wikoie (1,4 Muiiuona uHyudeHmos)

I, 20 421
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Ipe cTymIeHNii He COBEOIEHHOIETHUX 43553 2016
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Pucynox 3 — JJunamuxa npecmynnenutl, coegputennvix necosepuiennoremuumu, 3a 2016-2020 ze. no Poccuu
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1.2. TexHMYeCKOro 3aJaHU
CocTaB cucteMbl:
— CepBepHoe PUII0KEHHE — “‘cepiIie” CUCTEMBI,
— JIBepHOU KOHTpPOJLIED;
— llpunoxxenue aaMUHUCTpAaTOpa — JJISi HNPUBS3KU AJIEKTPOHHOW KapTOUYKH K
npodUITI0 yUEHUKa, PEroJaBaTesis WU COTPY/IHHUKA ;

— Web-npunoxenue

OcHoBHBbIe QYHKIUHN CUCTEMBI:

— CYuThIBaTh 3JIECKTPOHHBIC KAPTHI,

— OTKpBIBaTh/3aKpHIBATh AICKTPOMATHUTHBIA 3aMOK;

— IlpenocraBnenre 10cTyna B HOMEIIECHHS JJIsl YYEHUKOB U MIEPCOHANa;

— HHTerpamus ¢ 30€KTPOHHBIM JHEBHUKOM IS aBTOMAaTUYECKOW aKTyaJIU3aluu
JAHHBIX O PACIUCAHUM U YUEOHBIX 3aHATHSIX

— ABTOMatnyeckas puKcalus OTCYTCTBHSI YUEHHKOB Ha yPOKaX B COOTBETCTBHH C
pacnucaHueM;

— I'ubkas HacTpoiika JOCTynma M BPEMEHHBIX OTPAHUYECHHH, C BO3MOXHOCTHIO
BbIJIaYM BPEMEHHOTO JIOCTYIIA;

— VYmpaBrneHue JOCTYNOM W TPHUBS3KKM KapT K OpOQMIsM TMOJIb30BaTelell B

MPUJI0KEHUH aIMUHUCTPATOPA.

JlonoiHUTEIbHBbIE KPUTEPHH:
— DIIEMEHTBbI CUCTEMBI JOJIKHBI ObITh COBMECTUMBI M 3CTETHUECKU COTJIACOBAHBI C
IIBETOBOM raMMOM Y4eOHOTO 3aBEICHHS ;
— JlokyMeHTaIus 1Mo MPOEKTY JO0JDKHA OBITh TMepeaaHa aJMUHUCTpaTopaM Y3 1o
3aBEPIICHUIO Pa3pabOTKH;
— CucTteMa 0JKHA y0BIETBOPSATH TPEOOBAHUSAM MOKAPHOH O0€30MTaCHOCTH H MPH

cpabaTbIBaHUH CUTHAJIU3AIIMU BCE IBEPH JIOJKHBI OBITH Pa30JIOKUPOBAHBI.

Keiichl HCITOJIB30BAHUS CHCTEMbI:
— KabuneTs napopmaTku:
B xabuneTax nHGOPMATHKN HAXOIUTCS IICHHAS] TEXHUKA Y3 U YUCHUKAM HE

clenyeT HaXOJUTCS B ay IUTOPHUH Ha NepeMeHe 03 MPUCYTCTBUS YUUTEN;



— CHnopTuBHBIN 3aJ1 U pa3/IeBaIKU:
B pazneBankax y4eHUKH MOTYT OCTABJISIOT LICHHBIC BelU (I€HbIH, Teae()OHBI 1
T. JI.) U JUIsl UX COXPAHHOCTHU BXOJI IPYTUM YUE€HHKaM OyAeT 3a0JI0KUPOBaH,;

— JlabGopartopuu:
[lomeneHusi, cBsi3aHHBIE C MOBBIIIEHHOW OMacHOCThIO. OHU JOCTYIIHBI TOJIBKO
OIpEEeIEHHOMY KPYTY JIHLI.

— Pa3geBanku 11 BEpXHE 0€KbL:
JU1st MUHUMU3a1MU KpaXk IBEpU pa3ieabHbIX pa3aeBajgok pa30IoKUPYyOTCs
TOJIBKO J10 HayaJjia BCEX YPOKOB U Mocie X okoHyanus. Ha nepemenax asepu
ocTaroTcs 3a010kupoBaHHbIMU. COTpyIHUK O€e30MmacHOCTH Y3 MOKET Bbl1aBaTh

BPEMEHHBIN TOCTYIl yYECHHUKAM.
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2. KOHCTPYKTOPCKO-TEXHOJIOT'MUYECKHU DTAII

2.1. ABTOpU3aNus NMoJb30BaTeJ el
I[.HH A0CTyIla ImnpcajiaracTCia HCIOJIB30BAaTh J3JICKTPOHHYTIO 6CCKOHTaKTHy1-O Kapry,
KOTOpas MMEeTCs Yy BCeX yualuxcs W nepcoHana Y3 (B MOCKOBCKUX IIKOJaX — KapTta

“MockBénok” [81), uto oGecneunBaet s3xoHOMUIO B poekTte BHeapenus CKY/I B V3.

Pucynox 4 — Kapma “Mockeénok”

2.2. IlpoekTUpPOBaHHE MPOTOTHUNA
Jlns cuuthiBaHUA KapT ObUIO NPUHATO perieHue ucnoiab3oaTh RFID-monyns 1c522, tak
KaK 3Ta TEXHOJOIHs oOecneuyrBaeT BBICOKYIO CKOPOCTb CUMThIBaHUS. MakcuMalbHOE
paccTOsSIHME CUUTHIBaHUSA — 110 6 cMm. [ oOGecneueHHs MaKCHMaJdbHOTO OBICTPOICHCTBUS

CHUCTEMBI IPUHATO PEIISHHE MO Pa3MEIIEHUIO0 CEPBEPHOTO MPUIOKEHHUS HA MHPpACTPyKType

V3.

C4MTHIBETEAL
INEKTPOHHLE KAPT

MK pok oHTROANED

. MpnoseHme
Web-npuaoxeHme

2 AMHMHMCTRETOPS
: A python
Flask : Py
AP AP
[ [AY Ca i A
| Bz gakkeo [ n p:if:::e [ InekTponrma | \
__ SOLAIchemy P AP | P |
\ Wl | A IJLJ:h'U'V | OHEEHHE | |
.\.. Myl "' L3 "
APl
DNa=pHoit
HOHTpONNED
ARDUIND
SNEHTROMErHHTHBIM CyHTOIBaTEAM
3aMcK 3 NERTPOHMbEE KAPT

Pucynox 5 - Cmpyxmypnas cxema npoexma
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2.3. IlporpaMMHBIe MOIYJIH

2.3.1. CepBepHoOe NpHJIOKEHHE
CepBepHoe npwioKeHue peanuzoBano Ha Python3[8! npu momomm mukpodpeiimBopka
Flask®l, Mcxons u3 pyHKIMOHAIA CUCTEMBI pEAIM30BaHbl QYHKIUH 1 00pabOTKH BXOASAIIMX
3aIpOCOB OT JIBEPHOTO KOHTpoJuIiepa. Onpe/iesieHa JIOruka OTKpBITUs 1Bepeii (cM. Pucynox 7).
DOneMeHT JBEpHOW KOHTPOJUIEp HMeEeT KiacCU(UKaTOop THUMA TMOMEIleHUus (ayauTopus,
CIIOPTUBHBIA 3aJl W pas3AeBajka), KOTOPBIA MO3BOJUT OMpPEACNATh pa3Iu4Hble CIEHAPHUH

HCIIOJIBb30BaHUA.

AAMMH naHenb

Bce KOHTponneps!
O  fawe6ops

B Cnvcv yyeHurkos

1 Aypurtopus v 102 Mo pacnucauuio v QOONANH
PacnvcaHue

2 PasfieBanka v 1 Mo pacnucanuio v QOONANH

AAMUH NaHenb

Pucynox 6 — Hacmpotika konmpoaniepos ¢ cemu V3

3anpoc OT ABEPHOTO
KOHTpoJuiepa

Tun nBepHoTO
KOHTpoJIIepa

CropTUBHBIN 3aJ1

Her

epe3 30 MuHy
3]1eCh YPOK HITH
ceiiuac ypok?

Cm e

Ceronns 6y1yT ypOKd
HIIK C TIEPBOTO ypOKa
npouwio < 10 muny

Bce ypoxu
3aKOHYHIIHCH?

epe3 30 MuHy
3/1ech ypOoK?

Ja
Ja

»i

OTKpBITH JABEPH

Pucynox T — Jlocuxa npogepku Ha omkpwvimue 0gepu 015 npoghuis “yueHux’

’
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BzaumopeiictBue ¢ 0a30il JaHHBIX CHUCTEMBI OCYHIECTBIseTCs mpu momomm SQL
3anpocoB. B npoekre ncnoss3zosana 6ubiarnoreka SQLAIchemy®] nns ynpomenus nanucanms

SQL 3anpocos.

APl 351eKTpOHHOTO JHEBHHMKA BBI3BIBACTCS MOCPEACTBOM Web-3ampocoB. I 3ainThl
UCTIONIb3yeTcsl K4 noctyna (tokeH) k APl Cucrema aBTomMaTtudecku (QUKCHpPYET

IIPUCYTCTBUE YUCHUKOB.

v [Dapp
~ (2] dnevnik_api
& __init__py
& test.py
v [2] routes
v [¢]) api
& _init__py
@ controller.py
& __init__py
& admin.py
& dashboard.py
& schedule.py
@ students.py
v [ static
> [Dess
> [ favicons
> [ fonts
> [Dimg
> [Jjs
> [Dscss
> [ sortable-master
~ [ templates
> [Dadmin
> [ schedule
> [Dstudents
<> base.html
<> dashboard.html
& _init__py
@ models.py
~ [Dinstance
= .env
= db.db
> [ venv library root
& config.py

Pucynok 8 — @aiinosas cmpykmypa cepeepHo2o npuiolcetus.

OYHKIIMU CEPBEPHOTO MPUIIOKEHHUS paclpeacseHsl o ¢aijiaMm U TUPEKTOPUSM IS
yao0cTBa HajdbHEHIIEH MOIEpPHU3AIMH IPUITOKEHUS.

Onucanue KaxJI0u TUPEKTOPHH:
— app — Bce (aiispl NPUIT0KECHUS;
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— dnevnik_api — daitner ¢ ynkuusmu ans obpamienuss Kk APl anekTtpoHHOTO
JTHCBHUKA,;

— routes — daitnel ¢ o6paboTynkamu Bxoasmux 3amnpocoB K APl cepepHoro
NPHUIOKEHUS,

— static — Bce cratiuHbie (Gaiiiabl (CTUITH, |S CKPHUITHI, KAPTUHKH U MIPUQPTHI);

— templates — html ma6moHbI.

2.3.2. ]IBepHOi#i KOHTpoOJJep
CocTout u3:

— 2-x MmukpokoHTpouiepoB (Wemos D1 na 6a3e esp8266 u Arduino UNO);

— DJIEKTPOMAarHUTHOro 3amMka (B MakeTeé UCIIOJIb30BaH CEPBONPHUBOJ C
MEXaHWYECKOU 3aIBHIKKON);

— 2-x cuuthBatesieit RFID (moayns rc522);

— 4-x cBeTOAMO10B (KpaCHBIM, :KENThIN, 3€EHBIA U CHHUN);

— IIBC303JICMCHTA.

B onnoM Mukpoxkontposuiepe wemos D1 nenb3st noctaButs2 RFID-Moayns u nostomy
UCIIOJIB30BAHO 2 MHUKPOKOHTpOJUIEpa, KOTOpbIe CBA3aHbl ApyT ¢ npyrom mo 12C mpotokomny
(mpu nomoru 6ubnuorekn Wire.hl10), Ha Pucynke 9 mokazana GpyHKIMsA OTIPABKH JTaHHbIX

Ha kouTpoJuiep Arduino UNO.

[lpu cyuThIBAHUM KapThl MHKPOKOHTpoJuiep Wemos dl monyuaeT mannbsie ¢ RFID-
MoayJis 1 mockiaeT Web-3anpoc uepe3 WiFi noakimtodeHre Ha cepBepHOE MPUIIOKEHUE, U OH
e TIOCTOSIHHO ompammBaeT Bropoit RFID-monyne, ycranoenennsiii Ha Arduino UNO uepes
I2C mmnHy. Takke 3TOT MHUKPOKOHTPOJUIEP KaK[ble 3 CEKyHAbl OINMpAaIIMBAaEeT COCTOSHUE

MOKapHOM CUTHATU3AIMH JJIsI CBOEBPEMEHHO I Pa30JIOKUPOBKH JABEPH.
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3. 3AKJTIOUUTEJIbHBIN ITAII

B xoxe paGoTsl Hag poekToM Oblta peanu3oBana cuctema CKY /[ unterpupoBanHas ¢
9JEKTPOHHBIM  JaHeBHMKOM MDY  y  pHTerpMpoBaHHass ¢ CHCTEMOW MOXKapHOU

CUTHAJIM3alluHn.

3.1. TlepcnekTUBBI Pa3BUTHUS MPOEKTA
B Ommxkaiimem OyayiieM mIaHUPYETCs] MHTETPUPOBATh CHCTEMY C BHJI€OHAOIIIOEHUEM
V3. Hannune kamep BHICOHAONIONEHHS B ayJUTOPUSIX, MOAKIIOYEHHBIX K MAIIMHHOMY
BHUJICHUIO, II03BOJIUT PACIIMPUTh BO3MOYKHOCTM MOHUTOPHMHIA. IIOMCK Yy4YalllUXCs, He
MPWIOKUBIIUX CBOIO KapTOUKY HA BXOJE, U (PUKCAIMA UX TIOCEHICHUS, OBICTpee BXOIUTH B

AyAUTOPHUIO (He HYXXHO IIPUKIJIAAbIBATh KAXKAOMY YUCHUKY CBOIO KapTy Ha BXOI[C).

WNHTerpupoBath CUCTEMY C CHCTEMOMW OCBEIIEHUS Y3 — BKIIKOYATh CBET, TOJIBKO TOT/A,
KOTJa KTO-TO HaXOJWTCS B ayauropuu/pasjieBalike, YTO OOCCICUUT HSKOHOMHIO

AITEKTPOIHEPTHH.

3.2. ITlepcneKTUBBI BHEJAPEHUS NMPOEKTAa B NPAKTUKY
JIns ycnemHoOro BHEJIPEHUS CHUCTEMBI B Y3 HYKHO NPHUAEPKUBATHCSA CIETYIONIMX

PEKOMEHTANI:

— Ilpu HEBO3MOXHOCTM MPOKIAAKU JUHUM DIEKTPONUTAHUS B CTeHax Y3
BBIOJHATh HPOBOJKY BHEIIHUM CIOCOOOM BHYTpHU TOMELICHUH IS
YMEHBUIEHUS BEpPOSATHOCTU 3JOYMBIIUIEHHOTO 00€CTOYMBAHMSA JIBEPHOIO
KOHTpOJLIEpA.

— Pa3BopaunBath cepBepHOE MPUIIOKEHUE B CETU Y3 IJIsI YMEHBIICHUS CETEBOU

3ajgepkku (Ping).
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10.

11.

12.

13.

NHOOPMAILIMOHHBIE UICTOYHUKU

Odunmaneheni caitt NCES:
https://nces.ed.gov/programs/coe/crime-and-safety (nata oopamenus: 28.01.2024)

PaGoTa 0 coBpeMEeHHOM COCTOSTHUE MPECTYMHOCTA HECOBEPIICHHOIETHUX

https://cyberleninka.ru/article/n/sovremennoe-sostoyanie-prestupnosti-

nesovershennoletnih-1 (mara oopamenus: 28.01.2024)

Caiit npousBoautens Kisi:

https://www.getkisi.com (mata oopamenus: 28.01.2024)

Caiit npousBoautesns Keri Systems:

https://kerisys.com (mata o6pamenus: 28.01.2024)

OdunmanbHplii calT “MOCKBEHOK:

https://moskvenok.mos.ru/ (nata oopamenus: 07.02.2024)

Odunmaneueii cait Python:

https://www.python.org (nata odpamienus: 28.01.2024)

Odunmanpueii cait Arduino:

https://www.arduino.cc (mata oopamenus: 28.01.2024)

JloxymenTanus MukpodperimBopka Flask:

https://flask.palletsprojects.com/en/3.0.x (nata ooparenus: 02.02.2024)

Noxymentanus oudnuoreku SQLAIchemy:

https://www.sglalchemy.org (nata o6pamenus: 02.02.2024)

HoxymenTanus oudnuorexku Wire.h:
https://docs.arduino.cc/learn/communication/wire (nata oopamenus: 02.02.2024)

Canit MDII:

https://www.mos.ru/city/projects/mesh/ (nata oopamenwus: 07.02.2024)

Odunmanpueii cait GitHub:

https://github.com (mata oopamenus: 28.01.2024)

Odwvmmanbueni cait Amperka:

https://amperka.ru (nata oopamenus: 28.01.2024)
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HNPUWIOKEHUA

INPUJTOKEHUE A

Pucynox A.1 - Maxem dsepu (6uo cnepeou)

Pucynok A.2 - Maxem 0sepu (6uo c3aou)
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HPUJTOXKEHUE b

const String ALPHABET = "ABCDEFGHIJKLMNOPQRSTUVWXYZ@123456780= ";
const int BLUE_LED_COOLDOWN = 258;

const int FIRE_ALARM_CHECKER_COOLDOWN = 58@8;

const int OPEN_DOOR_DELEY = 3@@8;

const String CONTROLLER_ID = "1";

const int CONNECTION_ATTEMPTS = 5;
const String WIFI_NETWORKS[][3] = {

"Keenetic_1338",
"xE53nD7m",
"1@.18.1@.58:80"

"HUAWEI-B535-6D9A",
"x19KNa5sC",
"192.168.8.188:5882"

"Galaxy_A51",
"tixe5757",
"192.168.149.182:5802"

}
I

const String REQUESTS_PROTOCOL = "http://";
const String REQUESTS_MAIN_DOMAIN = "robotics-acs-project.tk:56882";
const bool REQUESTS_USE_MAIN_DOMAIN = true;

Pucynok b. 1 — Koncmanmsr Wemos D1

scanResult = WiFi.scanNetworks(/*async=*/false, /*hidden=*/false);
if (scanResult > @) {
for (int j = 8; j < (sizeof(WIFI_NETWORKS) / sizeof(String) / 3); j++) {
for (int8 t i = @; 1 < scanResult; i++) {
WiFi.getMetuworkInfo(i, scan_ssid, encryptionType, rssi, bssid, channel, hidden);
if (WIFI_NETWORKS[j][®] == scan_ssid.c_str()) {
ssid = WIFI_METWORKS[§1[@];
password = WIFI_METWORKS[jI[1];
host = WIFI_METWORKS[§1[21;
break;

Serial.println("Connecting to wifi network...");
WiFi.begin(ssid, password);

Pucynok b. 2 — Cxanuposanue WiFi cemeit u nooxnouenue x natioennou uz WIFI_NETWORKS
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bool isnt card present() {
control = @;
for (int 1 = @; 1 < 3; i++) {
if (!rfid.PICC_IsNewCardPresent()) {
if (rfid.PICC_ReadCardSerial()) {
/fserial.print(’a’);
control |= @x16;

3
if (rfid.PICC_ReadCardSerial()) {

/fSerial.print("b");
control |= 8x16;

I
f/Serial.print('c’);
control += Bx1;

I
//serial.print(’'d");
control += @x4;

}

//Serial.println(control);
if (not(control == 13 || control == 14)) {
return true;

}

return false;

}

Pucynox b.3 — @ynkyus nposepKu npuniodxicena Kapmouka K CHumvléamento Uiy Hem

void rebootRFID() {
if (millis() - rfidRebootTimer > 3880) {

rfidRebootTimer = millis();
digitalWrite(RST_PIN, HIGH);
delay(1);
digitalWrite(RST PIN, LOW);
rfid.PCD_Init();
Serial.println{F{"Rebooted!"));

}
}

Pucynok b.4 — @Qyuxyusn ons nepeszaepysku REID-no0yas kasxcovie 3 cexynoni

5tring get uid() {

String uid = "";

for (byte i = 8; i < rfid.uid.size; i++) {
uid.concat(String(rfid.uid.uidByte[i] < @x1@ 2 " 8" : " "));
uid.concat(String(rfid.uid.uidByte[i], HEX));

}

uid.tolUpperCase();

uid = uid.substring(1);

return uid;

Pucynox b.5 — @yuxyus ons cuumuviganus UID xapmor
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void send_data(int number) {
Serial.println("Sending "
if (number == 8) {
if ((not is_door_closed()) and (not blue_led_state)) {
send_data(12);
blue led state = true;
}
while (not is_door_closed()) {
Serial.println("Door isn"t closed!");
delay(1e8);
}
if (blue_led_state) {
send_data(13);
blue led state = false;
delay(508);
}
s

Wire.beginTransmission(@x8B);
Wire.write(number);
Wire.endTransmission();
Wire.beginTransmission(@x8g);
Wire.write(number);
Wire.endTransmission();
Serial.println("Send "

}
Pucynok b.6 - @yuxyus ons omnpasku ko0a komanowt Ha mukpoxoumponnep Arduino UNO

+ String(number) + "...");

+ String(number));
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void requestEvent() {
Wire.write(now_uid.c_str()):

// if (now_uid != "") {
f//  Serial.println("vid geted! ™ + now_uid);
/1Y

}

void receiveEvent(int response_number) {
response_number = Wire.read();
Serial.println("Get " + String({response_number));

switch (response_number) {

case 1:
digitalWrite{YELLOW_LED, 1);
break;

case 2:
digitalwrite(VELLOW LED, @);
break;

case 3:
digitalwrite(GREEN_LED, 1);
break;

case 4:
digitalwWrite(GREEN_LED, @);
break;

case 5:
digitalWrite(RED_LED, 1);
break;

case 6:
digitalWrite{RED_LED, @);
break;

case 12:
digitalWrite(BLUE_LEN, 1);
break;

case 13:
digitalwWrite(BLUE_LEN, &);
break;

case 7:
servo_angle = SERVO_OPEN_DEG;
break;

case 8:
servo_angle = SERVO_CLOSE_DEG;
break;

case 9:
tone_index = 9;
break;

case 18:
tone_index = 18;
break;

case 11:
tone_index = 11;
break;

}
}

Pucynox B.7 — @ynuxyuu 0ns 06pabomxu 6xo00suux komano om muxkpoxonmponiepa \Wemos D1

void fire_alarm_checker_cooldown_function() {
if (fire_alarm_checker start_time + FIRE_ALARM_CHECKER_COOLDOWN < millis()) {
if (Wifi.status() == WL_CONNECTED) {
int_response = send_request("/api/get_fire_alarm_state/", true);
if (int_response == 1) {
is_fire_alarm = true;
send_data(7);
} else if (int_response == 8) {
is _fire_alarm = false;
send_data(8);
}
fire_alarm_checker_start_time = millis();
3
:
H

Pucynox 5.8 — @ynkyus nposepku cmamyca noxicapHou CUSHaAIU3ayuu
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