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Pa3pa6oTka nporpamMmsl /151 00HAPY:KeHHUS U NMPeI0TBPAIEeHUs] YTPO3 U yTeUeK

KOH(pUIEeHUNAJTBbHOU HH(POPMALIMU
AHHOTALUA

[{enbto paboThl sBIsETCS pa3paboOTKa M peanu3alus MPOrpaMMbl Ha S3bIKE
Python, unterpupyroieit METO bl MAIIMHHOTO OOYYEHHUS U COLIMATBbHON MHKEHEPHH
s obecrnieueHus: 3G(HEKTUBHOTO OOHAPYKEHHUS W MPEAOTBPALLEHUS BHYTPEHHUX
yIpo3 U yTeueK KOH(PUIECHIINAIbHBIX JaHHbIX.

Co3nmanHasi mporpaMma CrocoOHa BBISBIATH AHOMAJbHOE TOBEICHHUE,
aHam3upys Oonbliue OOBEMBI JAHHBIX C IOMOILBIO AJTOPUTMOB MAIIUHHOIO
oOyuenus. IIporpamma mnpenHazHadeHa Juisi OOHApYy>KE€HUs (PUUIMHIOBBIX YIpO3 B
HECKOJIBKO ATAroB: MO TEKCTYy COOOIICHHS B MUChME U MO CKAaHUPOBAHUIO CCHUIOK U
(aiinoBs, copepkaluxcs BHyTpu nucbMa. [10CkoIbKy B peasbHbIX YCIOBUSIX, C YUETOM
MHOTO00pa3usi W CIOKHOCTH KHUOepyrpo3, TpeOyeTcs Cco3JaHue KOMIUIEKCHBIX
peleHui, ClIOCOOHBIX aaNTUPOBATHCA U 3PPEKTUBHO COMPOTUBIIATHCS aTaKaMm.

PabGorocniocoOHOCTH ~ anropuTMa  OOecrieueHa MPUMEHEHHUEM  METOJIOB
COLIMAJIbHOW MHXEHEPUH ISl pacliO3HABAHUS MOMBITOK MAHUITYJISIIUI M COLMATBHBIX
atak. [Ipu oOHapy>XeHHU NOTEHLMAIBHON YIpO3bl, WIM YTEUKH JaHHBIX, IPOrpaMMa
aKTUBUPYET MEXaHU3MBbI MPEIYTIPEXKICHUS U MIPEAOTBPAILICHUS, 00eCcTIeunBas 3aluTy

UHGOPMaIMOHHON OE30MaCHOCTH.
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BBEJIEHUE

B coBpeMeHHOM 1M(QPOBOM MHUpPE TOJb30BATENNM  CTAJIKUBAIOTCS C
pa3Ho00Opa3HBIMU KHOEPYTPO3aMU, TAKUMH KaK (DUITMHTOBBIC TMChMAa U BPEJIOHOCHOE
nporpamMmHoe obecrneueHue. s apdextuBHON OOpHOBI C ATUMHM Yrpo3aMHu OBLIO
pa3paboTaHO MPUIOKEHHE, COYETAIONIee MAIIMHHOE OO0y4YeHHe, COLHUaJIbHYIO
WH)XCHEPHUIO U YAOOHBIA HHTepdeiic. DTO MO3BOISIET MOJIB30BATENSIM 0€3 IITyOOKuX
3HaHUU B 001acTH MHPOPMALIMOHHON 0€30IIaCHOCTH JIETKO 3alluuiaTh ce0s OT aTak,
ABTOMATUYECKM aHAJIM3UPYS SJICKTPOHHBbIE MHCbMAa Ha MPEIMET MOIIEHHUYECKHX
CCBUJIOK U BPEOHOCHBIX BJIO>KEHUH. [IprioxeHune noBeIaeT ypoBeHb 0€3011aCHOCTH,
nenas NPOABUHYThIE METOMbl 3allUThl JOCTYHHBIMU Ka)JI0My, 4YTO CIIOCOOCTBYET
MUHUMH3ALUU PUCKOB yTeUEK JaHHBIX U WHOULIMPOBAHUS CUCTEM.

B pabote Obuia nocraBieHa 1iefib pa3padoTaTh U peann3oBaTh NporpaMmy Ha
s3pike Python, uHTErpupyrommii MeTonbl MalIMHHOTO OOYYEHHS M COILUAIbHOMN
UHKEeHepun Uisi obecriedeHust 3¢G(EKTUBHOTO OOHApYXEHUS W MPEIOTBpAIICHUS
BHYTPEHHUX YIPO3 U yTEUEK KOH(PHUIECHIMAIbHBIX JaHHBIX.

JI7is AOCTHKEHUS TTOCTABICHHOM LEIH OBbLIN BBITTOJHEHBI CIEIYIOIINE 3a1aUn:
l. U3y4YUTh COBPEMEHHBIE METOJAbl U aJTOPUTMbl MAIIMHHOIO OOyuYeHus,
OPUMEHUMBIE ISl aHaju3a OONbIINX OOBEMOB NAaHHBIX M BBISBICHUS aHOMaJbHbBIX
NaTTepHOB MOBEICHUS;

2. pa3zpaboTaTh alIrOpuTMbl OOHAPYKEHUS YIpO3, OCHOBAaHHbIE HAa METOAax
MAaIIMHHOTO O0yUY€eHUs, aIallTUPOBAHHBIC [Tl PEAIbHBIX CLIEHAPUEB yTPO3;

3. UHTETPUPOBATh METOJbl COLMAIBHOW MHKEHEPUM JJIs pacro3HaBaHUS U
HEUTpaau3aluy NONBITOK MAaHUITYJIILUHN U aTakK;

4. peann3oBaTh MPOTpaMMHBIA MpPOAYyKT Ha s3bike Python, oOecneunBaromimii
aBTOMATHU3ALMIO NTpoliecca OOHAPYKEHUSI U IPENOTBPALLEHUS YIPO3;

5. POBECTU KOMIUIEKCHOE TECTHPOBAHUE MPOTPaMMbl B peajbHBIX YCIOBHSIX,

OLICHUTH 3(P(HEKTUBHOCTH M TOUYHOCTH OOHAPYKEHUS U IPETOTBPALIECHHS YTPO3.



OCHOBHASA YACTDb
1  AHaau3 TekcTa coo0IeHus
Jlnst ananm3a TeKCTa COOOMICHWM Obla co3JaHa MOENb, CXeMa KOTOPOM

Ipe/ICTaBlIeHa Ha PUCYHKE 1.

numpy Kak np

sklearn.model_selection: train_test_split

Wmnopt Bubnuotex sklearn.feature_extraction.text: TfidfVectorizer
sklearn.naive_bayes: MultinomialNB
sklearn.metrics: classification_report
read_data(filename) Yrenwme ¥ 06paBoTKa MMCEM M METOK
ﬂ)yHl{LLml { read_new_emails(filename) YTeHHe HOBLIX NKUCeM M3 daina
/_ classify_new_emails(model, vectorizer, new_emails) KnaccH®MKaLMA HoBLIX NUCEM
Knaccudukauum 3nekTpoHHbix MNucem e TBTORDARETICE TicaR

\ MNpepeaputentHas OBpaBoTka JaHHbIX —{ WHWLManu3auma TridiVectorizer

MpeoGpazoBatne NMCEM B BEKTOPMIOBaHHYIO hopMy

= Pa3jieneHye flaHHbix Ha 06Y4aioulyio ¥ TECTOBYI0 BbiBOPHM

\

“=— DBy4eHHe Mogenu =—=_
Wumumanu3aauwa u oByuerue Mogenu MultinomialNB

TecTupoBanue Mopenu TpecKa3aHKe W BLIBOJL OTYETA 0 KNACCHPUHALIMN

YreHue HOBLIX NuceM
Knaceudurauus Hoeuix Mucem —<
Knaccu@uHauma v BeIBOJL pe3ynsTaros

Pucynok 1 — Cxema moaenu

Kak BugHO M3 CXeMbl, MOJEIh COCTOUT M3 OTIAEIBHBIX YaCTEH, MMEIOITUX
onpeneeHHbI (QyHKIMoHaa. MMmopT HEoOXOAMMBIX OHOJMOTEK: B MpOrpamme
ucrnonp3ytorcss  ombmuorekn NumPy, scikit-learn g oOpaOGOTKM  TaHHBIX,
BEKTOpH3AIMKN TEKCTa, 00ydeHuss MOJAeIu U OleHKU e€ 3ddexTuBHOCTH. DYHKIMS
read data ynTaeT ucxoHbIC TaHHBIC (AJEKTPOHHBIC MUChMA) U3 (aiisia, pa3aenseT ux
Ha coJiepKaHue U METKU (Hampumep, criam uiu He cnam). Oyukmnus read new emails
YUTaeT HOBbIE DJIEKTPOHHBIE THChMa U3 (¢aina, mnpeaHa3HAYCHHbIC s
kiaccudukanuu monaenbro. Oynkius classify new emails npuHuMaeT 00ydYeHHYIO
MOJIeJIb U BEKTOPH3aTOp KiIaccu(UUUpPyeT HOBBIE JEKTpOHHBIE muchMa. Ha stame
npeaBapuTeNbHOM  00paboTku  gaHHbIX  ucnosb3dyerca  TfidfVectorizer s
npeoOpa3oBaHUs TEKCTa THCEM B YHCJIOBBIE BEKTOPHI, KOTOPHIE MOTYT OBIThH
UCIIONIb30BaHbl JUIsl 00y4deHuss mozenu. B pesynbrare oOydeHHsS MOJAETH JIaHHBIC
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pasaensroTcsi Ha oOydJallIlyl0 M TECTOBYH BbIOOpKU. Vcmonb3yeTcsi HauBHBIN
OaiiecoBckuit knaccupukarop (MultinomialNB) mis oOyueHuss Ha oOyuaromieit
BbIOOpKe. [lanee NPOMCXOAUT TECTUPOBAHUE MOEIU: MOJEIb TECTUPYETCS Ha
TECTOBOW BBIOOpPKE, W BBIBOJAUTCA OTYET O KIACCU(DUKAINU, TOKA3bIBAIOITHHA
spdektuBHOCT, Mozaenu. llocme  ycmemHOro  TECTUPOBAHHMS — IPOrPaMMOiA
BBITIOJTHAETCST KJIacCU(UKAIUS HOBBIX IMHCEM, CUMTAHHBIX U3 (aitna. Pe3ymbrars
KIacCU(UKAIMKU  BBIBOASATCSA, IOKa3blBas, KaK KaXJIO0e€ MHCBMO  OBLIO
KJIACCU(PUIIUPOBAHO MOECIIBIO.

Ha pucynke 2 mpencraBieH KOJ MPOrpaMMbl «main.py», peaan3yrolnuid BECh
NIEPEUYNCIICHHBIN BbIIe (DyHKIMOHAI: 00Oyd4eHHWE M TECTUPOBAHWE MOJICIH, a TaKKe

OIIPCACIICHUC (1)I/IHII/IHFOBLIX IMUCEM Cpcar HOBOT'O Ha60pa JaHHBIX.



t numpy as np

1 sklearn.model_selection import train_test split
sklearn.feature_extraction.text import TfidfVectorizer

1 sklearn.naive_bayes import MultinomialNB
sklearn.metrics inm classification_report

ad_data(filename):

emails = []

labels = []

with open( = e ="utf-8") as file:

for line in file:

if * 1° in line or * @' in line or * 2° in line:

content, label = line.rsplit(’ °, 1)
emails.append( strip())
labels.append(int( strip()))

rn emails, labels

ead_new_emails(filename):
new_emails [1]
with open( 5 ="utf-8") as file:
new_emails = [line.strip() for line in file]
"n new_emails

emails(model, vectorizer, new_emails):

new_emails_vectorized = vectorizer.transform(
predictions = model.predict( )
irn predictions

emails, labels = read_data(’emails.txt")
ectorizer = TfidfVectorizer()
vectorizer.fit_transform(

X_train, X _test, y train, y test = train_test split(X]
: 42)
= MultinomialNB()
odel.fit( -

predictions = model.predict(
print(classification_report(

new_emails_file = "new_emails.txt’
new_emails = read_new_emails(
new_predictions = classify new_emails(

for email, prediction in zip( = )

classification = "Phishing"® if prediction == 1 else "Normal’ if prediction == @

print(f"Email: }\nClassified as: F\n™)

Pucynok 2 — Koa nporpammel

Omnumiem stan O6y‘ICHI/I$I MOACIIN. Mamuna 06yan'IaCB Ha BXOIJHBIX JaHHBIX B

BHUJAC TCEKCTOBBIX IIMCEM H KJIaCCI/I(bI/IIII/IpOBaJIaCB yuciaamMu 1 wu 0, KOTOPLBIC



o0o3HauvaoT: 0 — HOpMallbHOE COOOIlEHHE, KOTOpO€ HE HECEeT YIpo3bl;
1 — ¢pummHroBOE COOOIIEHUE, KOTOPOE HECET YTPO3Y AJIsl MOJIb30BATENS.

Jliist oOy4eHust MaluHbl OBLJI0O HTETPUPOBAHO YTCHHUE TEKCTA U3 OTACIBHOTO
daiina (puc. 3), B KOTOpbIM 3aHOCUJIMCH TOYTOBBIE MUChbMA B BUJIE:
«(Homep coobmennst). (Texet coobmmenus). (Kmaccudukammst 1 wmm 0)».
[Ipumepsr:
¢ummnrosoe — «31. [logTBEepaAUTE CBOIO YUYETHYIO 3aIMCh, NIEPENIS MO CIAEAYIOIIEH
CCBUIKE. 1»;

HopMasbHOe — «32. JloOpsiii nenb! Cnacubo 3a Bain BeIOOp Harel koMmaHuu. 0.

emails.txt - baoxmor
Qaiin Mpaska Oopmar Bna Cnpasxa
| 20. Cnacubo 3a NOANKMCKY Ha Hauu HosoCTHM! ©
1 ' 30. Cnacwbo 3a noanucky Ha Hauwm HosocTu! ©

) . .

) P|1l$hlf1g ‘ 31. NoaTeepanTe CBOK YMeTHYW 3anucChb, Neperas no cneaywwein ccwnke. 1
) - 32. flobpuit pexs! Cnacwbo 3a Baw swbop Hawen komnavum. ©

i : 33. HanomuHaem O CKOpOM OOHOBNEHMM HAWMX YCNOBMIA MCNONL3OBaHMA. ©

} Normal ‘ 0 34. Haxmure 3gech, 4T06m nony4uTs Gecnnatwwit nopapox! 1

35. 3ppascteyiTe! MoxanyicTa, noaTsepauTe Bawe yvacTtue. O

36. HanomuHaem O CkopoM OOHOBNEHMW HAWMX YCNOBMH MCNONb30BaHMA. O
37. YsaxaeMsii KNAMEHWT, HanOMMHaeM BaM O BaxXHOM cobuTuu. ©

38. Haxmmre 3pece, 4Tobol nonysute Gecnnatwwit nogapok! 1

39. Cnacubo 3a noaAnMCKY Ha Haum wWosocTH! ©

Pucynok 3 — O6yuaromias BbIOOpKa

Jlanee mocie 3aBepuieHHs OOY4YEHHs] MporpaMma BBIBOJAUT HMTOTOBBIN

pe3yJbTar.

precision recall fl1-score support

1267
1267

accuracy 2534
macro avg 2534
weighted avg 2534

PucyHnok 4 — Bb1Boj mporpaMMebl pe3yabTaToB 00ydeHUs: MOIEIH



Ha pucynke 4 mnpeacTaBieHbl pacyeTHbIE XapaKTEPUCTHUKU, MO KOTOPHIM MOXKHO
cieNaTh BBIBOJ] O KauecTBe 00yueHus. PazdepeM 3Tu nokasarenu.

- Precision (TouHocTth). J0as mpaBUIbHO MACHTU(DUIMPOBAHHBIX MOJOXKHUTEIBHBIX
pEe3yJabTAaTOB U3 BCEX PE3yJbTATOB, KOTOPbIE MOJIENb HWIAECHTU(UIIMpPOBAIa Kak
nosioxutenbHble. Hanpumep, Tounocts 1.00 mis kmacca 1 o3nawaer, 4To, Koraa
MOJIeb IPeACKa3bIBaeT Kiacc 1, ona nmpaBuiibHa B 100% cityyaes.

- Recall (momnota). Jlons mnpaBUIbHO HACHTU(GUIIMPOBAHHBIX IOJIOKUTEIBHBIX
pe3yJIbTaTOB U3 BCEX PeajbHBIX MOJOXKHUTEIbHBIX pe3yabTaToB. Hanmpumep, nmonHora
0.93 nna kmacca 1 o3Haydaer, 4To MOJIETb MPaBUIbHO uaeHTUuUIMpoBana 93% Bcex
peanbHBIX CiIyyaeB Kiacca 1.

- Fl-score. CpenHee rapMOHHYECKOE€ TOYHOCTH M MOJHOTBL. JTO Mepa, KOTOpas
YUYUTBIBAET U TOYHOCTb, U MOJHOTY, YTOOBI aTh OOIIYIO OLEHKY KauecTBa MOJIEIH.
F1-score paBnsrii 0.96 mst kmacca 1 yka3biBaeT Ha BBICOKYIO OOIIYIO 3 (HEKTHBHOCTD
MOJIEJIH B KJIacCU(DUKAIIMK 3TOTO KJlacca.

- Support. KonmyecTBo peanbHbIX cllydaeB B KaxaoM kiacce. Hanpumep, B kitacce 0 u
kiacce 1 o 27 ciyyaes.

- Accuracy (TtouHocts). OOmas A0 NpaBUWIBHBIX TMPEACKa3aHU U3 BCeX
npenckazanuil. 3Hauenue 0.96 o3Hawaet, yto 96% mnpenckazaHuil MoAenH ObUIH
BEPHBIMHU.

- Macro avg. CpenHee 3Haue€HUE TOYHOCTH, MONHOTHI U Fl-score, B3siToe mo BceM
KJ1accaMm, 0e3 ydera aucOaianca KJiacCoB.

- Weighted avg. CpenneB3BelieHHOE 3HaY€HUE TOYHOCTH, MOJIHOTH U Fl-score, rae
BECa COOTBETCTBYIOT KOJIMUYECTBY CIy4aeB B KaKJI0M KJlacce.

[Tocne 3aBepuienus sTana oOy4eHHs, KOTJa MO TOKA3aTesIM Mbl YOSIMINCh,
4YTO 00y4YeHUE MPOLUIO YCHENIHO, Aajiee CAeAyeT TeCTUpOBaHue Mojenu. s aToro
MallMHE TOJAaeTcsi Ha0Op HOBBIX MHCEM, 3alMCaHHBIX B TEKCTOBOM (paiiie
«new_emails.txty, mucbMa pH 3TOM He KIIaCCU(PUIIMPOBAHBI, TAK KaK MalllHA JOKHA
caMa OIpeNeNuThb, Iae (UINMHT, a TIe HopMaiabHOe coolieHue. B mporpamme
pealin30BaHO YTEHHE HOBBIX MUCEM U3 (haiiia U ompeneieHrne, K KakoMy Kiaccy OHH

OTHOCATCA.



Hampumep, mnozaguM MalMHE JOECSATh HOBBIX IHMCEM  CIIEAYIOLIErO
COZIepXKaHUS.
- «ITozmpasnsiem! Baria yuetHas 3anuch Obu1a BeIOpaHa i y4acTHsI B 9KCKITIO3UBHOM
nporpaMMe JIOSIbHOCTH. UTOOBI aKTUBHMPOBATH CBOM INPUBWIETUH, MEpPEHANTE IO
CCBUIKE M BBEJIUTE JUYHbIE JaHHbIE. OcTeperaiTech NOAJEIOK - HCIOJIb3YHUTE TOJIBKO
KOMITBEOTED.)»
- «YBakaeMblil KJIMEHT, Mbl OOHApPY>KUJIM MOJO03PUTENBHBIE MOMNBITKA BXOJa B Balll
akkayHT. J{7s1 Baieit 6e30macHOCTH, IepeianTe Mo NPUKPEIIIICHHON CChUTKE U BBEIUTE
CBOM JaHHbIE JUIs NOATBepKAeHus. He oTknanpiBaiiTe, Balia 6€301MacHOCTh Ha IEPBOM
MECTE.»
- «Bam GankoBckuii akKkayHT TpeOyeT cpoyHOro oOHOBieHus. i npeaoTBpalieHus
OJIOKUPOBKH, NIEPEUIUTE MO CChUIKE U OOHOBUTE CBOM JaHHblC. BHUMaHue: nenaiire
3TO TOJIBKO C KOMITbIOTEpA AJIsi 00ecneyeHnus 6€30macHOCTH.»
- «3npaBcTByiiTe! Bol Ob11H BEIOpAHBI 15 yHACTHSI B SKCKIIFO3UBHOM OIPOCE C IIAHCOM
BBIMIpaTh LIEHHbIE NpU3bl. /{7151 yyacTus nepeidauTe o CChUIKE U 3al0IHUTE POpMY.
PexoMeHtyeTcs HCIOIb30BaTh KOMIIBIOTED I ONITUMAJIBHOTO OIIBITA.)
- «OrnoBemieHre: Bama ydeTHas 3amuch 53JEKTPOHHOM NOYTHI CKOpo Oyner
JeaKTUBUpOBaHa. YTOOBI MPEeNOTBPATUTH 3TO, HE3AMEIJIUTEIbHO MOATBEPIANUTE CBOU
JaHHBIE, TIEPErIs TI0 cCchuTKe. Vcnonb3yiiTe KoMIbIOTEp JIs JOCTyTa K (hopme.
- «JloOps1it nens! Ilpunarato kK 3TOMy NUCbMY JOKYMEHTBI K HalllEMy CIEAYIOLIEMY
npoekry. [loxanyicra, 03HAKOMBTECHh U TAMTE CBOM 3aMEUYaHHUs 10 IOHEIEIbHUKA.
Cnacu60.»
- «YBa)kaeMble KOJUIETM, HAllOMUHAK O coBellaHuu 3aBTpa B 10 yTpa. MbI Oynem
oOcyxaTh rpaduk U OOMKET mpeacTosux meponpuatuil. C HETepHeHHEeM KTy
BAlIMX UJICH U MPENTIOKECHUMN. )
- «[Ipuset! Kak TBou nena? Xouy npurnacuTh TeOs Ha Koe B 3TO BOCKpeceHbe. byner
OPUSATHO MOOONATaTh U OOCYIUTH HAIM MOCIEAHUE HOBOCTHU. J[ail 3HATh, yIOOHO U

Tebhe.»
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- «31paBCTBYiTe, 3TO HAllOMHWHAHHUE O BallleM NPEICTOSIIEM BU3UTE K Bpady B
caenyrommi yerBepr B 15:00. Iloxanyiicra, moarBepaute Baiie npucyrctsue. C
YBaKEHUEM, KIIMHUKA «30POBBE».»
- «Jloporoii apyr, 6;1aronapro 3a npekpacHbiii Beuep Buepa! dororpadun noryduniuch
3ameuaTenbHble. S oTnpasiio ux Tede B crieayromeM nucsme. o ckoporo!»

Ha pucynke 5 moka3zaH BBIBOJ MPOTPaMMOM TECTOBOM BBIOOPKH IMHCEM C
NPUCBOEHHOU UM MeTKoM: «Normal» — HopMalibHOE COOOIIEHNE, TO €CTh COOOIICHUE
nox kmaccom 0, «Phishing» — ¢ummaroBoe coobIeHne, T0 ecTh COOOIIEHUE O/

KJj1accom 1.

HOCTH, NEPEHAMTE N0 NPUKPENASHHON COLAKE

Dakuee, Buweais

o MOMT JOET fEaK rofe B 370, WRATHTR M.

PAGHA NOMMCL 38ME

Pucynox 5 — Pe3ynbpTaT Knaccuukamy TuceM Ha 3Tare TeCTUPOBAHUS

IIpoBens aHamu3 pe3yJIbTaToOB, OIIPEAEIIEHO, YTO MOJIEIb BCE TECTOBBIE ITMChMA
OTHECJa K BEPHOMY KJIacCy: BEPHO BBISBHJIA (DUIIMHTOBBIE TEKCTHI COOOIICHHIA.
Jlanublii pakT ObLT MOATBEPKIEH U HA TECTOBBIX JaHHBIX OOJBIIErO pasMepa. ITo
MO3BOJIAET CHAENATh BBIBOJ O PabOTOCIOCOOHOCTH MOJIEIH: MpOrpamMma C BBICOKOU
TOYHOCTBIO BEPHO KJIacCHU(PUIMPYET MUChMa Ha (PUILIMHTOBBIE U HOPMaJbHBIE, UTO
II03BOJISIET JOBEPATH PE3ybTaTaM U MPUMEHATh JAHHBIA QJITOPUTM Ha IIPAKTUKE IS

aHaJIn3a TCKCTOB BXOAAIINX COO6H.[€HHI>1.
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2 CxkanupoBaHue (p)aiiJIOB M CCHLIOK U3 MMCHMA HA HAJIMYME BHPYCOB

Crnenyroniee pacliMpeHue peain3yeMOd MOJENHN — 3TO IIPOBEpKa IMCbMa Ha
HAJIMYUE B HEM CCHUIOK U BJIOKEHHBIX (ailioB UM MX JalbHeIee CKaHUPOBAaHUE HA
BUPYCHI U MONBITKY KpaXk JaHHbIX. B cuTyanuu, koraa aHanus TekcTa COOOLEHUS He
BBISIBUJI TIO/I0O3PUTENILHOE COACpKaHUEe W HEe OMpeleinsl MUCbMO KakK (PUIIMHTOBOE,
HeoOXouMa BTOpHYHAs 00paboTKa COOOIIEHHS] Ha CKPBIThIE YTPO3bl, C KOTOPHIMH
II0JIB30BATENIb MOXKET CTOJKHYThCSA, IIPOWIS IIO CCBUIKE B IHCbME WM OTKpPBIB
BJIOKEHHBIN (haiin. Takas BTopuyHas MpoOBEpKa MUChbMa Oblila TaKkKe peaqn30BaHa B

paboTe B MporpaMMe «pyparser.py», CTPYKTypy KOTOPOM OMUIIIEM MOIPOOHO.

*t decode_header

Soup

- read_new_emails, classify new emails, vectorizer, mode

Pucynok 6 — IloakinroueHue OMOJIMOTEK

B nawane nporpamMmmMHoro ¢aiisia moakJIr04arTcss He00X0uMble OMOIMOTEKU
JUIsl pabOTHI ¢ TIOYTOBBIMU CEpBEpaMM aHaIM3a M 00pabOTKM DIIEKTPOHHBIX IHCEM,
pabotet ¢ HTML-koHTEHTOM, BEIECHHS JIOTOB M B3aWUMOJCHCTBUS C BHEITHHUMH
cepBucamu (puc. 6). Takke UMIOPTUPYIOTCS DYHKIIMU U3 APYTroro daityia «main.py»,
peIHa3HAYCHHBIC IS YTCHHS, KiIaccuPuKamuu TUceM M paboThl ¢ MOJEIBIO
MalIMHHOTO OOYYEHHUS.

first_run =
email address = ""

password = ""
api key = ""
output file path = ""

Pucynoxk 7 — 3aganue KoH(GUTypallMOHHBIX TAPaMETPOB
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Ha pucynke 7 mnokas3aHo, Kak 3aJalOTCsl OCHOBHbIE KOH(UI'YpallMOHHBIE
napaMeTphl, BKJIIOYasi yueTHbIE JaHHbIe TOYTOBOro siimuka u API, myTs k daiiny nis
coxpaHeHHus o00paboTaHHBIX MAaHHbIX. [lepemennas first run wucmonb3yercs IS

KOHTPOJIA IMOBCACHUA CKPHIITA ITPH IICPBOM 3aITyCKCE.

clean_filename(filename):

decoded string, encoding = decode header(filename)[0]
if encoding:
filename = decoded_string.decode(encoding)

filename = re.sub(r'[\\/*?:"< * ', filename)
return filename

Pucynok 8§ — @yHKIUS OYUCTKU U IEKOAUPOBAHUS UMEH (DASIOB BIOKEHUIA

Oynkrus clean filename mpemnasHadeHa it OYUCTKA M JIEKOIUPOBAHUS
uMeH (ailyioB BIIOKEHUH, yIalleHUs WX 3aMEHBI HEJIOMYCTUMBIX CHMBOJIOB, YTOOBI
IPEeIOTBPATUTh BO3MOKHBIE OIIMOKU TP COXpaHEHUH (PaitioB Ha qUCK (puc. §).

extract_urls(email body):

link pattern = re.compile(: [s]2: +')

eturn link pattern.findall(email body)

Pucynok 9 — ®yukuus uzsneuenus Bcex URL u3 Tekcra nucbma

Oynkuus extract urls mpennasnadyena s uzBnedeHus: Bcex URL u3 Tekcra
AJIEKTPOHHOI'O MHChbMa C UCIIOJIB30BAHUEM PETYJSIPHBIX BbIpakeHHil (puc. 9). It1o
MO3BOJIIET OOHAPYXUTh M aHAJIU3UPOBATH CCHUIKM B IHUCHbMaX, 4YTO MOYXET OBITh
TMIOJIC3HO JIJIS1 BBISIBJICHUS (DUIITMHTOBBIX aTaK.

extract _text from_html(html content):
soup = BeautifulSoup(html_content, ‘html.parser’')

text = soup.get_ text(separator=" ', strip= )
return text

Pucynok 10 — ®ynkuus npeodpazoBanust HTML-koHTeHTa B UMCTHIM TEKCT

Oynkuus extract_text from html ucnonssyer 6udbnuorexy Beautiful Soup ms

npeodpazoBanust HTML-koHTeHTa MUChMa B YUCTBINA TEKCT, yaaisisg Bce HTML-teru
13



N OCTaBJIsId TOJBKO TCEKCTOBOC COACPIKHMMOC. 910 YHOpomacT aHalnu3 COACPIKaHHA
IIHUCEM.

process_email(email id, mail, output file path, api key,

email address, password):

Pucynoxk 11 — @yHk1us u3BiaedeHus U 00pabOTKU COIEPHKUMOro M1UchMa

OcHoBHas GyHKIUS process email oTBedaeT 3a 00pabOTKy Kaxa0ro MUChMA.
OnHa u3BIEKaeT TEKCT MUChMa, 00pabdaThIBACT €ro COACPKUMOE, KIACCUPHUIUPYET,
ckanupyetr URL u Bnoxenus ¢ nomomibto VirusTotal, u coxpansier pe3yiabratbl. ITO
KITI04YeBast QYHKIHSI BCeW TIPOTpaMMbI, OTBEYAIOIIIasl 32 OCHOBHYIO JIOTUKY 00paOOTKH.

scan_url with_virustotal(api_key, url):

scan_file with_virustotal(api_key, file_path):

PucyHnok 12 — @yHk1us 3amycka NOCTOSSHHON MPOBEPKH IIOYTOBOTO SIIIIMKA

B konme ¢aiina HaxogWTCs TOYKAa BXOAA B IMPOrpamMMmy, TJ€ BBI3BIBACTCS
¢yskms main_loop. Ota GpyHKIMS 3amycKaeT OECKOHEUYHBIHN UK 00pabOTKH HOBBIX
nuceM, o0ecreuynBasi MOCTOSIHHYIO IPOBEPKY MOYTOBOTO SIIMKA HA HAJMYME HOBBIX
COOOLICHUH.

Jlns  tectupoBaHMs  pabOTOCHOCOOHOCTM  JAHHOTO  (PyHKIMOHANa W
J€MOHCTpAIlMM PEe3yJIbTaTOB Ha MOYTY OBLIO OTHPABICHO ILIECTh HOBBIX IHCEM,
KOTOpbIE MPONLIM 00pabOTKy CO3JaHHBIM anroputMoM. [lepBeiM Imarom ObLI
npoBepeH TeKcT coobmeHus. [1o pe3ynpTaraM HpoOBEpKH COAEPIKAIIErocs B HEM
TEeKCTa cooOImenne ObUTO KiaaccubuuupoBaHo: GUIIMHT uin HeT. Jlamee oTmenbHO
Obula TIpOWM3BENEHA TMPOBEPKA BIIOKCHHBIX (AWJIOB HA HaJWM4ue yYrpo3 H
NPOCKaHUPOBAH aJpec yKa3aHHOIO B MHUChbMe pecypca (mpu Hannmuuu). Ha pucynke
IPEICTaBlICH OTYET, KOTOPBIA BBIBOJAUT MpOrpaMma IMociie oOpaboTKH KaxKAOro

IIMCbMa.
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HaigeHo 6 HOBbIX NUcCeM.
ObpaboTka nucbma ¢ ID: b'9490"
Email: npuseT, kak gena?
Classified as: Normal

ObpaboTka nucbMa 3aBepuieHa.
ObpaboTka nucbma ¢ ID: b'9491"

Email: https://www.python.org/downloads/
Classified as: Normal

URL ycnewHo oTnpaBneH Ha ckKanupoBaHue: 84ed1861359f79ce6123ebclalf2eb3b6c3ef2bf51e7dc12610a07ce79585214-1706125726
Pe3ynbTaTbl ckaHupoBaHusa URL: 0/91 aHTMBMPYCHbIX ABUXKOB ObHapyxunu URL Kak nogo3puUTENbHbil .

ObpaboTka nucbMa 3aBepueHa.

ObpaboTka nucbma ¢ ID: b'9442"
Email: npusBeT, nocmoTpu QOTKy
Classified as: Normal

Oaiin ycnewHo 3arpyxeH: le8e7f3ecc8794dc5127d701de51753c6b49cddde3d9f09676bd34418eb5eb7a-1706119885
Pe3ynbTaThl cCKaHupoBaHus ¢aitna: 0/62

Qain He pacno3HaH BpeAOHOCHbM HM OAHMM U3 AHTUBUPYCHLIX ABUXKOB.

O®aiin ‘'Photo.png' 6bin yaaneH nocne CKaHWMpOBaHUA.

ObpaboTka nucbMa 3aBepuieHa.

Obpabortka nucbma ¢ ID: b'9443"
Email: Bawa snekTpoHHasa nouTa 6buia BeibpaHa ana ydacTua B onpoce. YTobbl NpUHATL yyacTue W NONYYUTb BO3HarpaxgeHue, OTKpowTe (ailn Ha KoMnbloTepe.
Classified as: Phishing

ObpaboTka nucbma 3aBepueHa.

ObpaboTka nucbma ¢ ID: b'9444°
Email: Jlobasb B Apy3ba B BK?
Classified as: Normal

UR newHo oTnpagne a aHuposanue: 84ed1861359f79ce6123 3b6c3e e7d 610a

Pe3ynbTaTel ckaHuposBanusa URL: 76/91 aHTMBMpYCHbIX ABUXKOB ObHapyxwnu URL Kak nogo3puTenbHblii.
ObpaboTka nucbMa 3aBepuieHa.

ObpaboTka nucbma ¢ ID: b'9445"
Email: Monyuute ckuaky Ha cnefywouyio nokynky! [lns akTuBauuu npeanoxeHust OTKpoiTe (ain Ha KomnbiTepe. He ynycTUTe WaHC CIKOHOMUTB.
Classified as: Phishing

Oaitn ycnewHo 3arpyxet: le8e7f3ecc8794dc5127d701de51753c6b49cddde3d9f09676bd34418ebSeb7a-1706119885
PesynbTaTsl ckaHuposanusa Paina: 60/62

®aiin pacnosHaH BpeAOHOCHbM 60 U3 62 aHTUBUPYCHBIX ABUXKOB.

Oainn 'stealer.exe' 6bn ysaneH nocne CKaHUPOBAHUA.

ObpaboTka nucbma 3aBepueHa.

Pucynox 13 — Pe3ynbpTaT nosiHoit 00paboTKH HOBBIX MUCEM HA HAIMYUE YIPO3

JlaHHBIE aNTOPUTMBI POBEPKH OBLITM COOpaHBI B MPUIIOKEHHE, KOTOPOE TAKKE
HamcaHo Ha s3bike Python ¢ momomieto 6ubmmotexkn PyQt 5 Bepcum (puc. 14).
[TpunokeHne BKIIOYAET B ce0sl MEXaHU3M CaMOOOY4YEHHS, KOTOPBIH CIIOCOOCTBYET
MOCTOSTHHOMY YJTyYIIIEHUIO KadyecTBa OOHapyKeHHs (PUIITMHTA U BPEJOHOCHBIX aTak.
[Tocrne ananm3a Kaxmoro COOOIIEHHS MporpamMma oOpamiaeTcs K IMOJb30BATEN0 C
3alpocoM OIEHUTh MPABUIBHOCTh KIacCH(PHUKAIMU MHUChbMAa — (DUITMHTOBOE WIIH
HOopMaibHOe. OTBET MOJB30BATEN HMCHOJIB3YEeTCS AJs JOMOJHEHHUS 00ydYaroIiero
Habopa JaHHBIX: TUCHMO C COOTBETCTBYIOIIEH METKOH KJ1acca 3aHOCUTCSI B TEKCTOBBIM
JIOKYMEHT, KOTOPBIM BITOCICJCTBUH MIPUMEHSIETCS ISl TOTIOJTHUTEILHOW TPEHUPOBKH
MOJIENIA MAITUHHOTO OOydYeHHsl. DTOT MPOIECC HE TOJBKO TIOBBIIMIAET TOYHOCTH

pacno3HaBaHMsl yTpo3, HO U QJaNTHUPYET CUCTEMY TMOJA cHenuduKy OoOUIeHUs
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KOHKPETHOI'0  IIOJIB30BATCIIA, oOecnieunBasg 0OoJiee INEPCOHAIM3UPOBAHHYIO U

3 PeKTUBHYIO 3aLTUTY.

Py

Maponk:

Pucynok 14 — ®parment untepdeiica mpunoxxeHus

Ha pucynke 14 mpencraBieHO OKHO BXOJa B MHpOrpaMmy, JJisi KOTOPOTO
UCIIOJIB3YETCSl JIOTMH M 1apojb OT mnouTel. [locine aBTropu3anuy 3amyCKaroTcs
AITOPUTMbI CKAHUPOBAHUS BXOSIIMX IMHCEM, TIOCIIE YEro BBIBOJAATCS PE3YJIbTATHI MO

OLICHKE MHUChMa Ha (PUIIMHT U MPOBEPKE CCHUIOK U (hailioB HA BUPYCHI U YTPO3HI.
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3AK/TIOYEHHE

B paMkax JaHHOrO IPOEKTa PEAJM30BAH OYEHb AKTYalbHBI B HACTOSAILEE
BpEMs MHCTPYMEHT, CIIOCOOHBIN pacro3HaTh (PUIMTUHTOBBIC MUChMA. [|elCTBUTENBHO,
OOJBIIMHCTBO (PUIIMHTOBBIX aTaK OCYILIECTBISIETCS HWMEHHO Yepe3 3JIEKTPOHHYIO
nouty. Pe3ynpTaTHBHOCTH pa3pabOTaHHBIX aITOPUTMOB OOYCIIOBIIEHA CIIOCOOHOCTHIO
pacrno3HaTh JaXkKe caMble JOKHBIE MHOTOYPOBHEBEIE (PUIITMHTOBBIE aTaKH.

Co3nanHasi mporpaMMma B aKTUBHOM COCTOSIHUM CIOCOOHA HEMpEPHIBHO
aHAJTM3UPOBATh MOYTOBBIM SIIMK HA HAJMYME HOBBIX muceM. [locTynuBiire nucbMma
nanee 00pabaThIBalOTCA Ha MPEIMET COACPKAaHUS MOAO3PUTENIHLHOTO TEKCTa
coobuienus. Eciu jxe TeKCT MpoBepKy MpoIlesl He YCHENIHO, TO MTUChMO aJrOpUTMOM
kinaccudummpyetcss kak ¢umuHroBoe. Kpome 3Toro, cooOrieHue mpoBepsieTcss Ha
COJIepaHUE CChUIOK M MpUKpEIUIeHHbIX ¢ainoB. [lpu uX mpUCYTCTBUM MalllMHA
MPOU3BOJUT U NX CKAHUPOBAHUE HA HAIUYHE yTPO3.

Takol Moaxox B MOATAITHOM ITPOBEPKE BHOBb NOCTYIMUBIIEH MOYTHI 3aL[UTUT
M0JIb30BATEJSI OT YTEUKH JaHHBIX U 3apaxxeHust Bupycamu. [Iponecc 06paboTku nrcem
IPOTrPaAMMON MPOU3BOJUTCSA JOCTATOYHO OBICTPO, TTOITOMY CO3JAaHHBIC AJITOPUTMBI
CKaHUPOBAHUS COOOIICHUN ObLTM OOBEIUHEHBI B YAO0OHOE IS TMOJIb30BaTENs

NpUIoKeHHe, 00ecreunBaole eMy 6€30MacHOCTb.
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CIIMCOK UCITOJIB3YEMBIX NHCTOYHUKOB
IT.A. KapaceB. NndopmanronHass 0€30MacCHOCTh B KOPHOPATHUBHBIX CETIX

[DnmexTponnsiii pecypc] URL: https://cyberleninka.ru/article/n/informatsionnaya-

bezopasnost-v-korporativnyh-setyah?ysclid=lsm79qnhhx498076160 (mata
obpamenus: 3.12.2023)

J.A. [Tupmtyk. MammmaHOE 00yUueHUE U aHATIN3 JaHHBIX [ DJIIEKTPOHHBIN pecypc|
URL:

https://elib.bsu.by/handle/123456789/270017 ?mode=full&ysclid=lsm761]31z253
183771 (nata obpamenus: 14.11.2023)

IO.. Xumonun. COop m aHamu3 TpeOOBaHUH K MPOrPaMMHOMY TMPOAYKTY
[OmexTponnsiii  pecypc] URL: https://studfile.net/preview/3066071/ (mara
obpamenus: 12.01.2024)
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Hpunoxenue A. OT3bIB

(FEAOBATE
4

DenepallbHOE [OCYIAPCTBCHHOS
SromKeTHOE 06Pa30BATENBHOE YUPEIKICHKS
BBICHIETO 00pasoBaHks
«HanuonanpHLI HecnefOBATeNbCKHH
yruBepcuteT «MOH» (PTBOY «M3H»)
111250, r. Mocksa,

BH.TEp.T. MyHUUHNANBHEIH OKpyr JlehopToBo,
yi. KpacHoxasapmenras, 1. 14, c1p. 1
Ten.: (495) 362-75-60, daxc: (495) 362-89-38
E-mail: universe@mpei.ag.tu
hitp://www. mpel.ac.tu

«_» 20_r

OT3bIB

Ha MPoeKTHYI0 paboTy
(npoexmiyio / uccRed08amenseyio)
1o Teme «Pa3paboTra nporpamMmel s 06HApY/KeHUs H NPE10TBPAMEHHS YIPO3 H yTe1eK

ronduaeHHaILHOI HHGoOpMAaNID>
(Haumernoeanye pabontst)

yuamerocs 10 Kiacca TBOY Hlkomna Nell55

(xracc) (Haumenosanie o8pasoeamenvHoll Op2aHUzaYUL)
Tamyaenxo Jmurphii AugpeeBHd
(pamunus, wus, OMUECHBO (NP HATWIUY), 3GHOHACMCA HA KaANCO020 YUACTHHUKG)

B mpoexre «PaspafoTka mporpaMMbl i OGHApYKeHHs M NPEIOTBPAISHMA  yIPOs M yTeuek
KOH(HACHIHANEHOH WHQOPMALKME»Y aBTOPOM CO3NAH  OHCHL [OMe2HbIH M AKTYanpHBIH B HacTosIiee Bpems
HHCTPYMEHT, KOTOPBIH cTioco0eH MOMO'b TIOJTE30BATEN0 B obHapy>keHHH QHITHHTOBBIX YTPO3.

B manHoi#t paboTe aBTOP CO3aN NPOTPaMMY, HHTETPHPYIOUTYIO METONEI MAILMHHOIO oBydeHHA H COUMATBHON
HrKeHepuH 1 obecnevenns 3(pdeKTHBHOrO OOHapYeHUs H NPEIOTBPAIICHAT BHYTPEHHHX YTPO3 H YTeUeK
KOH(HJCHUMATEHBIX JaHHBIX. B MpOeKTe HArIANHO MPOJEMOHCTPUPOBARE! ITarlkl oOyueHHs U TeCTHPOBAHHA
MO/IE/IH, NpeICTABIEHB Pe3y/IbTaTHl ONpEe/ieseHHs QUITHATOBbIX TICEM C BBICOKOH TOYHOCTBIO, UTO IIOATBEPIKIACT
() hEKTHBHOCTD PEATH3OBAHHOO TIOAX0Aa. Kpome TOro, aBTOPOM CO3/IAH ArOPHTM, KOTOPBIi CKAHHPYET CCHUTKH U
(aiiTel BHYTY MHMCHMA HA HATWYWE Yrpo3. B mpoekre MpUBOIMTCA nofpofHAas KAYSCTREHHAA CXeMa CTPYKTYPh
[POFPaMMB, a TAKIKE [TONHOE ONUCAHHE €€ PeAH3ALHH.

Ilenu paBoOTEl aBTOPOM [OCTHIHYTHI, aKTyalbHOCT TPEACTABICHHBIX B pabore jgocTKeHHiE H HX
HPAKTHYECKas 3HAYAMOCTb B 06MACTH HH(pOPMALMOHHOK 0830TIACHOCTH ABTOPOM MOATBEPHICHEL. PaspaGoraHHbIHA B
paMKax MpoeKTa MPOAYKT crocobeH NPeTyIPENUTE i COBPEMEHHEIC /MIIMHTOBBIS YTPO3BI C PA3NUTHBIMH CIIOMKHbMH
TAKTHKAMM, JUTA 3TOrO @BTOPOM MOHONHHUTENbHO HACTPOEHO camooByuenue Mogens. CTOMT TalkKe OTMETHTE, HTO

BeCh M3JIOXKEHHBIH B paboTe (DYHKUMOHAN B KOHEHHOM BHIC IIPE]T oBoH pUIoKEeHHe, paborocnocoGHOCTE

KOTOPOTO TAKKE HAMMAIHO MPOAEMOHCTPUPOBAHA.

TOTIEHT sMacoB A.K.
(QoRAHCHOCD) . 0. Qamunus)
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