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AHHOTALIA

Lens pa®oThI - cO3aHUE TPUIIOKEHUS, BBIMOIHSIOIIETO TeHEPAIUI0 00IIEeTo
KJIFO4a JUI1 OTPABUTENA U NOJIydaTesisi 0e3 00MEHa JaHHBIM KJIFOYOM IO OTKPBITOMY
KaHaldy CBS3U. 3aJaud, peaqu3yeMble B JTAHHOW HAYyYHO — MCCIEA0BATEIbCKOU
paboTe MOCTATOYHO AaKTyaldbHbl, TaKk Kak B 21 Beke MNOTpeOHOCTHh JIOACH B
3alIUIIEHHOCTH X JIUYHON HH(OPMALIUK PE3KO BO3POCIIa, a MPH MOMOIIH YTUIIUTHI,
MPEJIOKEHHOW B JIAHHOW paboTe MOMXHO OCYIIECTBIISITH O€30MacHylo mepeaady

I/IH(bOpMaI_[HH I10 HC3aIIIUIIICHHBIM KaHaJIaM CBJ3H.

[IporpaMMHBIil IPOAYKT BBINOJIHEH B BUJE YTWIHTHI, paboTarolell Kak B
OKOHHOM PEXHME, TaK U MOJHOAKpPaHHOM. [IporpaMMHbIi POAYKT NpEACTaBISET
co00i MPUIIOKEHHE, BBIMOJIHSIIONIEE HEKOTOpbIE NMpeoOpa3oBaHUs C OOJBIIMMHU
MPOCTBIMU YUCJIAMH JJIsi TEHEpAIMK OOLIEr0 CEKPETHOTO KIItoYa ISl HECKOJIBKUX
II0JIb30BAaTEIIEH.

B ocHOBHOIl 4acTu paboOThl NPHUBEACHBI CYIIECTBYIOIIUE MPOTOKOJIBI
reHepanuu oOIIero kiwoua, moJpobHo omucan npotokon Juddu - Xemnmana,
MPOBEICH KpaTKWW aHalliu3 JAaHHOTO MPOTOKOJa, a TakKKe OIMUCAaHbl 00J1acTh
MPUMEHEHUSI OCTaJbHBIX MPOTOKOJIOB. OO03HaueHa mpobieMa, KOTOPYIO MOKHO
PELINUTh IPU TOMOILH, IPEIIOKEHHON MHOW YTUIIUTHI.

B npakTudeckoit yactu paboThl MPUBEJIECHBI HEKOTOPBIE TAIbl Pa3pabOTKU
POrPaMMHOr0 MPOJIYKTAa W ONMUCAHbl OCHOBHBIE KOMIIOHEHTHI pelieHus. Takxke
ONMKCAaHbl OCHOBHBIC ATambl PabOTHI C CO3JaHMEM HHTepdeiica s yTUIUTHI,
npuBeAeHa NOAPOOHASI MHCTPYKIMS IO UCIOJIB30BAHUIO TPOTPAMMHOTO MTPOJIYKTa,
OMKCAHbl AHAJIOTYU MPOTPAMMHOI0 MPOAYKTA, CYIIECTBYIOLIUE HA TAHHBII MOMEHT,
COCTAaBJICHBI TIEPCTICKTUBHI TaJIbHEUIIIEH pa3paboTKH.

HoBu3Ha pa3paboTku 3akirovaeTcss B TOM, 4YTO B OTKPBITOM JIOCTYIIE
MOTI00HBIX MPOTPAMMHBIX MPOAYKTOB Majio. Ho maxke Te, KOTopbie CyIeCTBYIOT, HE
BCErJa COOTBETCTBYIOT KPHUTEpPUAM, HEOOXOIUMBIM JJii KOPPEKTHON paboTh

MOJIb30BATEIICH C JaHHBIM YTHUJIMTAMHU.
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BBEJIEHNE

B xome pa3BuTus cucreM oOMEHa M 3amUThl MH(POPMAIUA BO3HHUKAJIO

MHOKECTBO MPOOJIEM, CBA3aHHBIX C Tiepenadeii mHGOpMAaIIIH.
Onny 13 3TUX TTPOOIIEM MOKHO CHOPMYITHUPOBATH TAK:

[Ipenmnonoxum, Mbl XOTUM  OOMEHSTBCS  IHUCBMOM,  COJEPKALIUM
KOMMEPUYECKYIO TaliHy, MO 3JEKTPOHHOM MoYTe (PIEKTPOHHAS MOYTa - OTKPBITHINA
KaHaJl CBfA3M, IIOCKOJbKY COOOIIEHHS Ha IIOYTOBOM CEpBEpE XpAHATCA B
He3ar(ppoBaHHOM BHJIE ¥ IOATOMY OHHU JIOCTYIHBI CACTEMHBIM aJIMUHUCTPATOPAM
TUX CepBEpOB). B mpuHIMIE, 3TO HE CI0XKHO: OTIHPaBUTENb OEPET MPAKTUUECKU
nroboii apxuBatop (7zip, Winrar ¥ T.I1.) U apXUBUPYET CBOE COOOIICHUE, YCTAHOBUB
Ha apxuB mnapoip (kirov). Takod 3ammpoBaHHBIA apXWB OH OTIPABISAET
NOJTy4YaTelNto, a Moxydarelb, 3Has apoib, €ro pacumdposbiBaeT. Kak noixydarens
y3HaeT kiou? Jlas 3Toro ero Toke HEOOXOIHMMO Iepenarh OT OTIPaBUTENSA K
nonyyarento. Ho kak? He cramem »xe MblI nepenaBaTh Mmapojp IO TOMY Ke
OTKPBITOMY KaHaJly CBS3M, a €CIM Mbl IepeJaauM Iapoyib OT apXuBa B

3amu(poBaHHOM BHUJIE, TO KaK NIEPENaTh KIIOY JJIs paciin(poOBKH.

B cBsi31 ¢ 5TUM BO3HHKAET BOMPOC O TOM, KAKUM 00pa30M MOKHO 00ECTICYHUTh
oOMeH HH(OpMaIMel MO0 OTKPHITOMY KaHaly CBS3HM, MPH 3TOM COXpaHss e
CEKPETHOCTb. [IJ1s OCyIIeCTBIEHUSI TAKOTO 0OMEHA HE0OXOJUMO pealn30BaTh OJUH
U3 aNrOpPUTMOB CHMMETPHYHOTO WM acuMMeTpuuHoro tmudpoBanus. I[lpu
UCIIOJIb30BaHUU ACUMMETPUYHBIX MPOTOKOJOB HIM(PPOBAHUS MOJIydaTeab CO3AAET
JIBa CBS3aHHBIX JIPYT C APYTOM KITFOYa: OTKPBITHIN U pUBATHBINA. OTKPBITHINA KITIOY
MO3BOJISIET TOJBKO IIM(poBaTh cooOlIeHue, a s paciudpoBKU TpeOyeTcs
OpuUBaTHBIN KJIH04. OTKPBITBIA KIIIOY MOJy4aTelb MNeperaéT OTIPaBUTENO I10
Jr000My KaHally CBSI3M, €CJIHM 3JIOYMBIIIJICHHHUK €ro MepexBaTUT, TO, KaK WU

OTIPABUTEIb, CMOXKET TOJIBKO MIM(POBATH COOOIIEHUS, a pacIM(pOBBIBATH - HET.



[lo cpaBHEHHIO ¢ CHMMETPUYHBIMH POTOKOJIaMH MHU(poBaHUs (3TO CrIOCOO
M(PPOBaHUS AHHBIX, IPH KOTOPOM OJIMH M TOT K€ KJIIOY HCHOJB3YETCS W IS
KOJMPOBAaHUS, M IS JEKOJUPOBaHMS HMHPOpPMALMK) acCUMETpU4Hble OoJee
CIIO)KHBIE B peanusauuu. Kpome Toro, acuMMmeTpuuHble KpUNTOrpaduueckue
CHCTEMBl, KaK TPaBWJIO, YSA3BHUMBI K aTake C HCIOJb30BaHHE KBAHTOBBIX
BeruuciieHuil. [loaToMy Ha AaHHBIM MOMEHT [T UpPOBaHK HHPOPMAILIUU 4acTO
UCIIONB3YIOTCS. CHUMMETPUYHBIE aJTOpPUTMBI, a TeHepauus oOIlero Kimooua
OTpPaBUTENSI W TOJyYaTesisd OCYIIECTBIIACTCS C TOMOIIBIO CIENUaTbHbBIX

KpUNTorpadguyeckux mpoTOKOJIOB.

CHUMMeETpUYHBIE aNTOPUTMBbI IPUMEHSIOTCA I UG POBaHUS COOOIIEHUN B

MECCEHKEepax, B OJIoKUelHe Uil U(POBAaHUS JAHHBIX O TPAH3AKLUAX.

OnHuM H3 aJrOpUTMOB, MCHOJB3YEMBIX B MPOTOKOJAX T€HEpaluu OOIIEero
Kitoua, siBnsgerca anroput™ Hudbdu — XemniMana, nmpu NMOMOIIM KOTOPOTO s
peanu3oBaiga TporpaMMHBIM MOpoayKT «Pa3paboTka KaiabKysasiTopa OOIIEro

CEKPETHOT'0 KJIK0Ya ¢ UCIOJIb30BaHuEM NpoTokoia Judpdu-Xemmanay.



1. OCHOBHAA YACTb

1.1. CIIMCOK TEPMHMHOB, UCITOJIb3YEMBIX B PABOTE

YTinauTa - BCmoMoraTenbHas KOMIBIOTEpHAs MpOorpaMMa B COCTaBE OOIIIETO
MPOrpaMMHOr0 OOECHeYeHUs! JJI BBITOJHEHHS CHEIUATM3UPOBAHHBIX THUIIOBBIX

3aJlay, CBSI3aHHBIX C paboToi 000pya0BaHus U onepannoHHOoM cuctemsl (OC).

bubmmotéka - cOOpHUK MOANPOTrpaMM WIIH OOBEKTOB, UCIIONB3YyEMBIX IS

pa3zpabotku nporpammHoro obecnieuenus (I10).

Wutepdéeiic - rpanuna Mexay AByMs (GYHKIMOHAIBHBIMH OOBEKTaMH,
TpeOOBaHUSI K KOTOPOM OINpPEAENsAIOTCS CTaHAapTOM; COBOKYIIHOCTb CpPEJCTB,
METO/IOB M TMpaBUJl B3aUMOACHCTBUS (YyIpaBiECHHUS, KOHTPOJIS U T. 1.) MEXIY

DJICMCHTAMU CUCTCMBI.

Peectp Windows - mepapxuyecku MOCTPOCHHAS 6asa gaHHbix TAPAMETPOB U

HaCTPOCK B OOJILIITUHCTBE OIICPALITMOHHBIX CUCTEM Microsoft Windows.

[IpocToe uncno - HaTypaldbHOE YMCIO, UMEKOIIEE POBHO JBAa PA3JIUYHBIX
HATypaJdbHBIX  JENUTENS: eIuWHuIly U camo cebs. Bce  ocranbHbie

HaTypaJIbHbIC YHCJIa, KPOMC CAMHUIBI, HA3IBAOTCSA COCTABHBIMMU.

Anroputm  lubdbu - XemimaHa - KpuUOTOrpapuyecKuid MPOTOKOI,
MO3BOJISIONIMN JIBYyM W 0o0jiee CTOpPOHAM MOJYYUTh OOLIMH CEKPETHBIA KoY,

HCIIOJIb3YyA HGSaHlHHleHHBIfI OT MPOCIIYHIMBAHUS KaHaJl CBA3U.


https://ru.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%B0_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/Microsoft_Windows

1.2. IOCTAHOBKA 3AJJAYU

Lleapto pabOTBI  SABIASETCA CO3MaHUE TIPHUIIOKCHHS, BBITOJHSIOIICTO
reHepaluio o0IIero CEKpPEeTHOrO KIIoYa JJisi OTpaBUTEIIS U MoJiydaTens 0e3 oOMeHa

JAaHHBIM KJIFOYOM 110 OTKPBITOMY KaHaJly CBA3U.

OnHol W3 OCHOBHBIX 3ajiay, MpU pa3paboTKe NAHHOTO MPUIOKEHHS ObLIO
CO3aHMe MOHATHOTO HHTEpdeiica, yI0OHOTO B MCIOIB30BaHUH. A TaK)Ke 0100p 1
CO37[aHHE aJTOpPUTMa, KOTOPBIA OYIET BBHITOIHITHCS MPOrpaMMOM 3a HAaMEHbIIIee

BpEMsi, IPU 3TOM HE BJIMSIS HA KOPPEKTHOCTh PaOOThI MPUIIOKEHHUS.

I[JI?I JOCTHIKCHHA MOCTaBJICHHOM OCJIn U PCHICHUA AAdHHBIX 3aldad OBLIN

MPEINPUHSTHI CICTYIOIINE JCUCTBUS:
- n3ydeHue aaroput™a {uddu — Xemnmana,;
- CO3/laHUe 1 CpPaBHEHHE HECKOJIbKUX BapHaHTOB UHTepdeiica;

- peain3anusa onepauﬂﬁ ¢ OOJBIIMMH YUCIIAMU JJI1 CO31aHMs CTOMKOIO K aTakam

KJII0Ya,
- co3/laHue reHepaTopa OOIBIIUX MCEBIO - CIyYalHbBIX YHUCEIT;
- peanu3anus aaropuTMa IPOBEPKH YKCiIa Ha MPOCTOTY;

- peanu3auus npoieaypsl mpeoOpa3oBaHus YUCia B MOCIEA0BATEIbHOCTD

TEKCTOBBIX CUMBOJIOB,

- peanu3arust padboThl ¢ peectpamu Windows.



1.3. ITPOTOKOJIbI 'TEHEPALIMN OBIIET'O KJIIOYA

B xome aHamm3a BO3MOXKHBIX BapHaHTOB pEaU3ald MPOTPAMMHOTO
NPOJIYKTA, S PACCMOTpENa HECKOJIbKO BUIOB KPUNTOTPAPUUECKUX IMPOTOKOJIOB
reHepaiuu o0IIero KIoya.

COI'JTAIEHME Ob OBO3HAYEHN A, BCTPEHAIOILIMXCS TTPU

OIIMCAHUNUN AJITOPUTMA JUODU - XEJUVIMAHA

— Aunmuca, bo6, TpeHT, 310yMBIIIICHHUK. .. — HMEHa M0JIb30BaTENEeH,

BCTPEYAIOIIUXCS B IPOTOKOJILHBIX cOO0IIeHUsIX. IHOTIa BMECTO HUX

HCIIOIB3YIOTCS a00peBuarypsl A, B, T, M...

— Amuca — boOy: M. Anuca noceutaet boOy coobmienue M.
Crneundukaiys mpoToKoja IpeICTaBIsIeT COO0H MOCIeI0BATEIFHOCTh TAKUX

COOOIIEHUH.

— {M}K — 3ammdpoBaHHBI! TEKCT, MPEACTABISIFOIINI COO0H cooOIIeHUE

M, zammdppoBanHoe kirodoMm K

— K, Kab, Kat, Ka... — xpunrtorpadudeckue kioun, rae Kxy — xirod,
pa3AeeHHBIA MEXTY MOJIb30BaTENAMU X U Y, a KX — OTKpBITHIN KIIIOY,

MPUHAJJIC)KAITAN TTOJIB30BATEO X.

— N, Na... — oaHOpa30BbI€ cilyyaiiHbie yncia. Yucimo NX reHepupyercs

OJb30BaTEJIEM X.

1.3.1. ITIPOTOKOJI ANDDU - XEJIJIMAHA

Anroputm Jluddu - Xenmmana mo3BossieT IBYM UK 00Jiee T0JIb30BaTeIsIM
OOMEHSThCS 6€3 TOCPETHUKOB KITIOUOM, KOTOPBIA MOXKET OBITh UCIIOIb30BaH 3aTEM

JUTSl CAMMETPHUYHOTO UG POBAHUS.

OIIMCAHMUE ITPOTOKOJIA

- IIpennonoxum, cyniecTByet 1Ba aboHeHTa: Anuca u boO.



- Ob6oum abOHEHTaM M3BECTHBI HEKOTOPBIE OOIIEOCTYMHbIC uncia 9 u P,
1 Dran

- Anmca reHepupyeT O0JbIIOE YUCIIO - (1, BEIYUCISIET coodmenne A u
nepecbuiaeT ero booy:

Alice - {A = ¢" mod p} — Bob.

- bo0 renepupyer 60JbIIIOE YKCIIO - b, BEIYHCIAET coodmenue 5 u
nepechlIaeT ero Anuce:

Bob — {B = ¢" mod p} — Alice

[Tpenmnonaraercs, 4To 3710yMBIIUIEHHUK MOXKET MOJIy4YUTh 00a 3TUX 3HAUEHHUS, HO
HE MOJAU(PUIIMPOBATH UX.

2 DJran

Annca Ha OCHOBE MMECIOIIETOCs Y HCEC 4ucJia i U IIOJIYUYCHHOI'O I10

ceTu BB BBIUMCIISET 3HAUECHUE
- a _ _ab
K, =B"mod p=g" mod p

Bo6 Ha 0CHOBe UMEIOIIEroCs y Hee Yrcia b u moxydeHHoro mo

cetr A BbIUMCIISIET 3HAUYCHUE
Kg= A" mod p= ¢® mod p,
Kax HetpyaHo BuaeTh, y Anrcsl 1 boba noayyunoch OJHO U TOXKE YUCIO
K =¢™ mod p
Ero oHM 1 MOTYT HCIIOJIB30BaTh B KAYECTBE CEKPETHOTO KITIOYA.

[Tpoananu3upoBaB HEKOTOPHIE TIPOTOKOIBI U MPoToKoa Juddu - Xemnmana,
g moHsa, 4To npoTokon ubdu—Xemimana otnudaercss or OOdbIIeH dYacTu
IIPOTOKOJIOB  PACIpPOCTPAHCHUS KIIOYEH TEM, YTO HE WCIONB3yeT Jpyrue
Kpunrorpadpuueckre TPUMUTUBEI (GYyHKIIMU mU(PpPOBaHUS, dIEKTPOHO-IIUPPOBOH
MOJMKUCH WM XCIIUPOBAHUS), HO caM MO ceOe SBISETCS B HEKOTOPOM CMBICIIEC

KpUNTOTpaUueCKUM TPUMUTUBOM JUIsl TOCTPOEHUS 00JI€€ CIOKHBIX MPOTOKOJIOB.



OH o0ecrnieunBaeT reHepaluio CIy4aiiHOro 4ucia B pacnpenenaéHHol cucreme 6e3
noBepeHHoro meHtpa. [lpuuém HU o/HA W3 CTOPOH HE MOXKET 3aCTaBUTH JAPYTYIO

CTOPOHY HMCITOJIB30BaTh CTAPbI CECCUOHHBIN KIIHOY.

B cBsi3u ¢ 3TUM 8 pemmiia, 4To HauOosiee MPABUIBLHO U KOPPEKTHO OyaeT
UCIOJIb30BaTh UMEHHO TpoTokon [uddu — Xemimana sl BHINOTHEHUS 3aa4H,
peraeMoil MHOM B JaHHOU pabote. Takke MOXKHO CKa3aTh, YTO MCIOJb30BaHUE
anroput™Ma lubdu — XemimaHa U ero peanuzanus Hauboliee 3KOHOMHYECKHU
BBITOJIHA [IPY PELIEHUH MMOCTABJIECHHOM 3a1a4uM (TaKk KaK M0 CPABHEHHUIO C IPYTUMU
MPOTOKOJIAMH, B JI@HHOM [MPOTOKOJIE HCMOJB3YETCsl YIPOUIEHHBI BapUaHT
MaTE€MaTUYeCKOro ajiropuTMa, MpU 3TOM JIaHHAas OCOOEHHOCTh HE BIIMAET Ha

KaueCcTBO pabOThI pean3yeMoro MHOM MPOrpaMMHOTO TPOIYKTA).

1.3.2. HEKOTOPBIE ITPOTOKOJIbI AYTEHTU®UKALIM HA OCHOBE
AJITOPUTMA TNODU - XEJIJIMAHA

nporokoabl MTI

[Iporokonst MTI - cemelCTBO IPOTOKOJIOB pacpeieNieHus  KIIoUeH,
pazpadotannbie T. Mamymorto (T. Matsumoto), U. Takacura (Y. Takashita) u X.

Nman (H. Imai) 1 Ha3BaHHble 10 UMeHaM aBTOPOB. [IpoTokonst MTI nensitcs Ha

TpH Ki1acca npotokojos: MTI/A, MTI/B, MTI/C.
nporokoJ Kupo

[IpoTokon - kpunrorpadguuecKkuii MPOTOKOJI, MO3BOJISAIOIINNA IBYyM CTOPOHAM
HOJy4YUTh OOLIMI CEKPEeTHbI K04, HE HCIOJIb3Yys SBHYIO CEPTHU(PHUKALUIO.
[Tony4yeHHBIH KIFOY UCHOJB3YETCs A MHU(PPOBaHUs JajdbHENIeil oOMeHnBaeMOoi

uH(GOPMAIIMU C TIOMOIIBI0 CHMMETPUYHOTO aJITOPUTMA ITHU(PPOBAHUSI.
nporokoa STS

[Mpotokon STS (Station-To-Station) - mpoTokon (HOpMHUPOBAaHHUS OOIIETO

KJI0Ya C B3aUMHOM ayTeHTU(HKAIMKU CTOpoH. SBisercs Moauduxauen

10



npotokona Juddu-Xennmana, 3aumEHHOTO OT aTaku "TpeTH MEXIy" 3a cuér

MCXaHH3Ma aYTCHTI/I(i)I/IKaHI/II/I.

11


https://ru.bmstu.wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%94%D0%B8%D1%84%D1%84%D0%B8_%E2%80%94_%D0%A5%D0%B5%D0%BB%D0%BB%D0%BC%D0%B0%D0%BD%D0%B0

2. [IPAKTUYECKAA YACTb
2.1. UCITIOJIb3YEMbIE METO/IbI

JIist pa3paboOTKH TPWIIOKEHUSI HCIOIB30BAIMCH S3BIK MPOTPAMMHUPOBAHHSI
Python3 u cpena nporpammupoBanus PyCharm. /lannas cpena Obuia BeIOpaHa B
CBS3M C TE€M, YTO OHa O0O0JIaJaeT JOCTATOYHBIM HA0OPOM HWHCTPYMEHTOB IS
yIOOHOTO U OBICTPOTO MPOTOTHITMPOBAHMSI TIPOrpaMMHOTO TipoaykTa. (Hampumep,
UHTEPIIPETATOPOM — MTPOrpaMMa, BHIMOIHSIONIAs MPEoOpa30BaHKE MICEBI0 — KO/IA B

MaIllMHHBIH. )

bubnnorexka  TKinter. buOmmoreka mnpuMeHsach JUIS  CO3JaHUSA
rpaduUecKoro moJib30BaTeIbckoro uHTepdeiica. Co3maHue BH3yallbHOW YacTH
IIPOrPaMMHOTO TPOJYKTa OBLJIO PEeaii30BaHO C IOMOIIBI0O METOJ0B U (YHKIUH

TAaHHOU OMOJIMOTEKH.

bubmmorexa Winreg. bubnnoTeka ncnosb3oBaiach s paboThl ¢ peecTpaMu

Windows.

2.2.1. AEMOHCTPALUA HEKOTOPBIX YYHACTKOB KOIA

Lenpro mpakTU4YecKOl yacTh padOThI SBJIsIACh pa3paboTKa MPOrpaMMHOTO

obecniedeHus 1JIs aIropuTMa reHepany yCTONYMBOTO K oA0opy KIIroya.

[IpencraBiieHHBIM HUXE YYaCTOK KOJA SIBJISETCS pEeAIM3alUEd alropuTMa
Huddu — Xennmana (peanuzaiys onepanuii ¢ OOJBIIMMHU YUCIIAMH JJIS CO3AaHUs

CTOMKOTO K aTakaM KJIF0Ya) U BBITIOJHSECT (PYHKITUIO CO3/IaHUS TTapaMeTpoB ( U g.
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@classmethod
def calc_q(cls, k: int) -> int:
qg=2%*(k//2)+1
while True:
if cls._miller_rabin(qg, 5):
p=2%*qg+1
if cls._miller_rabin(p, 5) and cls._miller_rabin(q, 150) and cls._mil
ler_rabin(p, 150):
break
q += 2
return q
@classmethod
def calc_g(cls, q: int) -> int:
p=2*q+1
g = random.randint(q // 10, 2 * q)
while pow(g, q, p) == 1:
g = random.randint(q // 10, 2 * q)
return g

JUis  KOpPpeKTHOH paboThl alropuTMa MPOTrPaMMHOIO HPOAYKTAa C
ucnojs3oBanueM mnpotokona udpdpu — Xemnmana TpeOoBasoch pean3oBaTh
QITOPUTM TPOBEPKM YHCEN Ha MpocToTy. B Xxome mogdopa alroputMoB IS
pelleHrss AaHHOHM 3aJauyd, ObUIO PealM30BaHO HECKOJIBKO aJIrOpPUTMOB, HO IpPH
IIPOBEPKE MX KOPPEKTHOCTU OKA3aJIOCh, YTO BpPEMsl, 3aTpayMBaeMoe Ha padoTy
JTAHHOTO aJTOPUTMa CIUIIKOM BEJIMKO B MaciiTabax pemaeMod MHOW 3amgaun. B
CBSI3M C 3TUM OBUIO pEIIEHO pean3oBaTh anroput™ Mumnepa — Pabuna. O
MO3BOJISIET  OCYIIECTBIIATh MPOBEPKY 256-OMTHOrO uMcia HAa IPOCTOTY.
[IpencraBieHHBIN HUKE yYACTOK KOJA SIBIISIETCS peanu3anuen anroputMa Musuiepa
— Pabuna. ®yunkius miller rabin Bei3biBaeTcs 4 pa3a: aBa pasa 1js TECTUPOBAHUSA
q ¥ JBa pas3a I TECTUPOBAHUS p. DTO CHEJIAHO JUJISl YCKOPEHUS MOUCKA, IEPBBII
BBI30B CIIY>KUT, YTOOBI Cpa3y OTCEATh SBHO MPOCTHIC YMCca p WK . ApryMeHT k
¢bynkuun miller_rabin oTBedaer 3a KOJMYECTBO AJIEMEHTAPHOE TECTUPOBAHUH MO
anroputMy Mmuiiepa-Pabuna, a Kaxaoe 3J€MEHTapHOE TECTUPOBAHME CHHKAET
BEpPOSITHOCTh OIMIMOKM mnpumepHo B 1/4 paza. Takum o00pazoM, €cCiIM YHUCIO
AIIEMEHTAPHBIX TECTUPOBAHUN MPUMEPHO PABHO YHUCIY OUT B TECTUPYEMOM UHUCIIE,

TO OLIMOKA MPAKTUYECKHU UCKITIOYEHA.
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@classmethod
def _miller_rabin(cls, n: int, k: int = 100) -> bool:
if n==2or n ==
return True
if not n & 1 or n <= 1:
return False

def _check(input_a: int, input_s: int, input_d: int, input_n: int) -

> int:
x = pow(input_a, input_d, input_n)
if x ==
return True
for _ in range(input_s - 1): # O(N)
if x == input_n - 1:
return True
X = pow(x, 2, input_n)
return x == input_n - 1
s =0
d=n-1
while d % 2 == 0:
d >>=1
s +=1
for _ in range(k):
a = random.randint(2, n - 2)
if not _check(a, s, d, n):
return False
return True
@classmethod

def next_prime(cls, i: int, k: int = 10) -> int:
while not cls. _miller_rabin(i, k):
i+4=1
return i

B cBs13u ¢ TeM, YTO 32 OJIMH CEAHC M0JIb30BATEb MOKET OOIATHCS HE C OTHUM
KOHTPAareHToM, a ¢ HECKOJIbKUMH, BO3HUK BOIPOC O TOM, I'/I€ XPAaHUTh KIIOYU B
TEUEHHUHU ceaHca. XPaHUTh KIHOUYH B TEKCTOBOM (haiiie Hebe30MmacHo, a MPeIoKUTh
M0JI30BATENIO XPAHUTh KIIIOUU B (PU3MUECKOM BUE (HalpuMep, Ha JIMCTe Oymaru)
HEPaLMOHAIIbHO, YYUThIBasl UIMHY Kitoda. [loaToMy OBIJIO HPUHATO pellieHue

OCYILIECTBUTh pabOTy C peecTpamMu, U COXPaHATh KJIHOYH TyAa. [ BeIMOJIHEHUS
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3TOM 3amauyM ObuTa Hcmonb3oBaHa Oubmmnorexka Winreg. IlpencraBieHHbI HIbKe

Yy4acTOK KoJia IBJISIETCS peanu3aiueit pabotsl ¢ peectpamu Windows.

import winreg

REG_PATH

= r"SOFTWARE\DH_CALC\Data"

def set_reg(name, value):

try:

winreg.CreateKey(winreg.HKEY_CURRENT_USER, REG_PATH)
registry_key = winreg.OpenKey(

winreg.HKEY_CURRENT_USER,

REG_PATH,

e)

winreg.KEY_WRITE
)
winreg.SetValueEx(registry_key, name, ©, winreg.REG_SZ, value)
winreg.CloseKey(registry key)
return True

except WindowsError:

return False

def get_reg(name):

try:

registry_key = winreg.OpenKey(
winreg.HKEY_CURRENT USER,
REG_PATH,
9,
winreg.KEY_READ
)
value, regtype = winreg.QueryValueEx(registry_ key, name)
winreg.CloseKey(registry key)
return value

except WindowsError:

return None

Peanuzamus reHepaTtopa OOJBIIMX IICEBAO - CIy4alHBIX Yucen Obuia

OCYHICCTBJICHA ITPH ITOMOIIN y49aCTKa KOJad, IPpEACTABIICHHOTO HHIKC.

k = random.randint(pow(2, 189), pow(2, 191))
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Taxke npu HamMCaHUU MPOrpaMMbl ObUTIA OCYIIECTBICHA peaau3alus
IpOLETypbl IPEOOPa30BaHUs YUCIA B MOCIEA0BATEIBHOCTh TEKCTOBBIX CHMBOJIOB

(undpoBoii Kit0U OBLT IPEOOPa30BaH B TEKCTOBBIH).

2.2.2. CO3JJAHUE U CPABHEHUE BAPUAHTOB MHTEP®ENCA

Jns  cosmanms  uHTepdeiica ucmoip3oBaidack Oubmmoreka  Tkinter.
OcCHOBHBIMH TpeOOBaHUAMU K HHTEp(]eiicy ObLIN yA100HOCTh U IOHITHOCTD. B x011€e

pa3pa60TKH HHTep(beﬁca s pacCMOTpPCIIa HCCKOJIBKO BApHUAHTOB.

B mepBom Bapmante mHTepdetica (puc. 1) s oOHapyKuia ONpeneICHHYIO
HEeJOTUYHOCTh. Hampumep, 1moip30BaTeto ObIJI0 Obl HEMTOHSATHO, KaK UCIIOJIb30BATh
JAHHYIO0 MPOrpaMMy, KaKyrO MOCIEI0BATEIbHOCTh JEHCTBUN HY>KHO BBIIOJHSATD.
Jnst Toro, yToOBl pelIUTh JAHHBIA BOmpoc s Jo0aBmia okHO «llomomiby. Takxke s
3aMETHIIa, 4TO MPHU pabOTe ¢ HECKOJIBKUMU KOHTPAreHTaMHU MOJb30BaTEII0 HY>KHO
I71e-TO0 XPaHUTh MAPOJIU, MOITOMY Obla JOOABJIEHO OKHO «PEECTpP», B KOTOPOM
MIPOU3BOIUTCS COXpaHEeHHE mapoiieid B peectp Windows. 3aBepIiuB JaHHBIA dTam
pazpaboTku uHTEpdeiica, 1 nonpoOoBaia CMEHUTH BET (DOHA YTUIUTHI, HO CMEHUB

ero (puc. 2), moHsja, YTo NePBOHAYAIBHBIN IBET BBHITISIIUT HAauOOJIee TapMOHUYHO.

Takum oOpasom, s MpuIiia K OKOHYaTEILHOMY BapuaHTy UHTepderica,

KOTOPBIN TIPOJEMOHCTPUPOBAH Ha pucC. 3

§ Kansxynatop kntoueit ans npotoxona Auddu-Xenmana - [} by

Pexum oTNpaenTens Pexum nonyuarens
Bawu nuunsiit napons (HUKOMY ero He coobuaiire)
123

CrevepwposaTs apyrwe oTkpbiTbie Kn04M P G ‘

Orxpuimoiit knroy P: 3306453098059237858824334370952073099122295323936952279763
Omxpuiroit kmou G: 1799690951711835320401350080772011372332339888256810095293
Co3aams coobuienne Ana OTNPAEKN KOHTPAreHTy !

Otnpaeste 370 coobuyenme KOHTparenTy
Beeaute coobusenne ot konTparenTa (xkmoum P, G, B)

Botumcams oBumii napons
Bavu 06umii napons (HMKOMy €ro He nepeaasaitre)
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’ Kanbkynatop kntoueit gna npotokona Audpu-Xennmana = a

Pexun otnp Pexum nony Momowye Peectp

Bawu nnuHbIi napons (HUKoMy ero He coobLuaiite)

[123

Crenepupoeats Apyrue oTkpbiTsie ktouu P u G |

Orkpoireiit knroy P: 3306453098059237858824334370952073099122295323936952279763
Otkpoimeiit karoy G: 1799690951711835320401350080772011372332339888256810095293

Co343Tb COOBLLEHNE ANA OTNPAEKN KOHTPAreHTy I

OTnpasbTe 370 COOBLLEHUE KOHTPAreHTy

Beeawte coobuenne ot konHTparenTa (karoun P, G, B)

Beiuncants 0Buymit napons

Baww o6Lymii napons (HMKOMY €ro He NepeaasaiiTe)

CoxpaHuTe B peectp

Puc. 2

' Kanekynstop watoueli ans npotokona Aubdu-Xenimaqa - O

Pexnm oTnpaenTens Pexam nonyvatens lMomoww Peecrp

Baw nnurbiit napons (Hukomy ero ne cooBuuaiite)

123

Crenepupogate apyrme oTkpeiTsie ktoum P u G |

Ovxpeitent Koy P: 3306453098059237858824334370952073099122295323936952279763
Ovxpeireiit Koy G: 1799690951711835320401350080772011372332339888256810095293

Co3gats coobuyenne Ana OTNPABKW KOHTPAreHTy |

Otnpaeste 370 coobLyeHe KOHTpareHTy

Beeawute coobuienne ot konTparenTa (kntoun P, G, B)

Boiuncants oBbuymit napens

Baw o6uyiit napons (Hukomy ero He nepeaasaiite)

CoxpanuTe & peectp

Puc. 3
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2.2.3. UHCTPYKIUA 11O UCTIOJIB3OBAHUIO YTUJINTHI

1) BeiOepute BKIaKy B 3aBUCUMOCTH OT TOr0, keM BBl siBiisieTech (OTIpaBUTEIEM

VI TIOJTy4YaTesIeM)

2) BBenute B BepxHee IMOJE€ CBOEH BKIAJKUH CBOM JIMUHBIA Mapoyib (TaM IO

YMOJTYaHUIO HAXOJUTCSA TPEXZHAYHBIN M1apOJIb)

3) CrenepupyiTe 3aHOBO KIIFOUH P U (

[anee Bamm neicTBUsA 3aBUCAT OT TOrO, OTIIPABUTENb Bl WM MOJTydaTeb.
Ecnu Bel oTnipaBUTEND, CIEAYUTE CIEAYIOIIMM HHCTPYKLIMAM:

1) Haxxmute knonky "Co3aaTe cOOOIIEHUE 17151 OTIPABKU KOHTPareHry';

2) U3 maHHOro OKOIIKa CKOMHUPYHTE COOOIIEHHE U OTIPaBbTE €ro KOHTPAreHTy

(mosrygaTento);

3) [lony4uB OT KOHTpareHTa OTBETHOE COOOIICHHE, BCTABLTE €TI0 B OKOIIKO HIKE;
4) Haxxmute KHOTKY "Bblayuciuth 001Imii maposip".

Ecnu e Bbl monydarens, TO CIeayruTe CIECAYIOIMUM HHCTPYKIIUSAM

1) IlomyuyuB OT KOHTpareHTa (OTHpaBUTENs) COOOIIEHHE, BCTaBbTE €ro B

COOTBCTCTBYIOIICC OKOIIKO,

2) Haxxmure kHomnky "Co3nath cooOIIeHHe JIsl KOHTPAareHTa U BBIYUCIUTD OOITUi

napoJip";

3) W13 okollka HUXE CKOMMPYHTE COOOLIEHHWE M OTMIPABbTE €ro KOHTPATrE€HTY

(oTTIpaBUTEINIO).

2.3. AHAJIOI'

[TonHbIX aHaANOroB MpOrpamMMbl HaWaeHO He ObL1o. Ha maHHBIE MOMEHT
CO37aeTCsl MaJIO€ KOJUYECTBO MOJTOOHBIX MPUIIOKEHUM, a T€, KOTOPhIE CO3/Iar0TCH,

HC HaXOJATCs B OTKPBITOM JOCTYIIC. OJIHaKO, YUUTEBIBAsA TO, YTO aHAJIOTOB MaJo,
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OHM BCE€ K€ CYIIECTBYIOT, XOTS M BBITIOJHSIOT Ty XK€ (YHKIIHUIO, YTO M yTHIINTA,
co3faHHasi MHOH (TIpY 3TOM, TaHHBIE MPUIIOKECHHSI UMEIOT TOT K€ (YHKITMOHAI, YTO
U YTUJINTA, HO SIBJISIFOTCS O0JIee CIIOKHBIMU B peaiu3aiun). Takxke CTOUT OTMETUTb,
YTO, BBINOJHSAS JAHHBIA MPOEKT S CTPEMUIIACH CO3[aTh YTWIMTY UMEHHO IO
npotokosry Juddu — Xennmana, 1 aHaJI0roB TaKOW MPOTrpaMMbl, paboTaroIIeH 1mo

JJaHHOMY IIPOTOKOJIY, HE OBLIO HAMIEHO.
[Ipumepsr:
- PUTTY Key Generator

«PuTTY Key Generator — 3T0 reHeparop s CO3JaHUS Map OTKPBITHIX U
3aKpBITBIX KItouel.» IlepBoHayanbHO JaHHBIA TeHEpaTop ObUI HamucaH s
oneparmoHHoi cucteMbl Microsoft Windows, tenepp oH o(uIlMaIbHO JTOCTYIEH

JJII HCCKOJIBKHX OIICPAIMOHHBIX CUCTCM, BKIIHOYAA macOS, Linux.

B PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh{sa A

AAAAB3NzaC1lyc2EAAAABIJQAAAQEAK & LBPIBdCoHKCSWEO TGW vk KO3rwD/UXP
VU27xed|FrpxFOktaagwALgAEO YAQVLUB114Hd5wHLo Xt D3TdA3AJOeMwtGbsMag
yW-+Duc5q/2gve UcQBb4boWFSFQBoZwYiqatpZaSxK1gYMYfGH6EI6stA

+ZqvFMvIZgZBMISnbwoY2JUSt Yp+c7AEudeV+clz6puV v
Key fingerprint: lsshfsa 2048 3212:c2:a114:76:88:0ff3:a8:e7:e0bc:12:76:63 |
Key comment: ‘rsa«key-ZDZT 0107 |
Key passphrase: I |
|

Confim passphrase: I

Actions

Generate a public/private key pair | Generate |
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(® RSA (O DSA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048
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- KeyGen

Puc. 4

«KeyGen - 310 mporpamMma, KOTOpash MOMOTaeT 3alllUTUTh YYETHBIC 3alUCU U
3amu@poBaTh JOKYMEHTBI, TEHEPUPYSI KITIOUH.»

I

. KeyGen

Keylength 30

2NJACGEXETELOOMZZQ000VREZLACHEA

Copyright © Red Zion 2007

Fo = )

[7] Upper & lowercase [ | Special chars

-

Puc.5

Tabnuna 115 aHanmM3a IPEeUMYIIECTB U HEAOCTATKOB pa3padOTaHHOTO
POrPaMMHOTr0 IPOAYKTa

beictponeiicteue | Ucnionb3oBanue | ['enepanus | I[lonstHOCTH
(ot 0 1o 10) anropuTMa HECKOJIbKUX | uHTepdeiica
Huddu - KJTFOUEei (ot 0 no 10)
XejuiMaHa B OJIHOM
ceaHce
PUTTY Key 9 - + 6
Generator
KeyGen 10 - - 10
Ytunura no
POTOKOJTY 8 + + 7
Hupu -
XeyMaHa

2.4. TIEPCIIEKTUBBI JAJIbHEUIIIEN PABPABOTKU

Tak Kak WCIOIB30BaHUWE AJITOPUTMOB IUGPOBaHUS W  Mepenaydu

3amudppoBaHHON MH(POpPMAIIMK aKTyaJbHO HA JAHHBIH MOMEHT, TO Sl CYUTAIO, UYTO

CTOUT COBCPIICHCTBOBATL JaHHOC IIPUIIOKCHUC.
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[Inanupyercs mopaboTka TEKyIIed BEpCHM TPOTPAMMHOTO TMPOIYKTA:
YCOBEPIIICHCTBOBaHKUE WHTEpdeiica, amropuT™Ma paboThl MPOTPAMMBI, peaTr3aIus
HamOoJiee CJOXHBIX TMPOTOKOJIOB, OCHOBAaHHbIX Ha anroputme [duddu -

XennaMaHa, HO TIpH ATOM 0oJiee CII0KHBIX (HarpuMmep, mpotokosa MTI).

CrtoHuT OTMETHUTH, uTo anroput™ Juddu — Xennmana ysa3BUM K aTake «TPETUN
MEXIYy» U K «11epebopy» CeKpeTHbIX Kitodyeil. IMEeHHO sl ycTpaHeHusl JaHHOU

po0JIeMBbI IJIAHUPYETCS] YCOBEPIIICHCTBOBATH ITPOTPaMMY.

Taxxe yTwinTa He HOJHOCTBIO NMPHUCIOCOOJIEHA K MCIOJB30BaHUIO OoJee,
YeM JBYMSl KOHTpareHtamu. B OmmkaiilieM BpeMEHM IUIAHUPYETCS YCTPaHUTh

JTAHHBIA HEJOCTATOK.

Ha nannbiii MOMEHT B mporiecce pa3paboTKU HAXOAUTCs (QYHKIMS, KOTOpast

00ecIeyuT KpoccIiaTOpMEHHOCTh YTUIUTHI.

SAKJIIOYEHUE

B nanHoMm mpoekTe B pamKkax pa3padOTKH KaJbKyJISTOpa OOIIEero CEKpeTHOTO
KJIF04a C UCIO0JIb30BaHueM mipoTokoiia uddu-Xennmmana, Obuia nmpoBeaeHa padborta

B CJICAYIOIIUX HAITPABJICHUAX:

- paccMOTpPEHbl 3aJlayu, HEOOXOJIMMBbIE JIS peaju3alud MPOTPAMMHOIO
MIPOJIyKTa 33/1a4u

- MOATBEPIKICHA aKTYaIbHOCTh TAaHHOM 3aa4u

- MPOU3BEJICH BHIOOP AITOpUTMa, HEOOXOAMMOTO JIJIsl PEaTU3aIUU YTUITUTHI

- pa3zpaboTaH MPOTrpPaMMHBIN MPOAYKT, OTBEYAFOIIHI ITOCTABJICHHBIM 3a1a4aM

B ocHOBHO#T yacTu paGoThl OBLT MPOBEACH aHAIN3 HEKOTOPHIX BO3MOKHBIX
METOJ/IOB peali3allii MOCTaBIeHHOW 3amauu. [IpuBeneHo moapoOHOE omucaHue
UCTIONIE3YEMOTO aliTOPUTMA.

B mpaktuueckoit yacTu paboOThl OBLT CO3MaH MPOTPAMMHBIN TMPOIYKT,

MO3BOJIAIONIMNA TEHEPUPOBaTh OONIMN KIIIOY JJISI HECKOJBKHX IT0JIb30BATEIICH,
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OTKCaHbl METO/BI COo31aHus yTHIUTHL. Kpome Toro, 611 pa3paboTan ynoOHbBIN Kak
JUIS  CTICIMAJIM3UPOBAHHBIX COTPYIHUKOB, TaK M ISl TPOCTBIX MOTpeOuTenen
uHTepdeiic, COBMEIIEHHBIN ¢ TPOTPaMMON.

BrimonnenHas pa3paboTka UMeeT CYIIECTBEHHOE MPAaKTUYECKOe 3HAUCHNUE!
OHa MOXET NPHUMEHATbCA B a0COJIIOTHO JHOOBIX cepax XpaHEHMs] U Iepenayu
uHpopMaluu (HauMHasi OOMEHOM [aHHBIMU B COLMAIbHBIX CETAX, 3aKaHUMBas

nepeadyeil JaHHBIX O TPAH3AKIIUSIX).
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