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AHHOTALUA
PabGoTa mocBsIeHa COKpPBITHIO AaHHBIX B MHQPPOBBIX H300pakeHHsIX. B
HacTosiee BpeMs npobiieMa oOecrieueHuss KOH(DUICHIUATBHOCTH XPaHUMBIX U
MepechbUIaeMbIX JIaHHBIX CTajia Ype3BblYaliHO BakHA. B paboTe mpeiokeH MeTo
ucroap3yomuit  psaael dypee  (muckperHoe mnpeoOpazoBanue Dypbe). bour
MPOBEJCH aHAJIN3 KauecTBa MPEIOKEHHOTO METOJA COKPBITHS HaHHbIX. Jlis
JEMOHCTpalluk  Meroja  Obula  pa3paboTaHa  mporpamMma Ha  S3bIKE

nporpammupoBanus Python.
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BBenenne
Nudopmanus sBAsSETCS OJHUM M3 BXKHEUIINX MPEIMETOB COBPEMEHHOU
KU3HU. B HacTosIee BpeMs IPOUCXOAUT aKTUBHOE Pa3BUTUE CETEBBIX TEXHOJIOTUH.
Kak cneactBue 31oro O0sbIIOE KOJUYECTBO MH(OPMALMU MEPEAAETCS MO CETSAM.
IIpy »>TOM BO3pacTaeT MPOLEHT arak 3JOYMBIIUICHHHKOB W  IIOIBITOK
HECaHKIIMOHMPOBAHHOI'O JOCTyna K nepenaBaeMoil wuHpopmauuu. Ilostomy
MOSIBUJIACh HEOOXOJUMOCTh 3alUThl MHGOPMAllMU OT HECAHKIIMOHUPOBAHHOTO
nocryna. COKpBITHE NaHHBIX OYEHb BAJKHO, OHO TapaHTHPYET 3aIUTy BallleH
uH(popMauu.
HMeau u 3agaun:
€JIb:
[IpoBecTn aHaM3 METOJOB COKpBITUS HMHGpOpMalMM B  UPPOBBIX
HN300paKEeHUSX.
JUis TOCTHKEHUSI TOCTABJICHHOM 11€7M ObUIN PELEHBI CIIEYIOIINE 3aJauu:
e 3y4uTh UCTOPHUIO METOJIOB COKPBITUS MH(OPMALIUU
e PeanuzoBaTh METOJ, MCHONB3YIOUIMN JHUCKPETHOE MNpeoOpa3oBaHUE
®dypbe Ha Python
e [IpoBecTu  OLEHKY  ME€TOAA,  MCIOJIB3YIOLIETO  JUCKPETHOE

npeobpazoBanne Oypre



1. CoxpseiTHe nHGOpMaLTUN

1.1. Creranorpadus u Kpunrorpadus

CrenorpadupoBaTh MOKHO KaK BPYYHYIO, TaK U MPU TTOMOIIH CIIEIIAATBLHBIX
UHCTpYMEHTOB. MHbopmaius 00bIdHO TipsiueTcst B Tpaduueckux U BUieo (aitnax.
Tawm, ry1e MO’KHO TIOJpe3aTh [IBETOBYIO TaMMY M Ha TJIa3 pa3HUIlLI He YBHIUIIH [3].

Creranorpadus siBisieTcsl HayKoi, ooecnieunBaroieil oOMeH nHpopManuen
TakKUM 00pa3oM, YTO CKpbIBaeTCid caM (DaKT CYIIECTBOBAHUS CEKPETHOM CBS3H.
CnoBo '"creranorpadus" B TEepeBOJE C TPEUYECKOro OYKBAJIbHO O3HAYaeT
"TafiHONMCH" (steganos — cekper, TaiHa; graphy — s3amuch). Creranorpadus He
3ameHseT kpunrorpaduio (mudpoBaHUEe JAaHHBIX), a JOMOJHSIET €€ €Ile OJHUM
ypoBHeM Oe3omacHoctu. I[lpu o00paboTke JaHHBIX cTeraHorpapuyecKuMu
METO/IaMH MIPOUCXOJUT CKPBITHE MepeaBaeMoil MHPpopMaluK B APYruX oO0BbEKTaxX
(paiinmax, guckax W T. I.) TakuM o0Opa3oM, 4YTOObI TOCTOPOHHEE JMII0 HE
JOTAJILIBAIOCH O CYIIECTBOBAHUU CKPBITOTO CEKPETHOTO COOOIIECHUS.

BHeceHHBIE HWCKaXeHUs TOJDKHBI OBITh HIDKE YPOBHS UYBCTBUTEIBHOCTH
CpeAcCTB pacro3HaBanusi. KpoMe ckpbIToi mepegauun cooOIIeHui, creranorpadus
MpUMEHSIETCS )1 ayTeHTU(DHUKAIIMK U MapKUPOBKHU aBTOPCKOM mpoaykuuu. [Ipu
ATOM, YacTO B KaueCTBE BHEIPSAEMOUN WH(OPMAIIUU HCIIOIB3YIOTCS AaTa U MECTO
CO37aHMs IPOJIYKTa, JaHHBIE 00 aBTOpE, HOMEP JIUIEH3UH, CEPUNHBIN HOMED U JIp.
Ota uHdopmaruss 0OBIYHO BHEAPSETCS KakK B rpauyecKkre ayauo Mpou3BeIeHUs,
TaK ¥ B 3alTUIIIAeMbIC IIPOTPaMMHBIE MPOAYKTHI. CTeraHorpaduyeckas cucTeMa min
CTErOCHUCTEMa — COBOKYITHOCTH CPEJICTB U METOJOB, KOTOPHIE MCTOJIB3YIOTCS IS

(dbopMHUpOBaHUS CKPBITOrO KaHaIa niepeaayn napopmarmu [9].
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Kpunrorpadguss — nHayka o mMeromax oOecredeHus: KOH(QUICHIIMATBFHOCTH,
LEJIOCTHOCTU JIaHHBIX, ayTEHTHU(PHUKAIMK, a TaKKe HEBO3MOXKHOCTH OTKa3za OT
aBTOpCTBA [2].

KoMmnelorepHast ~ creraHorpagusi —  HalpaBJIEHHE  KJIACCUYECKOU
cTeraHorpauu, OCHOBAaHHOE€ HAa OCOOEHHOCTSIX KOMIBIOTEPHON IIATPOPMBI.
[Tpumepsr — creranorpadudeckas ¢aitnosas cuctema StegFS g Linux, ckpbitue
JaHHBIX B HEMCHOJIb3yeMbIX 00JacTsIX (opMaToB (ailioB, MOJIMEHA CUMBOJIOB B
Ha3BaHMIX QaljIoB, TEKCTOBas cTeraHorpadus u T. 1.

B HekoTopsix 3amayax 6e3 CteHorpaduu u Kpunrorpaduu He 000UTHUCH.

1.2. UcTopusi BOBHUKHOBEHHS

O BaXHOCTH coxpaHeHUs WH(OpManuu B TaliHEe 3HAIU YK€ B JIPEBHHUE
BpeMeEHa, KOT/Ia C TIOSIBIICHHEM ITMChMEHHOCTH TTOSBUJIACH M OMACHOCTH MPOYTCHUS
ee HeXesaTeIbHBIMU JTUIlaMu. bojiee Toro, mepBoHayaabHO MUCHEMEHHOCTh caMa I10
cebe Obuia kpunTorpaguyeckoid CUCTEMOMW, TaK KaK B JIPEBHUX OOIIECTBAX €rO
BIAJCA TOJbKO H30paHHBIC. C MIUPOKUM PACTIPOCTPAHCHHEM MHUCHMEHHOCTH
kpunrorpadus ctana GopMHUPOBATLCI KaK cCaMOCTOsITeIbHAs Hayka. B qokymeHTax
JIpeBHUX UuBUiM3auuii - WMunuum, Erunrta, MecomoTtamMuu - €CTh CBEICHUS O
CUCTEMAaX M CIOco0ax COCTABICHUS MU(PPOBAHHBIX MHUCEM.

Tounoe BpeMs BO3HUKHOBEHHS OJTHX CIIOCOOOB oOMeHa TalHOM
uHpopmaruelt TepseTrcs B TIyOWHE BEKOB, W YCTAaHOBHUTH €T0 HEBO3MOXKHO.
Hctopuku mojararor, 9To IepBbie MPOTOKPUNITOrpadhUueCKUe MPUEMBbI ITOSBUINCH
B /JlpeBHem Erunte okono 4 TeiC. JseT Hazad. I[lucipl, CoCTaBISIBIINE
YKU3HEOITMCAHUS TPAaBHUTENICH, CTPEMWIMCHh TPUJIATh CTAaHIAPTHBIM Heporiaudam
HEOOBIYHBIN Bl HA MOHYMEHTAX U TPOOHUITAX, YTOOBI COOOITUTh HAAMHICIM MEHEe
OOBIICHHBI W 0OJiee TOYTHUTEIBHBIM CTHIIb. JKPEIpl IMOIh30BATUCh ITHM JKE
MIPUEMOM TIPH TIEPEIHUCHIBAHUN PEIUTHO3HBIX TEKCTOB, YTOOBI T€ BBITIISAICIN JIJIS
MUPSH 3araJiogyHee U BHYIIUTENbHEE. Taknue «ImepeBoIbl» CTAaHOBHIIMCH BCE MEHEE
MOHSATHBIMHA IIPOCTOMY JIFO]1Y, KOTOPBIN B pe3yJibTaTe OKa3bIBaJICS BO Bce OOJbIIeH

3aBUCUMOCTH OT KPCIOB.



[To mMepe pa3BuTHs E€TUNETCKOM UHMBUJIM3ALMU IIUPHUIOCH HCIIOJb30BAHUE
uepornudoB. C yBeIMUeHHEM KOJWYECTBA HAAMKCEH, BHICEKABIITMXCS HA CTEHAX
XpaMoB, JIIOJM TEPsUIM K HUM HMHTEpEC. ErumTonorn cuyurtaroT, 4YTO MUCIHI TOTIa
CTay eme OOJbIe BHAOU3MEHSATh HEKOTOPHIE 3HAKM B CTPEMJICHUU MPOOYAHTH
JO0OMBITCTBO M TPHUBJICYh BHUMAaHUE HACEJICHHSA. DTH MOAMUKAIIMA HUKOUM
o0pa3oM He OB KOJIaMH UJTK I paMU, HO OHU 3aKJII0YalIi B ceO€ JIBa OCHOBHBIX
MPUHIIUIIA KPUIITOJIOTHH, 4 UMEHHO: U3MEHEHUE MUChMA U COKPBITHE €r0 CMBICIIA.
beccrnopHbIX JOKa3aTeNIbCTB, YKAa3bIBAIOIIMX HAa IIMPOKOE HCIOJIb30BAHUE
Moudukanuii uepornudoB s COKPBITUS TUILNIOMATUYECKUX, TOPIOBBIX WIIU
BOCHHBIX IIaHOB B JI[peBHeM Erurmre, HET.

bonee ssBHBIE KPUNITOJIOTHYECKHE MPUMEPHI TOLULINA 10 HAC OT HUBHJIN3ALIAI
MecornoramMu — OT BaBUJIOHSIH, ACCUPUIIIEB, XaJIJIEEB, UCIIOJIb30BABIINX OCOOYIO
cucreMmy nmucbMa — KiauHomuch. B 1500 r. 1o H. 3. Ha TVIMHAHON TaOaMYKe OBLI
3alMCaH TIIATEIBHO OXPaHSIEMBbIN PEIIEIIT TJIa3ypH I TOHYaPHBIX U3ACIUN. 3HAKH,
OTpEeNeIAIoNMe HEOOXOUMbIE WHIPEAUCHTHI, ObUIM HAaMEPEHHO MepeMeEIIaHbl.
Takum 00pa3om, Mbl IMEEM IPABO YTBEPIKIATh, YTO ATa TAOJIHMUKA SBIISICTCS CaMOMU
paHHEW U3BECTHOU CEKPETHOM 3aIUCHIO.

[Tpumepno ¢ 500 r. 70 H. 3. B MHIMK TakKe MHPOKO NPUMEHSIIUCH CEKPETHBIE
3allCH, B YACTHOCTH B JOHECECHMSX IIMHOHOB M TEKCTaX, IMPEANOJIOXUTEIBHO
UCIIOJB30BaBIIMXCA byaaoil. Meroasl 3acekpeunmBaHUs BKIOYAIM B ceOs
(OHETHUYECKYI0 3aMeHy, KOTJia COIJIaCHbIe M TJIACHBIC MCHSIMCh MECTaMH,
MCIIOJIb30BaHUE MEPEBEPHYTHIX OYKB M 3aMKCh TEKCTA MOJI CIy4alHbIMU YTJIaMHU.
PaznyuuHble WHAMNCKUE TpaKTaThl, SPKUM MPUMEPOM KOTOPBIX SIBIISIETCA
«Aprtxamactpa» (oxoso 321—300 rr. 710 H. 3.), MOKA3bIBAIOT, YTO WHIUHUIIEI OBLITH
XOPOIIO 3HAKOMBI CO criocooamMu cokprITust nHMopmanuu. CoraacHo «Kamacytpey,
KJIACCUYECKOMY TPOM3BEICHUIO 00 DJPOTHKE W JPYTUX BHIAX HACIKICHUH,
HanucaHHomy BatcesisiHOM okoso IV B. 10 H.3., BlajeHne MpueMaMu COCTaBIICHUS
CEKpETHOT0 THUCbMa (Hapsay C MY3bIKOM, KyJIMHApUed W IaxMaTamu) SIBIISETCS

OJTHUM M3 64 UCKYCCTB, KOTOPBIMH JOJDKHBI BJIaJICTh )KCHITUHBI [5].



Cumnarnyeckue (HeBHAUMbIE) YePHUIA — YEPHWIA, 3aIIMCU KOTOPBIMH
ABJIAIOTCS HW3HAYAJIBbHO HEBUAUMBIMU M CTAHOBSTCA BHJHMMBIMU TOJIBKO MpHU
OIpeeNEHHBIX YCIOBUSX (HArpeB, OCBEIICHUE, XUMUYECKUN TIPOSIBUTEND U T. [1.) .

OgauM W3 HamboJsiee  pacHpOCTPAaHEHHBIX METOJOB  KIIACCHYECKOU
cTeraHorpauu sBJISE€TCS HUCIOJb30BAaHUE CHUMIATHUYECKUX YepHUI. OOBIUHO
IPOLECC 3alMCH OCYIIECTBISETCS CIEAYIOUMM 00pa3oM: MepBbId ciaol —
HAHOCHUTCSI BaXKHasl 3allMChb HEBUJAMMBIMH YEPHWIAMH, BTOPOU CIOM — HHUYETO HE
3HAYaIas 3auch BUIUMBIMH YepHIIaMu [1].

Mukporouka — wH300paKeHUE, YMEHBIIEHHOE /10 TaKOW CTEMEHHU, YTO
HEOCBEJOMJIEHHBI HAOMIOAATENIb HE CMOXET €ro HU IMpoYecTb, HU JIakKe
OOHaPY>KHUTb.

OOBIYHO «MUKPOTOYKW» UMEIOT He Oojee muummerpa B auamerpe. CBoé
Ha3BaHHWE TMOJYYWIM OT CXOACTBa ¢ THUHOrpadckoi Toukod. TexHomorus
W3FOTOBJICHWSI ~ MHKPOTOYEK  SIBISETCS  OJHOM M3  Pa3sHOBUAHOCTEH

creranorpaduu [6].

2. Iloka3aTem KauyecTBa CHCTEM COKPLITUA JAHHBIX

2.1. CKpBITHOCTH

CKpBITHOCTB, TO €CTh HE3aMETHOCTh BHECEHHOW CKPBITOW MH(OpMauu.

He3zameTHOCTh HAJIMYUSI CKPHITOTO COOOIICHHS OMPEEISETCS CBOMCTBAMHU
3putenbHOi cuctembl yenoBeka (3CY). Mudopmarus momkHa OBITH BCTpOEHA
TakKUM 00pa3oM, YTOObI CPEIHECTATUCTUYECKHM YeIOBEK ObLI HE B COCTOSIHUU
OTIUYUTH U300pakeHNE C BCTPOCHHON HH(POPMAIIUEH OT UCXOTHOTO H300paKEHUS -
KOHTelHepa [12].

2.2. O0beM CKpPbIBaeMbIX JTJAHHBIX.

OcHoBHOI HHPOPMAITMOHHON XaPAKTEPUCTUKON CUCTEMBI COKPBHITHS TAHHBIX
SBJISICTCSI TPETHH TOKa3aTenb. YUTOOBI OIEHWBATh KOJUMYECTBO TIOJIC3HOU

nepeaaBaemMoit nHdopmanuu ucnosib3yotr BER.



Bit error rate (BER) - wacroTa mosiBinenust ommobo9HbIXx 6uTOB. OTHOIICHHE
yuciaa HeBepHO NPHUHATHIX OMTOB (0 BMecto 1 m HA00OPOT) K TOJHOMY YHCITY
TIepeIaHHBIX OUTOB IPH Mepeaaye Mo KaHay cBs3u [8].

BER =E/N,

rae E — konmmuecTBO ommOOYHbBIX OUTOB,

N — ob11ee unciio nepegaHHbIX OUTOB.

BER B npezene 3kBUBaICHTHO MOHATUIO BEPOSITHOCTH OLTHOKH.

HanexHooTh

Pazmep (o6bem)
BCTRAMBAEMOTO COOBLUEHMEA

Puc.2

Ha Puc.2 3aBUCHMOCTh TOKa3bIBAET, 4YTO NPH YBEIMYEHHH OObeMa
BCTPAaMBAEMbIX JaHHBIX CHI)KAETCS HAAEKHOCTh CHUCTeMBl. TakuMm oOpazom,
UCIIOJIb3YEMBIA B CTETOCUCTEME KOHTEHHEP HAKJIAIbIBAET OTPAHUYEHMS HA pa3Mep

BCTpanBaeMbIX JaHHBIX [10].

2.3. YCTOHYHBOCTH

YcToitunBocTh (POOACTHOCTH), TO €CTh YCTOHYMBOCTH K UCKAKEHUSIM.

CTOMKOCTh CHCTEMBI COKPBITHS HWH(GOpMAIMU OIpEAeNseTcss C OJHOU
CTOPOHBI CITOCOOHOCTBIO MPOTHUBOCTOATH cTeraHoaHanusy (undetectability), u ¢
JPYTOM CTOPOHBI YCTOMUYUBOCTHIO K HICKKEHUSM CTETaHO-00BhEKTa, HAPABIICHHBIX
Ha YHUYTOXKEHHE, MOIU(UKAIMIO WIM TOIMEHy cooOmenus. [lpu anammse
CTOMKOCTH CUCTEMBI COKPBITHS JAHHBIX K 37IOHAMEPEHHBIM JICUCTBUSIM MOJIB3YIOTCS
OPUHITUNIOM, aHAJIOTHYHBIM mnpuniuny Kepkroddcea, wucmomszyeMomy B
kpunrorpadgun. OH COCTOWT B MPEINOJIOKCHUH, YTO B 3aCEKPEUCHHOM BHJIE
JEPIKUTCST TOIBKO OIpPEACTIEHHBI HA0Op MapaMeTpoB aJIrOPUTMOB, HA3BIBAEMBIN
KITFOYOM, a CAMH QJITOPUTMBI BCTPAUBAHUS U U3BJICUCHHUS COOOIICHMSI JOKHBI OBITh

OTKPBITBIMHU. I[pyrI/IMI/I CJI0OBaMHu, IIpH OILCHKC CTOMKOCTH CHCTEMBI COKPBITHA
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JaHHBIX HGO6XOI[I/IMO npeamnosararb, 410 INPOTUBHHUK 3HACT 00 I/ICHOHB3yeMOI>'I

CUCTEME BCE, KpOMe MPUMEHSIEMBIX Kitouel [ 12].

2.4. ®opmar JPEG

[Tponecc cxatusa o cxeme JPEG cocTouT u3 HeckoJIbKUX 1maros. Ha nepsom
HIare MpoU3BOJIUTCS MpeoOpa3oBaHue M300PaKEHUSI U3 [[BETOBOTO MPOCTPAHCTBA
RGB B mnpoctpanctBo YUV, OCHOBaHHOE Ha XapaKTEpUCTHKAX SPKOCTH U
BETHOCTU. Besi panbHeiinias paboTta MpoOU3BOJIUTCS UMEHHO C 3THM I[BETOBBIM
IPOCTPAHCTBOM, KOTOpoe Ojarojgapsi HEKOTOPbIM CBOMM XapaKTEPHUCTHKaM
MO3BOJISIET TIOJTy4aTh HaM CTOJIb OOJIBIIIKME CTENIEHU CKATHS.

Uro xe Takoro HeoObuHOro B YUV mpencTaBieHuu 1B€Ta M0 CPAaBHEHUIO C
RGB? A To0, yto oHO Hambojee OMM3KO K "e€CTECTBEHHOMY', TOMY, KOTOpOE
HEOCO3HAHHO BBIMNOJIHIET YEJIOBEK. Y -KOMIIOHEHTA, UJIU IPKOCTh, TECHO CBA3aHa C
Ka4eCTBOM KapTHUHKHU. TouHee cKa3arh Y - 3TO M €CTh KapTUHKA, TOJBKO YEPHO-
oenas. Komnonentsl U u V comepxaTt nHdopmaiuio o 1[BeTe U MO3BOJISIOT HaM
pacKpammBaTh Y -KapTHUHKY.

Ha cnenyromem nocie npeoOpa3oBaHus 1are n300paxkeHue pas3aensercs Ha
KBaJpaTHblE y4yacTKu pa3mepoMm 8x8 mnwukceneil. llocie 3Toro Haj KaxkIbIM
Y4aCTKOM MPOU3BOJUTCA T.H. IUCKpETHOE KocuHyc-tipeodpazoBanue (LIKII). Ilpu
HTOM BBITIOJIHAETCS aHAJIU3 KaXJA0ro OJ0Ka, pas3sioKEHHE €ro Ha COCTaBJISIONINE
LIBETA U IMOJICUET YACTOTHI MOSBJICHUS KAXIOTO LIBETA.

YenoBeueckuii ria3 yCTpOEH TakKMM 00pa3oM, 4TO HamboJiee YyBCTBUTEJICH
UMEHHO K SIPKOCTHOM COCTaBIISAIONICH n300pakenus (Y -KOMIIOHEHTA) U HauMeHee K
IIBETOBBIM.

AHanu3upysi 4acTOTHYIO HH(OpMalMIO O TMOSBIEHUU IBETOB, YyIAETCS
n30aBUTHCS OT YacTH MH(OpPMAIIH yKe B TIpoiiecce kBaHToBaHus. [Ipu aTom mBeTa
B BEPXHEN YacCTH CIEKTpa MCKIIOYAIOTCS, YTO MPAKTUYECKU HE CKa3bIBAETCS Ha
3pUTEIBLHOM BOCTpusATHA oOpa3za. Takke UCKIIOYaeTCs YacTh SPKOCTHOU
unpopmamuu. I'pydbo roBopsi, JPG mnpocro otOpackiBaeT OT SpPKOCTHOMN

COCTAaBJISIOIICH MOJIOBUHY IMOJIE3HOTO CUTHAA, a OT 1BeToBOM 3/4 [11].
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[IpeaHa3zHayeHHbIE AJI1 UCIIOJIb30BAHUS B AJIEKTPOHHBIX CPEICTBAX MACCOBOM
uHbOpMaIlMl HE aHWMHUPOBAHHBIC MOJYTOHOBBIC W TOJHOIBETHBIE (oTorpaduu
00bI4HO coxpasstoT B udpoBsix Gpopmarax PNG u JPEG. K noctounctBam stux
dbopMaToB MOKHO OTHECTH KPOCCIUIATPOPMEHHOCTh, BO3MOXKHOCTH O0OpabOTKH
MPaKTUYECKA BO BCEX IpapuecKux pelakTopax, XOpOolIMe MoKa3aTelld KauecTBa
nzoopaxkenuii. M3o0paxenus B popmare JPEG 3a cu€T BO3BMOKHOCTH UX CXKATHUS C
NOTEPSMH MMEIOT MEHBIIMKA pa3Mep 1O CPaBHEHHIO C AHAJIOTMYHBIMU,
coxpanéuusiMu B popmate PNG. CnenoBarensHo, ucnoisb3oBanue popmara JPEG
TUTSI COXpaHeHUsi M  Iepelauyd  H300paxkeHud  sBIsSETCA oonee

IPEIIOYTUTEIIBHBIM [3].

3. MeToabl cCOKpPbITHS HH(POPMALMH B H300PaKEeHUSAX

IX0-MeTOAbI

Oxo0-memoosbl TPUMEHAIOTCS B 1UdpoBOil  ayauocTteraHorpaduu o
UCIIOJB3YIOT HEPABHOMEPHBIE TPOMEXYTKHM MEXIY OXO-CUTHAJIaMu I
KOJMPOBaHHUS MOCIEN0BATEIbHOCTY 3HaUeHN. [Ipy HaoKeHnu psaa orpaHuYEeHU N
COOJIIOJIaeTCsl YCJIOBHE HE3aMETHOCTH [IIS YEJIOBEUYECKOTO BOCIHPHATHS. X0
XapakTepu3yeTcsi Tpems TMapaMeTpaMH: HadaJlbHOM AaMIUIMTYIOW, CTENEHbIO
3aTyXaHusl, 3aepKKoi. IIpu TOCTUKEHHH HEKOEro MOpora MEXAy CUTHAJIOM U
HXOM OHU CMEUIMBAIOTCA. B 3TOI TOUKE UEIIOBEUECKOE YXO HE MOXKET YKE OTIUYUTH
9TU JABa curHaia. Haiuune 5TON TOUKHU CJIOKHO ONPENETUThb, U OHA 3aBUCHUT OT
KauecTBa MCXOAHOW 3amucH, ciymarens. Yaiie BCero MCHOJIb3yeTcs 3aJepikKKa
okosio 1/1000, uTo BHoJiHE MpHEMIIEMO sl OOJIBIIIMHCTBA 3aMUCE U CITyIIaTesei.
Jnst 0003HaUYeHUS JIOTHYECKOTO HYJS M €IMHUIBI UCTIOB3YETCs JBE Pa3IUYHBIX
3anep k. OHU 00€ JOMKHBI OBITh MEHBIIIE, YeM IMOPOT YYBCTBUTEIHLHOCTH yXa
CIIyHiaTess K moJiydaeMoMy dXY.

DX0-MEeTOoAbl YCTOMYMBBI K aMIUIUTYJHBIM W YAaCTOTHBIM aTakaM, HO
HEYCTOMYMBHI K aTakaM 0 BpeMeHH [4].

dDa30Boe KOAMPOBAHUE

Daszosoe rkoouposanue (phase coding, dha3oBoe KOAWpPOBAHHE) — TaK XKe

npumeHsiercs B uudpoBoil aynuocreranorpaduu. [Iporcxoaut 3aMeHa MCX0IHOTO
11



3BYKOBOTO 3JIEMEHTAa Ha OTHOCUTEIBHYIO (hazy, KOTopas W SIBISETCS CEKPETHBIM
coobmennem. daza MOAPSAI UAYIIUX AJIEMEHTOB JIOJDKHA OBITh J00AaBICHA TAaKUM
oOpa3oMm, 4dYTOOBI COXpPaHUTb OTHOCHUTENBbHYIO (hasy MeEXIy HCXOIHBIMHU
aneMeHTamMu. Pa30Boe KOJIWPOBAHUE SBIISICTCS OJHUM U3 CaMbIX 3(PGhEKTHBHBIX
METOJIOB CKpbITHS UHpOopMaIuu [4].

MeToa pacHIMPEHHOI0 CIIEKTPA

Memoo ecmpausanus coodwjenusi 3aKI0OYaETCsl B TOM, YTO CHEHUAJIbHAS
Cly4dailHas TOCJEIOBATEILHOCTh BCTPAaMBAETCA B  KOHTECUHEp, 3aTeM, C
WCIIOJB30BaHUEM  COTJIACOBAHHOTO  (WIbTpa, JlaHHAs MOCIEA0BATEIbHOCTD
JneTekTupyercs. JlaHHBI METOJl TMO3BOJISIET BCTpawBaTh OOJBIIOE KOJUYECTBO
COOOIIEeHU B KOHTCHHEP, M OHM HE OYIyT cO37aBaTh MOMEXH APYT APYTY MNpH
YCJIOBUU OpPTOTOHAJIBHOCTH MIPUMEHSIEMBIX MOCJIeIOBATEILHOCTEH.
[IpenMyIIecCTBOM JAHHOTO METOJIa SABJISETCS MPOTHUBOJICUCTBHE T'€OMETPUUECKUM
npeoOpa3oBaHUsIM, yAaleHUIO dYacTd ¢aina u TA. MeTon 3auMCTBOBaH U3
HIMPOKOTIOJIOCHOU CBA3M [4].

IInpokonosocHbie METOABI

llupoxononocnvie MmemoOvl WCTONB3YIOTCS TIPU Tepenade JaHHBIX,
obecricurBasi BBICOKYIO ITOMEXOYCTOMYMBOCTh W TIPEMATCTBYS IIporeccaM HX
nepexBara. OTIMYUTEIIBHON 0COOCHHOCTHIO IUPOKOIIOJIOCHOTO METO/Ia OT JIPYTUX
SBJISIETCS PACIIMPEHUE Juara3oHa 4acTOT CHUTHaja 3a CYeT KoJa, Ha KOTOPBIM He
BIIMSIOT TlepeaBacMble AaHHble. HeoOxomumas nHpopMamus paccpeaoToyeHa Imo
BCEH IMOJioce YacTOT W, B Cllydae NOTEpPH CHUTHAJA, JaHHBIE MOTYT OBITh
BOCCTAHOBJICHBI W3 JPYTrUX MoJIOC 4YacToT. [logoOHBIH MOAXO0A K COKPBITUIO
CUTHAJIOB 3HAYHUTEIILHO YCJIOXHSET TPOIECC BBIABJICHUS 3amu(poBaHHOMN
uHpopmaruu, a Takke ee yhaideHus. [lodToMy MIMPOKOMOJOCHBIE METOIbI
YCTOWYMBHI K JTIOOBIM aTtakam [4].

CyuiecTByeT JIBa OCHOBHBIX METO/Ia PACIIUPEHUS CIIEKTPa:

Memoo ncesoocnyuaiinou nociedogamenvHocmu. B gaHHOM MeToje

WCIIOJIB3YETCsl CEKPETHBIN CUTHAJI, MOAYJIMPYEMBIM IICEBIOCITYYalHBIM CUTHAJIIOM.
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Memoo npwviearowux wacmom. B JTaHHOM METOJE YaCTOTa HECYLIErO CUTHAJIA
JIOJKHA MEHSTHCS TI0 ONPECTICHHOMY TICEBIOCTYyYailHOMY 3aKOHY [4].

CrarudyecKkue MeTOIbI

Cmamuyeckuitl MemoO — METOJ COKpPBITUS JaHHBIX, I[PU KOTOPOM
U3MEHSIOTCS OTPE/ICTICHHBIE CTATUCTUYECKUE XapAKTEPUCTUKU U300paxeHus, npu
TOM TOJIy4aTellb CHOCOOEH paclo3HaTh BUJIOM3MEHEHHOE H300paKeHue OT
HUCXOoHOrO [4].

MeToabl MCKaKEeHUS

Memoouvl uckadxceHus — METOJbl COKPBITHS JAHHBIX, MPU KOTOPBIX, B
3aBUCUMOCTH OT CEKPETHOTO COOOIIEHHUS, BBIMOJHSIOTCS TOCIEI0BATEIIbHbBIC
npeoOpa3oBaHus KOHTeHHepa. B jaHHOM MeToje BaKHO 3HATh MEPBOHAYAIBHBIN
BHUJI KOHTEHHEpa. 3Has pasIvuMs MEKIy IE€pBOHAYAJIbHBIM KOHTEHHEPOM U
CTEraHOTPaMMOM, MOKHO BOCCTAHOBUTH HCXOJIHYIO  IOCJIEIOBATEIbHOCTh
npeoOpa3oBaHUil U W3BJIEYb CKpBIThIC JaHHbIE. CieayeT OTMETUTh, YTO IMpHU
MPUMEHEHUU JaHHOTO METOJla BAXKHO COOJIOJATh MPaBWIO: PacCIpOCTpaHEHUE
Habopa MepBOHAYAIBHBIX KOHTEHHEPOB OCYIIECTBIISETCS TOIBKO Yepe3 CEKPETHbIE
KaHaJbl IOCTaBKU. B ciydae HecoOI0eHNs TaHHOTO MpaBUIia, MPOTUBHUK TOXKE
CMOXKET 3aBJIaJIeTh HAOOPOM TMEpPBOHAYAIBHBIX KOHTEHHEPOB, UTO MPHUBEIET K
BCKPBITUIO TAWHOW MEPENUCKH [4].

CTpyKTYpHBIH METO

CmpykmypHovili MemoO0 — METOJl COKPBITHS JaHHBIX, MNPH KOTOPOM
bopmupyercs CKPBIBAEMBIiA TEKCT, MOCPEJICTBOM OCYIIIECTBJICHUS
MocjaeAoBaTeIbHbIX MoOAu(uKanuil 4acteil wu3o0pakeHus. JlaHHBI MeTOn
MO3BOJISIET HE TOJBKO MOAU(MUIIUPOBATH U300PAKEHHUE, B KOTOPOM OYAET CKPBITO
NOCJIaHWe, HO U CO3JaBaTh H300paXEHHE MO CEKPETHOMY COOOIICHHMIO.
CTpyKTypHBIIl METOJT BECbMa YCTOMYMB MPOTUB aTak [4].

MeTtoa 3aMmeHbl HAaMMeHee 3Havalero oura wiu LSB

CyTtb MeTOJla 3amMeHa HauMmeHee 3Hadailero o6uta (Least Significant Bits -
LSB) 3akmtouaeTcst B COKpHITUN WH(GOPMAITUH TTyTEM N3MEHEHUS TIOCIESTHUX OUTOB

M300pakeHusl, KOAUPYIOIIMX I[BET Ha OWTBI CKpPhIBAEMOro cooOlieHus. PazHura
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MCKAY IIYCTBIM M 3allIOJIHCHHBIM KOHTeﬁHepaMH JOJDKHAa OBITH HE omyTuma IJis

OpraHOB BOCHPHUATHS yeoBeKa [7].

4, MeTtoa, HCTIOJIL3YIOIIUI JUCKPETHOE Npeodpa3zoBanue Dypbe

Cytp MeTona, ucnoyib3yromuili psaael Dypbe, 3aKIOYaETC B COKPBITUU
uHpOpMaIMU MyTEM Pa3JIoKEeHHs CKpbIBarolled uHpopmanuu Ha psaasl Oypee u
HAJIOXKEHUsSI €€ Ha u300paxeHue. PazHuna Mexay MyCTbIM U 3allOJHEHHBIM
KOHTEIHepaMu JI0JKHA OBITh HE OIIyTHMA JIJIsl OPraHOB BOCTIPUSTHS YeIOBEKa.

Pan ®dypbe — B MaTeMaTHKE — CIIOCOO MIPEACTaBJICHUS MPOU3BOJIBHOU
CJIO)KHOU (DYHKIIMU CyMMOU OoJiee mpocThIX. B 0011eM ciiydae KOJIMYEeCTBO TaKUX
(GyHKUMA MOXKET ObITh OECKOHEYHBIM, MPU ITOM YeM OOJIbllIe TaKMX (PYyHKUIUN
YUUTBHIBA€TCSI TPU pacyeTe, TEM BBIIIE OKA3bIBAETCS KOHEYHAs TOYHOCTb
NPEICTaBICHUS HUCXOAHOW (QyHKIMHU. B OONBIIMHCTBE CoydaeB B KauecTBE
IPOCTEHILINX UCIOJIB3YIOTCS TPUTOHOMETpUYECKUE (PYHKIIMY CUHYCA U KOCUHYCA, B
3TOM ciaydae psaj Oypbe Ha3pIBa€TCAd TPUTOHOMETPUUECKHUM, @ BBIUUCICHUE TAKOTO
psilia 9acTo HA3bIBAIOT PA3JIOKEHUEM Ha TAPMOHUKH [7].

IMpuHuun cokpeiTUd MH(POPMALUH

[IpyHIMI COKPBITHS AaHHBIX B M300paKEHUU U JIEKOJIMPOBAHUS MPEICTABICH Ha

puc.3.
* B6noku
fft N -

Mes W W Im

Im Im’ W
ifft

W
%k

Mes

Puc.3 [IpuHIMI COKPBITHS JaHHBIX U IEKOIUPOBAHUS
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*BBoauM TekcT ¢ KiaBHatypbl. [IpeoOpa3dyem BBEIECHHBIN TEKCT B 4HcIa (C
MOMOIIbI0  KOJWPOBOYHOM TaONMIbI) W TMEpPeBOAMM B OWHApHBIA  KOJ
(ITpeoOpazoBanue TekcTa B OalTOBYIO IOCIEAOBaTEIbLHOCTh). Hampumep,

OMHapHBIN K01 abC BRINIIIUT cieayronmm oopazom: 011000010110001001100011

text

Q ['p_‘u b

Ibvtechar | 112 117] 58

sL\u-.‘.-\u!‘)l titiojofoofoit|t1foltio :J

Puc.4 IlpeoOpa3oBaHue TEKCTa B

6aﬁTOBy10 IMOCJICAOBAaTCIBHOCTD

3aTeM co3/1aeM MaTpully U3 HyJeld pa3MepaMd C TMOJOBUHY HCXOIHOU

KapTUHKU, B KOTOPYIO OJIOKaMH 5X5 Mbl OyieM 3alUChIBaTh OMHAPHBIN KO/I.

|
|

OO0 000 00
OO0 000 00

o0 0000 oo
ollellslelelleollelle]

OO0 0 00|00

OO0 0000 00
OO0 0000 00

sllsllejlslallalle]le

|

O 0000000
jOOOOOO oo
(OODOOO olle]
\OOOOOO elle]

\O ellsllelsllellelle]
JO sllsllelellellelle]

(OOOOOO oo

)OOOOOO oo

Puc.5 CokpeiTrie uHpOpMaIuy B U300pasKeHUH

011000010110001001100011

ooooooooooooooooz
0/0/0/0[0|0|0 0|0 0/ 0[0[0[0 0O
o/o/o/of[ofo[o 0|0 0/0[0[0[0/0]0O
W= [0]0[0[0[0|0[0[0[0[0/0|0/0[0[0]O
0/0/0[0[0[0[0 0[0[0 0|0 0]|0|0]|O
0/0/0[0[0[0[0 0|0 0/ 0/0[0[0|0]|O
0/ 0/ 0[0J0/0]|0 O[0/0 O[O0 0]|0]|O0]|O
0'o0/ofofojofojofof0/0 0 0[0]0]0

Puc.6 CokpriTrie UHPOpMaLIMU B U300paKEHUH
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011000010110001001100011

0\0000111111111102
ojo/ojojof1]1|1|1|1]1]1]1/1]1]0
oo ojojofl1/1][1]1]a[2]21]1/1]1]0
W_o\oooo11111111110>
T[ojo0/0(00[1 1|1 (1[1]1[1[1/1[1]0
0Ol0/ 0/0[0/0/0|JO0O|0O[O0O[0]O0]0[0O]0]O
o/o/o[ojo[o 0o[0o]o[o]/0of0[0[0[0]0O
0lo/olofo/ojojo|ofo/olofo0[0l0]0;

Puc.7 CokpeiTrie HHPOpMaLUU B U300paKEHUH

3arem MbI TnpuMmeHseMm mpeoOpaszoBanue Dypre k Hamed marpune. U

CKJIaJbIBa€M JIaHHOE N300pakeHUE ¢ MaTpUIeil kak B popmyie (1):
Im’=Im+W (1)

**Tlo Osokam BbITaCKMBaeM 3HaueHHUs mnukcenend. [lomydaem IIMHHYIO
CTPOKY W3 HyJlell M eauHull. bepem mepBble 25 3HAYEHUN, UIIEM HUX CpEOHEE
apupmMeTHIecKoe U OKpyTisgeM. JleaemM Tak COBCEM CIIMCOK M B UTOTE MOJydaeM
OuHapHBIN Ko coobmieHus. OcTaéTcst TOIBKO MPeoOpa3oBaTh €ro B TEKCT.

JIoCTOMHCTBA M HEAOCTATKH METOAa

JIoCTOMHCTBA METOA 3TO KOHEYHO 7K€ YCTONYMB K OOJBITUHCTBY BUJIOB aTak.

Ho Taxyxe uMeroTcst 1 HEOCTATKU M CaMbIH IVIaBHBIA U3 HUX DTO MAJIEHEKUNA 00BEM

CKPBbIBACMBIX JTadHHBIX.

5. Peanm3anus MeTo/1a, HCII0JIb3YHOIIEr0 JTHCKPETHOE

npeodpasoBanue ®ypbe Ha Python

5.1. CokpbiTHE
[Tpu peanu3zanuu ganHo# 3agaun Ha Python, Obl1a ucop30BaHa OMOIMOTEKA

PIL u numpy:

from PIL import Image

import numpy as np
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Taxoxe BeIBOAMIIACH POpPMYJIa pacyeTa MUPUHBI U JUTHHBI 30HBI HHPOPMAITUH
1 HOMepa OJIOKOB:

K - nmuHHa OMTOBOM IIEMTOYKH
p*q - pazmep OJi0Ka
width — nuHa KapTHHKH

height — mupuna kapTuHKH

n1=ceil((k*p*q/a)**0.5/ p) * p #HIMPHUHA 30HBI C HHPOPMAITHEH
m1=ceil((k*p*q)/n1/q)*q #IIMHA 30HEI C I/IH(bopMauHeﬁ
foriin range(height//2):
for j in range(width):
R=(i+1)//p # HOMED 0JI0Ka 110 BEpTUKAJIHU
C=(j+1)//q # HOMEp OJIOKA 110 TOPU3OHTATH

u=int(C + R* m1/p) # HOMep OuTa B OMTOBOM IEITOYKE

Yuraem n3o0paxxeHUe 1 TEKCT:

im1 = Image.open("TUTP.jpg")
text=str(input('BBEAUTE TEKCT: "))

[Ipeobpa3zyeM TekcT B uucia (C MOMOIIBI KOAUPOBOUHOW TaOIMILI) U
nepesoguM B OuHapHbii  koj  (IIpeoOpasoBanume Tekcra B OalTOBYIO

MOCJICI0BATEIBHOCTD):

for nchar in range (len(text)):
g = ord(text[nchar])
b=[0]*8
n=len(b)

foriin range(n):

17



y =int(g % 2)

bln-i-1]=y

g=int(g/2)
d+=b

B 3Hauenus KaXXJJ0Iro U3 KaHaJIOB I10 Ookam BCTpanBacMm, HGpGBGI[éHHBII?I B

OMHAPHBIN KO, TEKCT:

if k<=(m1*n1):
foriin range(height//2):
for j in range(width):

R=(i+1)//p
C=(j+1)//q
u=int(C +R*m1/p)
X=]
y=i
newR = d[u%k]
newG = d[u%k]
newB = d[u%k]
im.putpixel((x,y),(newR, newG, newB))

Jlemaem npeobpazoBanue Oypbe 1 COXpaHsIeM U3MEHECHHUS:

im3 = Image.fromarray(im3, 'RGB')

im3. save ("out1.png")
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5.2. OoparHas nporpamma (JlexagupoBanue)
[Ipu peanu3zanuu ganHo# 3agaun Ha Python, 6pu1a Henonb3oBana OnOIMOTEKA

PIL u numpy:

from PIL import Image

import numpy as np

Yuraem n3zodpaxxeHue:

im1 = Image.open("out1.png")

VY3HaeM pazmepsl H300paKeHUS:

(width, height) = im.size

JlenaeM obpatHOe npeodpazoBanue Oyphe:

im1 = np.fft.ifft(im1)

bepem 3HaueHus NMuKcened, BBITACKUBAEM HX IO OJoKaM, (GOopMHpyeM H3
ATUX 3HAYEHUW MacCUB U pazOuBaeM MO 25, MO KaXKIbIM 25 3HAYEHUSAM HIIEM
cpeaHe apudmernyeckoe U HOPMUPYEM U3 HUX CITUCOK, 3aTEM pa3OrBaeM yKe 3TOT
CIHCOK I10 §:

[TepeBoaMM M3 TBOMYHOM CUCTEMBI B IECITUYHYIO:

M=2**7*p[0]+2**6*0[ 1]+2**5*b[2]+2**4*b[3]+2**3*b[4]+2**2*b[5]+2**1*b[6]+2**0*b[ 7]

[Ipeobpazyem yucia B OyKBBI U 3aIIOMUHAEM:

l.append(chr(m))

BriBoguM pacmmdpoBaHHBIN TEKCT:

print(*1)
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3akiloueHue

B pesynbrare mpoBeIeHHOTO MCCIIeI0BaHMs ObllIa M3y4YeHa UCTOPHSI METOIOB
COKpBITUS WH(MOpPMAIMU, peaqu30BaH METOJA Hucnoib3ytoumi psansl Dypbe
(muckpetHoe mpeoOpasoBanne Dypbe) Ha Python, mpoBepeH 3TOT MeETOJ Ha

YCTOI‘/’I‘II/IBOCTB " JaHa OICHKA JTdHHOMY MCTOY.
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