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AHHOTALIMS

OpnHol U3 MPUOPUTETHBIX 3a7a4 00pa30BaTeNLHOrO yupexaeHus B Poccuu sBnsercs
obecriedeHre 6€30MaCHOCTH BCeX ydalmuxcs. Jist 3Toro yuauTens U poAUTeN TOJKHBI 3HATD,
KOTJIa ¥ BO CKOJIbKO YUEHUK IPUIIIEI Ha 3aHATHS B yIeOHOE 3aBEICHUE U KOT/Ia TIOKUHYJI €TO.
B Hacrosimiee BpeMs aIMUHUCTpalus OOpa3oBaTENbHOTO YUPEXKICHUS HCIOJb3YeT
paznuuHble  Qopmbl  ydeTa mocemaeMocTH. OJHAKO CerogHs, B BEK BBICOKHX
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HOSIBUJIUCH BO3MOYKHOCTH
YCOBEpIIEHCTBOBAaHUS ycTapeBMIMX (OPM MOHHMTOPHHIa IOCEIIAEMOCTH  Y4allluMHUCS

00pa30BaTENBHOTO YUPEKICHUS.

llens wuccnenoBaHUsl 3aKIIOYAETCSs B U3YYEHUU CYHIECTBYIOUIMX KOMILJIEKCOB
MporpaMMHOTO  oOecreueHuss Il  OCYIIECTBJICHUS  MOHHTOPHMHTA  IMMOCEHIAeMOCTH
00pa30BaTeNbHOTO YUYPEKIACHHUS M CO3JaHUM COOCTBEHHOW cucTeMbl. B xone paOoTbl
MPUMEHSIIUCh METOJBl: CPAaBHUTENbHBIA aHATN3 MHCTPYMEHTOB cuuThiBaHusS QR-komoB u
CYUIECTBYIOIIUX CHUCTEM DJIIEKTPOHHBIX MPOMYCKOB [Isi 00pa3oBaTENbHBIX YUPEKIECHUH,

000011eH1e U3y4yeHHON H(OpMallUU U MOJEIMPOBAHUE COOCTBEHHOTO PEIICHUs TPOOIEMBI.

B pabote npezacraBieH pe3ynbTaT UCCIEIOBAaHHUS COBPEMEHHBIX PELIEHUN B 00JacTH
CUCTEM RJIEKTPOHHBIX MPOMYCKOB B BUJE MIPOrPaMMHOr0 KOMIUIEKca, cocrosiero u3 WEB-
caiiTa, MOOWIBLHOTO TPUIOKEHUS U UACHTUPUIUPYIOMIEH CHUCTEMBI COOCTBEHHOM
pazpabotku. Hambonee 3HaYUMON OTIMUMTEIHLHOW OCOOEHHOCTBHIO JIAHHOTO pEIICHUS

ABJIICTCA YOPOUICHUEC ITPpOoIECCa I/IJIGHTI/I(bI/IKaHI/II/I IIOJIB30BaTECIIA.
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Hayunas craTes

BBEJAEHUE

[Tpoexkt «Cucrema 53JE€KTPOHHBIX MHpomyckoB «SQR?» mpemnaraer He TOJIbKO
COBPEMEHHBbIE M YJOOHBIE CPEICTBA CO3JaHMs, XpPaHEHHUs, MPOCMOTpa HH(GOPMALHUU O
MIOCEIIAEMOCTH O0YYAIOUUMUCS YUPEXKIECHUS, HO U OTBEYAeT COBPEMEHHBIM TPeOOBaHUIM

0€e30I1aCHOCTH.

B co3nanHO#l cucteme peann3oBaHa BO3MOKHOCTb B JII0O0OOW MOMEHT y3HaTh JaTy U
BpeMsl MOCEIIEHUS! YYEHUKOM 00pa30BaTENbHOTO YUPEXJAE€HUS, KOJIMYECTBO MPOIMYIIEHHbBIX
y4eOHBIX JHeW M mpouyro ciayxeOHyro nHpopmaruio. Ilpu Heo6XonuMocTH MOXeT ObITh
peann3oBaH y4€T pabodero BpeMeHU BCEeMH paOOTHUKaMH 00pa30BaTEILHOTO YUPEKACHUS, a
Takke (ukcanuio HHGOpManuM O JOOOM MOcCeTHTeNe O0pa3oBaTEIbHOTO YUPEXKICHUS.
JlaHHBIE CBEIEHUSI O KOHKPETHOM I10JIb30BaTeNe (YUCHHUKE, YUuTele, CIyXKalleM) Wi rpyIe
nojip30Baresel (kiacce, mapajjienud) MOTyT OBITh JOCTYNHBI B TeU€HHE HE0OXOIUMOTo
BpeMeHH. OTINYUTENbHOM OCOOEHHOCTHIO JAHHOTO pEIIeHUs SBISIeTCd TO, 4YTO
MOJIb30BATEI0 HE HY)XHO MpUOOpEeTaTh JOMOJHUTEIbHBIE CpPEJICTBA KOMMYHHUKALIMU.
Wnentudukanys monp30BaTenss IPOMCXOTUT CPEICTBAMHU €ro COOCTBEHHOTO CMapT(oHa C
nomotipio 3amudpoBanabeix QR-komoB, mu6o mpu momomu NFC-kaprouek. Takxke, B
ommpkaiimeM OynymiemM OyJeT pealin3oBaHa BO3MOXKHOCTh TeHepanuu pe3epBHBIX QR-komoB
(nns xpaHeHHMsT Ha (PU3MUECKOM HOCHUTENE) Ha cliydyail MpONa)XKu/moTepu MOOMIBHOTO

TenedoHa.



AKTyalTbHOCTb UCCJIEIOBaHMS 000CHOBaHA HEOOXOIUMOCTHIO 00ECIIEYUTh
3aUIIEHHYIO0 CUCTEMY IPOIYCKOB, HMEIOIIYIO0 BBICOKYIO CTEIIEHb y100CTBa I KOHEYHOTO

I10JIB30BAaTCIIA.

Y mnopaBnsromero OOJNBIIUHCTBA COBPEMEHHBIX YYCHHKOB HMEIOTCS MOOUIIBHBIC
tenedonbl. CIOKHO MPEACTAaBUTh Y4Yalllerocsi, KOTOPbIH 3a0bul Obl MOOWJIBHBIM TeledoH
nomMa. M3 3TOro MOXXHO cjeiaTh BBIBOJ, YTO MOOWIBHBIH TENeQOH MOMKET SBISTHCS
CBOCOOPAa3HBIM MPOITYCKOM, KOTOPBII HaBEpHsAKAa OyAeT y KaXJI0ro IIKOJIbHHUKA (JaXe eClu

MOOWJIBHOE YCTPOMCTBO OTCYTCTBYET, TO MBI MOXXEM 3aMEHUTh €ro CTaHJAPTHHIM

NFC/RFID-npomyckom).

BaxxHoil 0cOOEHHOCTBIO HAlEro MOOMJIBHOIO MPOIYCKa SIBISETCS YHHUBEPCAIbHOCTh
MIPUJIOKEHHUS, HE MPHUBSI3aHHOTO K KOHKPETHOH miardopme u Mozienu tenedoHa, a Takxke
HEO0O0S3aTeNIbHOCTh TMOAKIIOYEHHS K HMHTEPHETY CO CTOPOHBI Tojb3oBarend. llomumo
aJIMUHUCTpallMd 00pa30BaTEIILHOTO YUPEXKICHHsI, CUCTEMAa 3JIEKTPOHHBIX IPOIMYCKOB OyzaeT
[I0JIE3HA POJUTENSIM OOydYaroUIMMCs, TaK KaK OHa IO3BOJMT ONEPATUBHO OMNOBEIIATh HMX
CMC- wum PUSH-yBenomnenusimu. Pomutenu cmoryr mnpocMaTpuBarh —JETAbHYIO
nHpOpMaIHI0 0 CBOEM peOEHKe, MpeIBapUTEIbHO YCTAHOBUB JIaHHOE NPUIIOKEHHE HAa CBOM

MOOWIbHBIN TeICHOH.

J1Jist peleHus JaHHBIX 3a]1a4 ObUT CO3/IaH KOMILJICKC MMPOrPAMMHOT0 00CCIICUCHUSI:
- Web-cepsuc;
— MoOunpHOE MPUITOKECHHE;

— IIporpammHoe oOecrieueHue i1 MUKpokoMIibiotepa Raspberry P1L.

[Tpeamer uccnenoBanus: MOOMIIbHBIE MPUIIOKEHUS, MUKpOKoMITbloTep Raspberry Pi,

A3BIK IpOrpaMMupoBanus Python.

['nnore3a uccneaoBaHus: BO3MOXKHO CO3/JaHHE IPOTPaMMHOT0 00ecrieueHusi, KOTopoe
MO3BOJIMIIO Obl YCHMJIMTH 0€30IacHOCTh JIeTeil B 3aBEIEHUH, CBOEBPEMEHHO MH(POPMHUPOBATH
polauTenell 0 BpEMEHM IOCEIIeHUs PeOEHKOM 00pa30BaTEIbHOIO YUpEXKIACHHUS, MO3BOJIUTH
aJIMUHUCTpAIlUd BECTH MOHMTOPUHI TIIOCEIAeMOCTH M HPOCMATPUBATH IOJAPOOHYIO

CTaTHCTHKY B pexxume on-line.



3amaun:

[Ipoananu3upoBaTh  CyIIECTBYIOLIME  CHCTEMBI  KOHTPOJIS
J0CTyTIa.

PazpaGorate  apXuTeKTypy  MOOWJIBHOTO  MPHJIOXKEHUS,
CIIPOEKTHPOBaTh MporpamMMmHoe oOecrieuenue mox Raspberry PI,  cosmats
Web-caiit u APL

[TpoBepuTh PabOTOCIIOCOOHOCTH MPOTPAMMHOI0 00ECTICYEHHUS Ha
peanbHBIX M BUPTYalIbHBIX YycTpohcTBax. IIpoBeputs 3¢ ¢eKTUBHOCTH U

paboTocrmocoOHOCTh Ha 0a3e 00pa30BaTEIBLHOTO YUPEHKIACHHUS.

HoBusna pa6OTBI 3aKJIr049acTCsAa B TOM, 4TO p33pa60TaHHLIﬁ KOMINJICKC IIPOrpaMMHOI'O

obecrieueHust a€T ITOJIB30BATENIO0 BBHIOOP B CIIOCOOE aBTOPH3ALMH, HE TpeOyeT OT HEro

CTEIUANBHBIX CPEICTB UACHTU(UKALUN U YIPOIIAET MPOIECC MOHUTOPHHTA MOCEIIAeMOCTH

IOKOJIbI YHAIIUMHUCH.



1. CUCTEMBI DJIEKTPOHHBIX ITPOITYCKOB

B waugane HCCICAOBaHUsSI HaMH OBLI IMPOBEACH aHAJIN3 YKC€ CYHICCTBYIOIIHUX CHUCTEM
KOHTpPOJIA J0CTynna MW BBIACIICHBI CICAYIONIMEC CICHUATIU3UPOBAHHBIC CUCTEMBI JJIA

0011e00pa30BaTENbHBIX YUPEHKICHUN:

“PERCo0-S-20 Illkona” obecrieunBaeT OOCTYI B YYPEKICHUE HYepe3 CIEIUaIbHBIC
KapThl, YHU(HUIIUpPOBaHHBIE TOA 3Ty cuctemy. MuTterpupoBan c¢ moptaiom “Dnevik.ru”.

CToMMOCTh YCTAaHOBKY TaKOW CHCTEMBI UCUHCIISIETCS B COTHSX THIC. pyOIei.

“C¢unkc Hlkona” Takke obecredynBaeT JIOMYCK B 3AaHUE MO CIEHUAIN3UPOBAHHBIM
nponyckaM. OTINYUTENIbHON 0COOCHHOCTBIO SBJSETCS BO3MOYKHOCTH OIUIATHI 33 IIKOJIBHOE
nUTaHue 1o Oe3HaanyHoMy pacuéry. CTOMMOCTh MOJHOM YCTAaHOBKHM CHCTEMBI MPEBBIIIAET

200 ThIC. pyOIICi.

TanKe, CYHICCTBYIOT APYTHUEC CUCTCMBI 3JICKTPOHHBIX ITPOITYCKOB, OAHAKO MbI HC YKa3bIBACM
HX 3ACChb, TaK KaK OHH HC CICHUATIU3UPOBAHBI IJId YCTAHOBKH B 06paSOBaTCJIBHBIe
YUpCKACHUA U NPOUTPBIBAKOT IIO (bYHKI_II/IOHaJ'IBHLIM BO3MOJXHOCTAM CHCTCMaAM, YKAa3aHHBIM

BBIIIIC.

Wtak, B pe3ynapTaTe aHaiIM3a ObLJIO HAlIEHO HECKOJIIBKO CUCTEM IPOIYCKOB, KOTOPBIE
YIPaBISAIOT MPOMYCKOM B oOpaszoBarenbHOe yupexaeHue. Ho kaxmoe pemieHue Tpedyer

A0OPOTrOCTOAIIECTO 060py,I[OBaHI/I${ " €T0 MOCTOAHHYIO ITOAACPIKKY.

Bcnencteue 3TOro OBLIO MPUHATO pEIIEHHE CO34aTh CHCTEMY, KOTOpas MO3BOJIUT
BBIIIYCKATh 3JIEKTPOHHBIE KIIIOYM TaK)Ke U Ha cMapT(doHe, 4To ropa3fo yaoOHee, YeM KapThl,
U 7aéT HIKOJBHHUKY IpaBo BblIOOpa cmoco0a ayTreHTH(UKanuMu. A Takke, He TpeOyercs
UCMOJb30BAHUE CHEIMATBHBIX JJIOPOTOCTOSIIIUX TEXHUUYECKUX CpEACTB, KOTOpble HeE
IpeaycMaTpUBalOTCs OrokeToM oOpaszoBaTenbHOro yupexiaeHus. Hamm mpemmaraercs
0ojee coBpeMEHHash MOJeNb IPOIYCKOB COBMECTHO co cmapTdoHoM u Web-cepBepom,

KOTOpas He TpeOyeT O0NIbIINX (PMHAHCOBBIX BJIOXKEHUN CO CTOPOHBI TOTPEOUTEIS.



2. APXUTEKTYPA U [TPOEKTUPOBAHUE CUCTEMbI

Ha IIEPBOM OTall€ CO3JaHHA CHUCTEMBI HaMHU Obu1a C(bOpMyanOBaHa nacia -—
aBTOpuU3anusd I0Jb30BATCIA IIPpH IIOMOINH CMapT(i)OHa (CXCMaTI/I‘-IHO npeacraBjicHa B

[Ipunoxxennu I).

Wnest cucteMbl 3aKiII0OYaeTCcsl B OpraHU3allid B3aMMOJCHCTBUS MEXIY MOOUIbHBIM
MPUJIOKEHHEM U MUKpokomibioTepoMm Raspberry Pi ¢ mpumenennem QR-komoB, KoTOphIe

TeHEpUPYIOTCS Ha cMapT(OHE M0JIb30BATENIS.

Kpome Toro, Obuto HEOOXOOMMO peanu3oBaTh CBs3b MEXIy Web-cepBucoM u
MHKpOKOMIbIOTepOoM Raspberry Pi mis Toro, 4roObl uH(OpMaIys O I[OJb30BaTENE

OTIIpaBJIAJIACh HA CEPBEP, I'AC OHA CUCTEMATU3ZUPYCTCA U MPEAOCTABIIACTCA B y,HO6HOM BUAC.

I/ICXO[[H U3 ITOHU I/IH(bOpMaIII/II/I ObLIN OonpeaAcICHbl OCHOBHLBIC W JOIOJIHUTCIILHBIC

(GYHKINY TPUITOKEHUS B CUCTEMBI:

Oo6s3arenbuble pyHkiuu Web-caiiTa:
— Peructpanus/ABTopu3anus moap30BaTeIIs.
— OroOpakeHHe CIIMCKAa aKTUBHOCTH I10JIb30BaTEIICH.
- Orobpaxenune nHOOPMAMKA O KOHKPETHOM JICHCTBUH IOJIH30BATEIIS.

— Coznanue API nns B3aumonetictBust Raspberry Pi 3 u Web-cepepa.

Ob6s3arenbHble QYHKIIMM MOOMIIBHOTO MPHUIIOKCHUS:
— Peructpanus/ABTOpHu3anus mojab30BaTeIIs.
— Ilomydyenue ot Web-cepBepa cekpeTHOro kitoda renepaunu QR-ko10B.

— T'enepanus QR-koga cormacHo MojiydeHHOMY KJIHOUY T'€Hepaiuu



3. OIIPEAEJIEHME KOHUEIMNA WEB-CAWTA. APL

JInst co3maHusl HalIero ceppuca HaM ObUla HeoOXoaAMMa MHOTOQYHKIMOHATbHAS U
OTKa3oycToiumBas cucrema. Ham BeiOOp manm Ha cBoOoxaublii QpeiimBopk mis WEB-

npuiokeHui Ha si3pike Python — Django Framework.

[Touemy Django? JanHblii HpeliMBOPK SBJISETCS OJHUM M3 CaMBIX IIPOTPECCHBHBIX B
chepe paspadborku WEB-npunoxkenuii. hPeKTHBHOCTh TaHHOTO MOIYJIS JOKa3bIBaeTCS
TEM, YTO MHOTME KPYIIHbIE KOMIIAHUM UCIIOJIB3YIOT ero B cBoux WEB-cepBucax. Hanpumep:

Instagram, Mozilla, YouTube, Google, Yandex u ap.

Jns obecriedenuss MUHUMaiIbHO HeoOxoaumoro ¢yHkiuonana WEB-cepsuca
(perucTparuu/aBTopu3auu/0ToopakeHne WHGOPMAIMK) MbI HCIIOIB30BaIN CTaHIAPTHBIC
¢bynkuun  QpeiimBopka Django (IIpumoxenwe II. Ilpm permcrpanuu IOJIb30BaTEIIO
HE0OXO0IMMO BBECTH:

e Jlorun

e [laposb

® DJIEKTPUYECKUH aapec
e VYyeOHoe 3aBe/IeHUE

e Kiacc

o Jlnunyro unpopmanuto (Gamumus, Mms)

CepBep aHamu3upyeT MOIYYEHHYIO MH(POPMAIUIO U CO3/1aeT aKKayHT I0JIb30BaTeNs
Ha OCHOBE IIPENOCTaBICHHBIX MJaHHBIX. [lociie ycnemHoW perucrpanuu IOJIb30BaTENb
nomnanaer B JuuHbll kaOuner ([Ipunoxenue III), roe, B mepcmekTHBe, emy OyaeT
HE0OXO0/IMMO BBECTH CIIELIMAJIbHBIA BepU(UKALMOHHBINA KO (CIEeNUaNbHbINA KO, BbIAAHHBIN
o0pa30BaTeNbHbIM  YUPEKICHUEM/HETIOCPEICTBEHHAs:  BepuUKalus  aJMUHUCTpaLuei

caiira).

IIpn ycnemHOM MOATBEPXKACHUN JIMYHOCTU CEPBEP TIE€HEPUPYET CHELUAIBHBIN
CEKPETHBIN KU (COoCTOSIMMM U3 OonbliuX OyKB JIAaTUHCKOro andaBuTa M LHUPP, TO €CTh
dbopmata Base32), KOTOPBI CIYy>KUT OCHOBOM JJIsI CO3[IaHUS TOCIEAYIOINUX OJHOPA30BbIX
KOJ0B aBTOpu3aluu. CeKpeTHBIN K04 HEJOCTYIIEH MOJIB30BaTEN0. JTO MO3BOJISAET YCUIIUTh

0e30IMaCHOCTh U UCKIIOUNTD (I)aKT MOAACIIKHU YYIKOT'O I/II[CHTI/I(I)I/IKaLII/IOHHOFO KoJa.
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AKTHUBHPOBAB CBOM aKKayHT, MOJb30BaTeNIb MOMAJAeT HAa CTPAHHUILY MOCEIIAeMOCTH
(ITpunoxenue 1V), Ha koTopoit OyzaeT moka3aH rpaduk BXOJOB U BBIXOJOB U3 YUPEKICHUS.
B nmuuHOM KabuHETE eMy MPeI0CTaBIISIETCS BO3MOKHOCTh U3MEHHTD MAPOJTh, JIOTHH, MTOYTY U
aBarap akkayHTa. AJIMUHHUCTPALIMS LIKOJbI U YIIOJHOMOYEHHBIE JIUIa MOTYT IPOCMATPUBATh
noytHbINA Tpaduk mocentaemoctr. OOpaTHON cTOpOoHOU caita siBisiercs API, cocrosimee u3
MHOKECTBa BHUJIOB 3ampocoB. Hampumep, 3ampoc Ha aBTOPHU3AIUIO, 3allpOC HA MOJTy4yeHUE
uHbOpMAlMK  TONB30BATENsI, 3alpoC  HAa  MPOXOXJIEHUE  TOJNb30BaTeNisl  yepes
UICHTH(PUKAITMOHHBIN cTeHn U T.1. APl Obl1 mocTpoeH mpu momon MUKpopperMBOpKa

Django REST, pa6oraronuii ¢ uadopmarueii B popmare JSON.



4. PA3PABOTKA MOBWJIBHOT'O ITPUJIOKEHU A

[Ipu co3gaHuy TPUIIOKEHUST Y HAC CTOSJ BBIOOp MEXIY Ppa3iIuYHBIMH CpelaMu
pa3pabotku. Hanpumep, Takumu kak: Android Studio, Xcode, Xamarin. OCTaHOBUINCH MBI
Ha TIOCIICJHEM BapHWaHTe, TaK Kak Xamarin IO3BOJSET NHcaTh OOJBIIYI0 YacTh KoJa
OJTHOBPEMEHHO JUIsl pa3iuyHbIX Iiatgopm. Takxke, Xamarin UCHoib3yeT pa3zpaOOoTaHHbBIN
kommanueit Microsoft s3eik pasmetrkn XAML, KOTOpBIH MO3BOJISIET WHIWBHIYAIH3UPOBAThH

uHTepdeiic Mo Kaxayro miarhopmy 6€3 T0MOIHUTETFHOTO U3MEHEHHSI.

OnpenenuBIInCh CO Cpeaoi pa3paboTKU, MBI IPUCTYIIIIN K CO3JaHUIO MPUIIOKCHHSL.
B nepByto odepens ObUT onpesielieH crocod muGpoBaHUs CEKPETHOTO KIIF0Ya BO BPEMEHHBIH
kiro4. J{ist 9THX 1ieneid Mol ucnonb3oBanu anroput™m TOTP (Time-based One-time Password
Algorithm). Muorue komnanuu (Yandex, Google, Ubisoft, Valve u T.1) ucnons3ytor TOTP
KaK 3aMEHy CTaTHYHOMY Mapoiito. Takue maposiu TeHepHpyrTcs Kaxasie 30 CeKyHa Ha
YCTPONCTBE - T'CHEPAaTOpe W CTAHOBATCS HEICHCTBUTEIBHBIMU IOCIE TE€HEpallid HOBOTO
napoJiss. DTOT METOJ MU(PPOBAHUS UACATHHO TOIXOAUT IO HAIIM HYXKIBI, IOTOMY YTO OH
oOecrieunBaeT JOJDKHBIA YPOBEHb 0€30MaCHOCTH, H YCTPOWCTBO, FCHEPUPYIOILEE KITFOYH, HE

Tp66yeT IMMOCTOAHHOI'O IMTOAKIIOYCHHA K UHTCPHETY.

[Tocne Toro, kak Mbl MOJTYYUIM BPEMEHHBIN KIIOY, BCTal BOIPOC O IEpeaade €ro
CUMTBIBAOIIEMY YCTpOHCTBY. OCHOBHAsi KOHILIENIUS CHCTEMbI MOJPAa3yMEBAET HaIUYHE
MIPUIIOKEHUSA-TeHepaTopa, KOTOPOEe YCTaHOBJIEHO Ha cMapT(oHE Moib3oBaTens. BapuaHt c
NFC wmerkamu otnan, nockoibky NFC Monaynb He yCTaHOBJIEH B TMOAABISIONIEM
OonpimmHCTBE cMapThoHOB. PemenneM storo cramm QR-kombl, KoTopeie TpeOyrOT OT
yCTpOICTBA JUIIb HajHuue dKpana. [Ipunoxkenre mmdpyer v BEIBOJUT Ha KpaH BPEMEHHBIN
kimou B Busie QR-kona. [ koHBepTanuu BpeMeHHOro kitoda B QR-koa MbI HCTIONB30BaIN

6ubmmorexky ZXing.Mobile.

ITomumo renepanuu QR-kona Takke NpUCYTCTBYIOT CIELYIOIINAE BO3MOKHOCTH:
® pEelaKTUPOBATh JUUYHYIO HH(POPMAIHUIO;
® T0Jy4aTh push-yBenoMieHHs (IOCTYIHO JUIsl aKKayHTa THUIA “pOAUTEND”);

® [pocMaTpuUBaTh UH(POPMALIHIO O TOCEHICHUSIX TOJIb30BATEINS.

[Tocne onpeneneHnss MUHUMAIbHOTO (QYHKIIMOHANA OBLIN pa3paboTaHbl CTPYKTypa H

nu3aiiH npusnoxenus (Ilpunoxenue V).



5. CO3JAHMUE [TPOI'PAMMHOI'O OBECIIEHEHMA JIJIS1 RASPBERRY PI

3aKIII0YaloIUM 3TAallOM B pa3pabOTKe CHCTEMBI CTAIO CO3/aHHE HPOTPaMMBbI IS
mukpokommnbiorepa Raspberry PI (RPI). RPI crtanm oObequHSIOIINM 3BEHOM MEXIY

CEPBEPHOI YaCThIO M MOOWIILHBIM MPUIIOKCHHUEM.

Ha ocnoBe RPI MBI caemanu cuuThIBaroIiee ycTporcTBo, kotopoe aemudpyer QR-
KOJbl, aHAJIM3UPYeT MX M OTIpABIIIET Ha cepBep JaHHbIe, nonydeHHble U3 QR-koxa.

[TpoBepka mOATMHHOCTH KJIFO4A, KOTOPHIH 3amudpoBan B QR-koje, mpoBOIUTCS Ha cepBepe.

CuntbiBanne QR-xozma MpoBOOUTCS IOCPEACTBOM  JBYX Kamep, KOTOpbIE
pacmojoKeHbl Ha BXOJ€ M BbIXOAE M3 ydeOHOro 3aBefeHus. JlJis 3TOrO HCMONb30BalaCh
6ubmmorexka CV2 (s 3axBaTa u3o0paxkeHus ¢ kamepsl) u Zbarlight (ans pacumdposku QR-
Koza). HempepsIBHBINM MOTOK JaHHBIX, MOJXYYEHHBIA C Kamep, MOMEHTAJIbHO aHAM3UPYeTCs

utst onpenenenns QR-kona.

Jlis oTmpaBKM TMOJYYEHHBIX JAaHHBIX Ha CEpPBEP MbI HCIOJB30Bald OUOIHOTEKY
Requests. Ona mo3Boisier HaMHOro Impoie u yaobnee oOpamartecs k APl caiita u

nepenaBarh JaHHbIC HEIOCPEICTBEHHO Ha CepBep.

3AKJIIOYEHUE

B pesynbrare ucciaenoBanus ObUT CO371aH KOMIUIEKC IPOTPAMMHOTO 00€CTICUSHHUSI JTsI
OCYIIECTBICHHSI MOHMUTOPUHTA TIOCEIIAEMOCTH 00pa30BaTEIbHOTO YUPSIKICHHS y4aCTHUKAMMU
00pa30BaTeNBLHOTO MPOoIecca, KOTOPOE TO3BOJISET YIAYUIIHTh O€30MaCHOCTD JIETEH B y4eOHOM
3aBEJICHUH, CBOCBPEMEHHO HH()OPMHUPOBATH POJIUTENICH O BPEMEHHU MOCEHICHUS PEOCHKOM
00pa30BaTENLHOTO  YUYPEXKJCHUS, TMO3BOJUTH  AJMHUHUCTPAIlMM BECTH  MOHHUTOPHHT

MOCEIAeMOCTH U TIPOCMATPHUBATH MOJIPOOHYIO CTATHCTUKY B peskume on-line.

[Ipoananu3upoBaB CYIIECTBYIOIIUE CHCTEMBI KOHTPOJISI JIOCTYyIa, HaMH OBLIN
3aMeYeHbl UX cllabble CTOPOHBI U YYTEHBI B HAILIEM MPOEKTe. Y Hac MOJIY4YMIIOCh pa3paboTarhb
apXUTEKTYpy MOOWIIBHOTO MPUJIOKEHHS, HamHcaTh KPOCCIUIAT(POPMEHHOE MPOrpaMMHOE
oOecnieueHrne W co3aarh mnojiHoueHHbld WEB-cepBuc. B Hamumx mianax opraHuzoBaTh
tectupoBanue mpoekra B MBOY Cypryrckmii ecTtecTBeHHO-Hay4HbIH nunei B 2017-2018
y4eOHOM TOAy M TIPOBECTH BO3MOXKHYIO JIOpPaOOTKYy TMpOEKTa JUId IOJHOLIEHHOTO

HCIIOJIb30BAHUSA B YUPCIKACHNUU B CIICAYIOIICM qu6HOM rony.
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Cnucok JMTeparypbl

1. Jloxymenranus k ¢ppeiimBopky WEB-pazpadoTku Django 1.10:

https://docs.djangoproject.com/en/1.10/

2. Omnwucanue padotsl TOTP-anropurma u npuMeps! paboTHI:

https://ru.wikipedia.org/wiki/Time-based One-time Password Algorithm

3. bubnmoteka mysa co3maHus BpeMEHHBIX Kiroded mo TexHojorun TOTP Ha s3pIke

Python - PYOTP

https://github.com/pyotp/pyotp

4. MuxpodpeitmBopk s coznanust API B popmare REST misa dpeitmBopka Django:

http://www.django-rest-framework.org/

5. Tlaker pa3paOoTKu MoJB30BaTEILCKOTO BeO-uHTEpdeiica Materialize CSS:

http://materializecss.com/

6. Jokymenrauusa k ¢pelMBOpKY Kpocc-maTdopMeHHON pa3paboTku Xamarin ams

Android:

https://developer.xamarin.com/api/root/MonoAndroid-lib/

7. bubnunoteka aust paboThl ¢ n300pakeHusMu QR-komoB Ha si3bike C# - Zxing.Mobile

https://components.xamarin.com/qgettingstarted/zxing.net.mobile

8. bubmumoteka s paboTsl ¢ n300paxkenusmu QR-komoB Ha s3bike Python - Zbarlight:

https://pypi.python.org/pypi/zbarlight

9. bubnuoTeka ast pabOTHI C BUACOMOTOKOM Ha si3bike Python - OpenCV:

https://pypi.python.org/pypi/opencv-python

10. bubnmoteka ans paboThI ¢ 3anpocamu Ha si3bike Python - Request

http://docs.python-requests.org/en/master/



https://docs.djangoproject.com/en/1.10/
https://ru.wikipedia.org/wiki/Time-based_One-time_Password_Algorithm
https://github.com/pyotp/pyotp
http://www.django-rest-framework.org/
http://materializecss.com/
https://developer.xamarin.com/api/root/MonoAndroid-lib/
https://components.xamarin.com/gettingstarted/zxing.net.mobile
https://pypi.python.org/pypi/zbarlight
https://pypi.python.org/pypi/opencv-python
http://docs.python-requests.org/en/master/
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